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Abstract

Steganography plays a vital role in the field of covert communication. This paper proposes a novel embedding scheme
which embeds secret data adaptively. The proposed scheme employs integer to integer Lifting Wavelet Transforms (LWT)
and pixel strength to specify suitable locations for data embedding. The integer LWT eliminates distortions, which is
produced because of rounding process in the convolutional wavelet transforms. The performance of the proposed scheme
is addressed using image quality metrics based on Peak Signal To Noise Ratio (PSNR) versus embedding ratio. Moreover,
Bit Error Rate (BER) is utilized to assess robustness of the scheme. The experimental results show that the proposed
is superior over several embedding techniques such as embedding based convolutional wavelet transforms and Lest
Significant Bits (LSBs). The range of PSNR is gained between 51.52 and 22.15dB for range of embedding rate between
5% and 35%. Furthermore, the technique results error free for retrieving of secret data. In addition to the above features,
the proposed technique increases security level of embedded data due to adaptive embedding process that increases
randomly of embedding locations. The proposed scheme can be used in several important applications such as bank tag
for authentication, military communications. Also, it can be implemented easily as a hardware chip and combine with

covert imaging systems.
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1. Introduction

Digital steganography is a technique known to conceal
secret data inside a digital media with intent to be
undetectable’-2>. It is widely used nowadays in informa-
tion security technologies. The technique has become
essentially important over the last decade together with
extensively spreading of internet*>. Unlike cryptography,
that changes secret message to be ambiguous to hackers
unless they have a decryption key, steganography hides
the reality of message existents®~.

The vast majority of image steganography techniques
explore the maximum amount of redundancy in cover
image in order to embed the secret data inside the cover

*Author for correspondence

image®’. Message data ought to be visually imperceptible
and should not cause any noticeable alteration in the

original cover image'>-'2 Imperceptibility means that
the output cover after embedding the secret data, which
is called “stego”, should be highly correlated to the origi-
nal cover media. In addition to imperceptibility, quality,
security and capacity are also essential factors in assessing
the performance of an image steganography algorithm'*
1. A superior algorithm accumulates the above factors to
produce a robust steganography technique. The essential
role of image steganography has imposed its shadow on
researchers and numerous papers have been published
in this evolving field. One of the types of steganography
is key based algorithm which uses a key to embed data.
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Authors in" used a technique to enhance the existing
least significant bit (LSB) method for increasing security
of the embedded secret data. The technique is based on
using a secret key encryption that encrypts the position
of the secret data being embedded and data is embedded
according to the key. Although a maximum peak sig-
nal to noise ratio (PSNR) of 53.7869 dB is attained but
embedding capacity is not debated in the paper which is
considered as an essential factor since quality alters with
capacity.

Other techniques were used utilizing source coding
methods. The authors in'® have used Huffman encoding
which is performed on the secret data and embed in the
cover image using LSB method. Although the technique
achieved a PSNR of 57.43, however, the major drawbacks
are that the Huffman table and size of bit stream must
be known to the receiver as well the Huffman encoding
requires long processing time to encode the secret data.
The capacity of the technique used in 16 is 25% of the
cover image size. According to the researches”'%" the
direct LSB method has fragile security level and limited
capacity; therefore, it has been enhanced over the years.
InY, the authors had been proposed an enhancement for
direct LSB-substitution which possesses an increase in
security level. A Ron Code (RC4) algorithm was utilized
to achieve the randomization in hiding secret data bits in
the cover image instead in hiding the bits in sequential
manner. The main disadvantage in the former method is
that the algorithm is complex and requires a significant
processing time.

Increasing embedded data capacity in the chosen
cover media (eg. image) based on spatial domain lead to
modification noticeability in the cover media. As a result,
the steganography approach is failed. In order to increase
embedding capacity without compromise imperceptibil-
ity, other domains can be used such frequency and wavelet
domains®. In these domains, the designer of the embed-
ding algorithm can specify the frequency or bands that
unnoticeable after embedding of secret data based on
Human Visual System (HVS)*. However, wavelet domain
is more suitable for image steganography than conven-
tional frequency domains (eg. Fourier and discrete cosine
transforms). This is because that wavelet transform provide
high resolution for spatial domain in low frequencies and
low resolution for spatial domain in high frequencies and
vice versa for frequency domain®. This type of dividing the
resolution of spatial and frequency domains gives more
facility to find unnoticeable bands for data embedding.
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Recently, several researches have been based on discrete
wavelet transform (DWT) because its above mentioned
features. In%, the authors have proposed to embed data in
the DWT coefficients. The method implies conducting a
Haar DWT on the secret and cover image and embed the
secret data in the DWT coeflicients of the cover image.
The method increases security of the hidden data since,
the algorithm finds the most similar match between the
smooth cover block and smooth message block, therefore;
the resultant stego image correlates the original cover. The
research does not mention any information about the stego
image quality which should be correlated with the original
cover image. Moreover, the method is complicated since it
is computationally expensive. In%, the authors have pro-
posed a steganography using DWT. The cover image and
secret image is modified after applying the DWT transform.
The approximation band and horizontal band of the cover
image and the approximation band of the secret image are
partitioned to 4x4 blocks. Each 4*4 block of the approxima-
tion band secret image is searched in the partition block
of the approximation cover image, a block with minimum
error is considered as a best match. The secret key is the
address of the best match. The error value is then searched
in the partitioned horizontal band using the root mean
squared error; the least value is stored in the cover image
horizontal band. A second address key is also presented.

Although this method is considered as a secure
method but it is computation expensive since the secret
and cover image is partitioned and a block search algo-
rithm is conducted twice per block to find the best match.
The composition and decomposition of the DWT pro-
duces floats that can falsify the positions of the keys,
therefore; the secret image could be corrupted. The
quality of the PSNR of the stego image is in the range of
29.64dB-23.38dB for various cover and secret images.
Some steganography algorithms utilize encryption to the
secret message to increase security. The authors in* have
proposed a steganography method using encryption and
DWT. The DWT is applied on the cover image; a thresh-
old calculation is applied to determine the redundancy
in the cover image. The message is partitioned and con-
verted to one dimension bit stream and encrypted using
RC4 algorithm. Before embedding, DWT is also applied
to the encrypted bit stream message. The embedding pro-
cess implies replacing DWT coefficients of the encrypted
message in the previously specified DWT of the cover
image. Since it uses redundancy determination in a pixel
level and uses encryption to increase security, expensive
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computational is a major drawback of the proposed
method, therefore; it requires hard ware resources such as
processor speed and memory.

All the above methods that are based on convolution
DWT have common critical drawbacks as well as their own
individual disadvantages. These drawbacks are related to
the recovered hidden data, where, all the above methods
are considered lossy methods, and require extensive com-
putation. The losing parts of hidden data because data
type conversion from integer spatial domain of image into
floating point in wavelet domain and verse versa, impose
to rounding and truncated processes in the pixels values
that carried the hidden information. As a result, errors
will be happened in the recovered messages**.

In order to obtain fully recovered messages and low
computational cost, this paper employs integer mode of
lifted wavelet transform (LWT) in the proposed image
steganography. The integer-LWT has several advantages
over convolutional DWT in addition to lossless and low
complexity such as require fewer resources to be imple-
mented, it does not require an auxiliary memory to
execute the inverse transform, and less memory size is
needed to store its integer coefficients compared to the
conventional DWT?. The proposed method in this paper
takes in its consideration the strength of the LWT coef-
ficient to embed data in its least significant bits (LSBs)
adaptively. This technique utilizes LWT coefficient or not,
and specify its number of embedding bit capacity based
on its energy. The method gains two important features
by using this adaptive embedding technique. Firstly,
maintain the stego image quality by error reduction
between cover coeflicient and stego coefficient, and sec-
ondly, because of random embedding based on the cover
coefficient strength, the security level of the embedded
messages will be increased.

The rest of the paper organized as follows: Section
two explain in details the hiding phase of the proposed
method. Section three presents the recovery phase of the
proposed method. Section four gives the results of some
tests for the proposed steganography algorithm and com-
parison with the related algorithms. Finally, section five
concludes the entire paper.

2. The Proposed Embedding
Approach

In this section we describe our image steganography
algorithm for hiding and recovering of secret data. As men-
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tioned in the previous section, wavelet domain has specific
features which make it best choice for steganography algo-
rithms that achieve high embedding rates. In convolutional
wavelet steganography such as*-%, the wavelet converts
8-bits unsigned integer pixels into non-integer coefficients.
Therefore, those approaches scale the obtained coeflicients
and then convert them to a binary data. As a result, the
retrieved hidden messages are not identical to the original
ones. In order to solve this problem, we employ a lifting
scheme to produce integer to integer wavelets. Integer to
integer means the wavelet coeflicients are also integer with
same resolution of pixels (8-bits). So, there is no requiring
to scale and rounding the coefficients. The errors in the
recovered messages arise in non-spatial domains steganog-
raphy because rounding and out of range errors. When an
image transform to another domain, then change the pix-
els and back to spatial domain, the resulting pixels is not
necessarily integer. Moreover, it is not in the range which
the original pixels were. For example, if the bit resolution
of image is8-bit/pixel, each pixel has a value within range
of 0-255. But the produced pixel from transformation
process can be any value such as 300. The values of out
range require truncating to save in file or transmitted over
a channel with the same original resolution before trans-
formation (eg. 300 truncate to 255, 8-bits/pixel). Therefore,
some information that is hidden in the LSBs’ is lost.

Since we use integer to integer wavelets, we solve the
errors due to non-integer values. With the aim of cancel
out of range errors, we have not inserted equal data in all
coefficients. As an alternative, our technique selects the
number of LSBs adaptively to replace with secret data. The
technique takes in consideration two important factors
the color and strength of the coeflicient cover. Essentially,
the human eyes are more sensitive to green and red than
blue color. This fact employs in the proposed technique
to embed more bits in blue color than red and green.
Furthermore, the technique inserts more bits in bigger
coeflicient of pixels and fewer bits in smaller coefficients
of pixels for the same color coefficients. This adaptive
insertion is achieved by calculating the number of bits
that are used for embedding in each coefficient according
to the following formulas:

2P = coef « 2PF1 (1)
n=p—nbh 2)

Where n is the number of bits to hold data in coefficient, p
is the biggest power of 2 that is smaller than the coefficient
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value coef, and nbh is number of bitsto be hold, which
are used to reduce error between cover and stego coet-
ficients. Therefore, with different values of nbh, different
embedding rates and qualities can be attained. The nbh
values enable the control by embedding rate for each
color layer. The details of hiding and recovering phases of
the proposed steganography method are explained in the
following subsections.

2.1 Hiding of Secret Message

The proposed technique embeds secret data in a cover
image after LWT process. The stages of the proposed hiding
algorithm are explained in the block diagram of Figure 1.

Pre-embedding: The term conducts a broad range of
operations. First of all, the color image that is a cover is
segmented into a three layers of color planes R, G and
B. Each layer of 2-dimension plane is converted to a one
dimension vector. Since there are three planes, a three
of a one dimension vectors are conveyed to the second
stage. The entered pixel vectors to the remainder system
stages arranges as B-pixel vector in the first, then R-pixel
vector, and finally, G-pixel vector. This arrangement for
pixels vectors gives a priority to embed data in the blue
layer, then in the red layer and finally in the green layer.
We employ in this arrangement the human vision system
which is more sensitive to green and less sensitive to blue
than red by around twice and half respectively.

Haar LWT: A lifted wavelet transform is applied to the
pixel vectors. The operation will produce two bands of

frequency contents for each vector, a low frequency con-
tent, which is known as “Smooth coefficients (A)” and
obtained by process named “Update”, and a high fre-
quency content, which is known as “Detail coefficients
(d)” and obtained by process named prediction®. The
filter used in the decomposition is Haar filter because
its symmetry that gives lossless transformation. The
lifted wavelet transform localizes the low and high
frequency contents and produces integer coeflicients;
therefore it does not require rounding of float numbers.
Furthermore, the process is very fast compared to con-
volutional DWT. This is because the LW T splits the input
pixels into odd and even according to its position in the
input vector and then process them without decimation
outputs by two as in the convolutional DWT. Formulas
(3, 4, and 5) show the LWT steps (splitting, prediction
and update).

Splitting: Sj (e), Sj (O) (3)
Prediction: dj-1= Sj (0) - floor (P {Sj (e)}) (4)
Update: Aj-1= Sj (e) + floor (U {Sj (0)}) (5)

Where, S is an input vector of pixels, (S(e)) and (S(0)) are
even and odd pixels respectively, P and U are the predic-
tion and update functions that have formula depend on
the wavelet filter (eg. Haar, Daubechies), and floor (z) is a
function that finds the largest integer less than or equal to
z. This rounding function is used in integer to integer type
of lifting scheme and it is not required in floating type.

CNT
l r nkh
Cover image Image » 2DtolD Laver One cv - Coefficient
» segmenta converter [—™  wvector dimension | Dec_lmal oo, Strength
tion > arranger LWT binary Measuring
Dimension Decimal
Secret hecker and > . J
— chec i M
Message 2D to 1D to binary
: converter ¥ I
4 Embedding
L | SignMapping Procedure
. v v v
ego 1mage :
S Image 1D to 2D Layer LWT Sign De- Binary to
combiner | Converter |"  vector  |¢— Composition |g— mapping -+ Decimal
fragment h
Figure. 1 Block diagram of the proposed hiding algorithm
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According to control action applied (CNT as shown
in Figure 1) which is considered as a key, the embedding
procedure is conducted either merely in detail band or
in the combined smooth and detail bands, therefore; the
output of operation (CV) is:

If CNT =1then CV = [d]

Else CV = [d] VU [4]

Where: CV is the output vector in the LWT domain.
d: are the LWT detail coeflicients.
A: are the LWT smooth coefficients.

It is observed in the else condition that CV embeds in
the detail band before the smooth since the detail contains
the high frequency contents that have less information
than low frequency contents. Subsequently, the embed-
ded data is being less effect on the stego image quality
than if it is embedded in low frequency band. .

Sign Map: LWT vector output will possess positive and
negative sign coeflicients which ought to be saved in a
one dimension matrix. The sign map will utilized later
to re-possess each coefficient its sign before LWT recon-
struction. The sign-less CV vector is converted to the
binary system whereas each coeflicient is converted to its
eight bit binary value system.

Coefficient Strength Measurement: The strength of
coefficient can be obtained according to inequality Eq.
(1). Where, p in Eq. (1) represents the highest order bit
in the coefficient, which contains binary bits. The value
of number bit hold to hide data (nbh) for blue vector is
entered by the user of the algorithm. The other nbh val-
ues for red and green vector are computed automatically
by multiplying the entered value by two to control on
the stego-image quality and embedding rate. Basically,
increasing the value of nbh increases the image quality
and decreases the embedding rate and vise-versa. The
embedding rate or number of embedding bits (n) of
each coefficient is given by Eq. (2). According to Eq. (2),
some of coeflicients have n values equal to zeros or nega-
tives. These coefficients are not used for data embedding
in our proposed algorithm to maintain the stego image
quality.

Embedding Procedure: As shown in the block diagram
of Figure 1, secret image is converted into a one dimen-
sion vector, and then into a binary stream. The bits of
binary stream are embedded sequentially in the LSBs of
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CV coeflicients that have positive n values. The number
of the used LSBs in data embedding for each coeflicient
equals to its positive n value.

Again, utilizing this kind of technique gains the
algorithm adaptive data embedding to lift security level
by random embedding and decrease errors that are
resulted from substitution, while the conventional least
significant bit algorithm embeds the secret data directly
regardless the measurement of the strength of cover code
word. Subsequently, two critical drawbacks are resulted,
the detecting of the embedded data is very simple to an
attacker and qualities of stego pixels that have low strength
are affected. An example illustrates a comparison between
conventional LSB and the proposed algorithms:

Assume a cover pixels are [88, 0, and 32] and message
is [127]. So we have:

Cover pixel codes = [01011000, 00000000, 00100000],
Message stream= [1111111]

Firstly, we will embed data by using Conventional
LSBs substitution; we need insert 3 bits/pixel for the first
two pixels and one bit/pixel for the last one. Therefore, the
stego pixels as follows:

Stego pixels = [01011111, 00000111, 00100001], or
stego pixels = [95, 7, 33] .

The mean square error (MSE) in stego pixel after data
embedding can be calculated according to Eq. (6) 27 as
follows:

_1yN (2 2
MSE = EZH(S —95) ©)
Where, and S are the stego and cover pixels. N is the total
number of pixels. Essentially, the image quality is inverse
proportional to the value of MSE. So, for above example,
MSE = 1/3 [(95-88)* + (7-0)* + (33-32)?] = 33.

Also, we can evaluate the quality of the stego pixels
by using peak signal to noise ratio (PSNR) assessment
in decibel (dB) as shown in Eq. (7) 27, 28, 29.The image
quality increases with incising of the value of PSNR.

255)2 -

PSNR =10 1o (—
210 MSE

For the above example PSNR = 17.7605 dB

Now, let us use the proposed embedding techniques:

Assume nbh = 2, then pi = [7, 0, 6], and ni = pi - nbh
=[5, -2, 4]. So, based on ni values, the second pixel does
not utilized for embedding data, while we can embed 5
and 4 bits in first and last pixels respectively. Because of
the message data is only 7 bits, our technique will insert 5
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bits in the first pixel and twos bits in the third one. So the
stego pixels are as shown below:

Stego pixels = [01011111, 00000000, 00100011], or
stego pixels = [95, 0, 33]10.

According to Eq.s (6 and 7), MSE = 19.3333 and PSNR
= 22.4047 dB. This is mean the proposed embedding
technique have quality better than the conventional LSB
by about three times for the above example. However, this
is not the only enhancing for the stego image quality in
the proposed algorithm. The other important part is the
enhancing that is provided by the LWT decomposition
that is explained in the former subsection.

Sign Remapping: After converting the one dimension
vector to decimal values, the signs of the stego coeflicients
are retained to their values. According to its position, each
value has its original sign.

LWT Decomposition: Depending on the CNT value, the
signed stego coeflicients that are resulted from merely
detail or detail and smooth after embedding data. If the
embedding was merely detail embedding then smooth
coeflicients will be directly input to the LWT composi-
tion. The signed values of the stego coeflicients are then
composed back to the one dimension spatial domain with
the precise dimensions of the original cover.

Vector and Image Combiner: The resulted vectors from the
LWT-decomposition represent three color planes. The vec-
tors are converted into individually two dimension planes
and collected back to a three dimension color plane which
is known as “stego image” which conceals the secret data.

3. Recovery of Secret Messages

Mainly it is the inverse operation which is in Figure 1.
In order to retrieve the secret image, the same stego keys
(nbh and CNT) are required. Figure 2 shows the block
diagram of the recovery algorithm.

Most of the blocks are previously explained in section
(2). As shown in Figure 2, stego image, secret keys (nbh
and CNT) ought to be input to the algorithm. Depending
on the CNT, smooth band would skip to LW T composition
or it may be included to the recovery procedure.

CNT

l I nbh

Stegoimaze | Image | D1 1D Layer One dimension Decimal to Coefficient
—®| segment [—®| comverter [P vector ¥ LWTforeach i  binary || Strength
ammanger pixel vector Measuring

Figure 2. Block diagram of the proposed image recovery
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The coeflicient strength measuring block will designate
the first one bit, with the existence of the key nbh, n is deter-
mined according to Equation (2). Then, the stream bits of
the secret message are extracted from each positive coef-
ficient according its n value. Subsequently, the resulted bit
stream is converted to decimal and the produced vector is
converted to its original secret data (eg. image and text). In
the proposed method, an exact secret image is attained from
the recovery algorithm without any lose in the information.

4. Results and Discussions

This section presents some experimental results of the
proposed and related approaches. We choose two related
approaches to compare with the proposed emboss-
ing approach. The first is the conventional LSB, which
embeds secret data in the LSBs of the image pixels start-
ing from first least significant bit such as in15. The second
related approach embeds data in the LSB-coefficients of
the convolution based DWT such as in25.

In order to compare the proposed and selected related
approaches, all methods are implemented by Matlab pro-
gramming. The main goal of steganography for applications
of covert communications is to verify high embedding
rate without causing any noticeable difference compare
to cover image before embedding process. Moreover, in
the receiver or message recovery side, the vital issue is the
errors in the retrieved messages. Therefore, we are listed
in the following subsections the two most important
tests by measuring the quality of the stego image versus
embedding capacity and robustness against distortion.

Admittedly, PSNR is the most popular formula to
indicate quality of stego images. Equation (7) gives the
formula of the PSNR. Besides PSNR, the correspond-
ing embedding rate should be computed. Basically, an
embedding rate is computed by dividing the number of
embedding bits to the number of cover image bits and
multiplying by 100 to get in percentage (%).

Correspondingly, robustness against distortion is
computed by finding a Bit Error Rate (BER) of the retrieved
secret messages. The BER is easily computed comparing
retrieved and original message bits, then, the number of
error bits is counted and divided over the entire number
of the message bits, and finally, the result is multiplied
by 100%. The BER can indicate accurately the distor-
tion in the secret message either causing by embedding
algorithm, i.e. lossy stego methods, or causing by transfer
channel and data compression.
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The experimental results of the proposed and the
two related approaches are explained in the following
subsections.

4.1 Stego Image Quality Versus Embedding
Rate
In this section, the quality of the stego image, in terms of

PSNR using Eq.(6), is assessed with various embedding
ratios.Inordertotestthesuperiority of our proposed method,

results are compared with the conventional LSB method
and convolutional DWT method. Two cover images, chil-
dren and nature, with dimensions of 275*183and 259*174
respectively, are used in the experiments as shown in Tables
1 and 2. From the tables, it is clearly at low embedding rates
in range of (5-10)%, the PSNR for the conventional LSB
method is higher than both convolution based DWT and the
proposed methods. However, all methods satisfy excellent
stego image quality in terms of PSNR where PSNR greater

Table 1. Stego image quality versus embedding rate for children cover image

Stego image and its quality in terms of PSNR
Embedding ] -

Ratio Conventional LSB method Convolution based DWT method The proposed method
PSNR Stego image PSNR Stego image PSNR Stego image

5% 59.67 49.07 51.52

10% 47,66 44,68 46,39

15% 41.63 39.32 42.61

20% 33.71 34.57 35.71

25% 29.28 29.74 30.92

30% 22.21 25.49 27.82

35% 17.03 21.80 22.15
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Table 2. Stego image quality versus embedding rate for nature cover image
Embeddi Stego image and its quality in terms of PSNR
mbeddin
Ratio & Conventional LSB method Convolution based DWT method The proposed method
PSNR Stego image PSNR Stego image PSNR Stego image
5% 53.37 48.86 50.15
10% 44,18 44,09 45,19
15% 39.58 39.92 41.01
20% 31.16 32.38 35.44
25% 25.68 26.97 28.44
30% 20.92 22.81 24.17
35% 15.53 19.99 20.05

than 40 dB. Also, the tables show that at high embedding
rates, the PSNR in the conventional LSB and DWT methods
compared to the proposed method decrease with an average
drop of approximately 7dB per 5% increase in embedding
ratio. In conventional LSB method visual errors accumulate
in each cover pixel during embedding since LSB procedure
embeds secret bits regardless of the strength of the cover bit
stream. As for the convolution DWT method the rounding
of detail cover coeflicients before embedding produced
visual error in addition to the embedding. Since the pro-
posed method utilizes LWT and embeds the secret data

B 8 | v (46) | December 2016 | www.indjst.org

after measuring the strength of detail cover coeflicient, the
PSNR is increased with an average of 5dB per 5% increase
in embedding ratio, therefore; the proposed method shows
better performance than other methods.

4.2 Robustness against Distortion

This section presents some test results of the robustness
of the proposed hiding approach against distortion.
Generally, there are two types of distortion; the first
distortion occurs because of the information lose in
the stego algorithm, while the second one occurs at the
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Table 3. Shows the BER for various embedding ratio’s
BER of the extracted secret messages Vs. Channel Gaussian’s Noise (CGN) in terms of CSNR
Embedding Conventional LSB method Convolution based DWT method The proposed method

Ratio CSNR= | CSNR= | CSNR= | CSNR= | CSNR= |CSNR=20| CSNR= | CSNR= | CSNR=

150 dB 50 dB 20 dB 150 dB 50 dB dB 150 dB 50 dB 20 dB

5% 1.1 % 15.45 % 43.23 % 5.72 % 22.46 % 42.34 % 0% 0.57 % 4.23 %

10% 1.7 % 18.56 % 47.15% 9.79% 27.93 % 44.86 % 0% 0.77 % 5.38 %

15% 2.3 % 19.91 % 48.33 % 13.43% 32.41 % 51.37 % 0% 1.49 % 5.06 %

20% 3.48 % 19.23 % 45.82 % 16.89 % 35.16 % 53.65 % 0% 1.84 % 5.64 %

25% 3.89 % 18.87 % 43.67 % 19.46 % 36.66 % 52.54 % 0 % 1.62 % 4.94 %

30% 4.12 % 18.13 % 42.35% 21.32% 39.58 % 49.23 % 0% 1.36 % 4.81 %

channel because noise or malicious attacking to the stego
image such as low pass filtering and compression.

In order to test the robustness of the proposed approach
against distortion, the stego images of the proposed
and the two related methods are subjected to simulated
Gaussian noise in terms of channel signal to noise ratio
(CSNR). This is achieved by adding white Gaussian noise
to the stego images, and then the noisy images are con-
sidered the received stego images in the recovery system.
The recovery system retrieves the secret hiding messages
and then compares the retrieved messages with the origi-
nal secret messages. Based on the comparison BER of the
extracted secret message is computed, where smaller BER
means less error.

The table shows that the proposed method has no
errors because embedding process. Furthermore, the
proposed algorithm has higher immunity against noise
than the other two related method. This makes our
approach suitable for applications that need robust stego
system against noise.

5. Conclusions

A new embedding technique for covert communication
has been proposed. The technique embeds data adap-
tively in a color image by employing HVS sensitivity
for the modification in stego images. on the technique
take in consideration the strength of the cover coeffi-
cient and the human eyes sensitivity to the red, green,
and blue colors, where insert bigger number of bits in
the blue coefficients than green and red coefficients
which have the same strength. Moreover, the proposed
technique employs LWT to split frequency bands of the
noticeable and unnoticeable frequencies. The utilized
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LWT discards the errors because rounding process that
is happened in convolution based DWT. Also, it acceler-
ates the algorithm processing. Utilizing LWT produces
PSNR above 30 dB for embedding rate greater than 20%
of the cover image size. The proposed method has low
complexity and it is considered as a lossless steganogra-
phy algorithm since exact secret data can be extracted.
Furthermore, it embeds data randomly in terms of posi-
tion and amount. Therefore; the proposed method is
more secure than methods which insert data in known
positions to the attackers. Moreover, the simplicity of
technique and its ability to process any small size of
bit stream makes it appropriate to be implemented as
a hardware chip. This hardware can be combined with
covert imaging systems, which is very useful in appli-
cations such as secret video conference and military
communications.
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