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Abstract
Objectives: This paper optimizes the performance of Open Shortest Path First (OSPF) algorithm by using moth flame optimization, even in the presence of attacker node. Methods/Statistical Analysis: The OSPF algorithm is the most used and
efficient algorithm to select the shortest path between the source and destination. This paper modifies the OSPF by using
the moth-flame optimization algorithm. The moth flame optimization depicts the routing behavior of the moth. Each node
position is considered as the moth position and routing behavior of moth is used to select the optimized path. Findings:
The performance of the optimized OSPF algorithm is analyzed in terms of delay and energy consumption and compared
with the existing OSPF as well as modified open shortest path first algorithm. The simulation results show the reduction in
delay and energy consumptionin the optimized OSPF as compared to traditional and modified OSPF on different scenarios
even in the presence of attacker node. Application/Improvements: The optimized OSPF can be used forrouting even in
huge networks with heterogeneous nodes. The Optimized OSPF can also be used for secure routing, data will be travelled
from source to destination even if shortest path contains attacker node.
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1. Introduction

The advancement in the technology enlarges the network
architecture with heterogeneity. The communication
between different types of devices in a single huge network needs a common interface, results the adaption of IP
interface by the Wi-Fi, LAN as well as Wimax etc1, 2. The
communication path of the data packet in any network is
decided by the communication protocol. Different routing protocols have been designed to select the optimized
path in the IP network with less delay and packet loss
to transfer the data to the destination via intermediate
nodes3, 4.
The routing protocols have been classified in two
categories one is Interior Gateway Protocol (IGP) used
for communication in single autonomous and the other
is Exterior Gateway Protocol (EGP) used for routing in
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different autonomous networks. This paper focuses on
the IGP i.e. routing within a network5–7. The IGP are of
two types, Distance Vector Protocol (DVP) and Link
State Protocol (LSP). This paper discusses Open Shortest
Path First (OSPF) protocol which is a LSP protocol, as
LSP are better as compared to DVP due to visibility to
the whole network while selecting the path8. Moreover,
LSP converges faster as compared to DVP and finds
independent shortest path with event driven routing
updates.
OSPF protocol maintains the state of the links and
select a path with faster medium even contains more hops
instead of lesser hops path with slow medium9. The network may consist number of router/node connected via
number of links. Here each node is identified by a unique
id known as Router ID (RID)10 and link consists the bandwidth and other parameter details as shown in Figure 1.
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Figure 2. Hello packet format.

Figure 1. An autonomous system.

The algorithm uses a data structure known as LSA
(link state advertisement)11 consisting of RID, sequence
number and the age in seconds which is further stored in
database say LSDB12. The LSA and corresponding LSDB
gets updated according to the change in state of the link
13
. The OSPF completes its working in three phases, first is
to acquire the neighbor information by sending the hello
packet in the format shown in Figure 2.
Then in the second phase, routers exchange their
databaseas shown in Figure 3.
Then in the final phase Dijkstra’s Shortest Path
algorithm14 is used for the route calculation. Then the
data is transferred using the selected path15–17.
Different authors have modified OSPF protocol to
enhance the QoS, few of them are presented here. The
author of proposes a dynamic algorithm to handle the
link failure problem18. The author modified the OSPF for
real time application by using multipath information. The
available alternate path used by the author in case of link
failure, reduced re-convergence time. The author showed
the better performance of the protocol as compared to
exiting protocol used in routers. The author in 2009 introduces the distributed OSPF with reduced convergence
time by self-adaption with link failure19. The author of20
in 2010 proposes an adaptive link establishment scheme
to improve the performance in case of mobility. But the
algorithm works efficiently only in case of low mobility.
In 21uses the computational intelligence technique to optimize the scheduling of routing table calculation to reduce
the convergence time. IQBAL, in 22analyses the OSPF over
the voice and the video traffic. This paper modifies the

2

Vol 9 (48) | December 2016 | www.indjst.org

Figure 3. Database exchange.

OSPF algorithm by using MOTH-FLAME optimization
algorithm discussed in next section.

2. M
 oth-flame Optimization
Algorithm (MFO Algorithm)
It is an optimization based on the routing mechanism of
the moth which is a type of butterfly towards the moon
using the moon light. The moth moves towards the destination in a straight line when the destination is far away
while the same performs the spiral motion when destination is closer. However, the algorithm implements the
slightly modifies behavior to avoid the local minima. The
algorithm uses the explorative as well as exploitation
search to get an optimized solution23.
Algorithm
The MFO is a population based algorithm, here N moths
are moving in D dimension whose position matrix is
given in eq. (1) shown as:
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(1)

The fitness value of each moth can be evaluated by
using the fitness function and stored in a matrix as shown
in eq. (2).


(2)

The best position of the moths in each dimension is
stored in matrix given as flames and corresponding fitness
value is generated shown in eq. (3) and (4) respectively.


(3)

End

OMOi = Fitness value( MOi)

2. Citer= 1
3. While
OMOi = Fitness value( MOi)
if
		
FO= QuickSort(MO)
		
OFO= QuickSort(OMO)
else
,
FO=QuickSort (
		
OFO= QuickSort (
End if
Update b and t

)
,

)

Update number of flames


(4)

The moth moves around the flame in a spiral motion
given by the equation (5)


End while
4. Exit
The algorithm describes the MFO algorithm. The next
section discusses the implementation of MFO in our
work.

(5)
Here,

denotes the spiral motion, b is the

constant to shape the spiral motion , t is the random variable to select the behavior of moth with respect to flame
i.e. if t=-1 then the moth select the position closest to the
flame and if t=1 then the farthest position is selected. The
positions of the moth are updated using the eq. (5) and the
best moth position updates the flames position. Moreover,
the number of flames is decreased ineach iteration using
the eq. (6).


(6)

is the total number of iteration
Here,
and current iteration number respectively. The overall
process of the MFO algorithm can be easily understood
by the following algorithm:
1. Initialize the Moths:
For i = 1:N
For j = 1:D
		
MOi,j= random position between given
bounds
End
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3. Problem Formulation
A significant amount of work has been done in routing
disciplines to find out optimum paths for the successful
on time delivery of information packets. It can be seen
from the literature that the performance metrics considered to find the paths have been mostly the distance and
energy, or in other sense the previous work focuses on distance and energy parameters to decide the best paths, but
other parameters as latency or delays are affected by the
techniques being used in literature which alters the proper
transmission of packets. This can be made clear from the
view that in earlier work, the route which covered shortest
distance or needs the least energy is selected as the path
for transmitting data. Then were introduced optimization
algorithms for best path selection. These, optimization
algorithms made a set of possible routes for data transmission from source to destination and the best route from
the set is selected as routing path considering the same
parameters. Once the path is chosen the performance metric calculations are drop out. Now, in case the chosen path
is found to be attacked, it is declared as faulty one and the
whole process is again repeated to find out the path which
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is free from faults. Thus, these routing processes take more
time and introduce convergence delay. Therefore, the
author proposes a novel approach of finding the optimum
paths by taking into consideration; not only the distance,
energy parameters, but also the latency or convergence
delay parameters and how these parameters can be controlled in order to enhance the network performance. In
this, a routing table will be made which will contain all the
best possible routes in priority order for data transmission
from source node to the destination node. The best path
will be chosen on the basis of the fitness function and if
the presence of the attacker node in the chosen path is
found, the whole process will not be repeated again but
the next path in the table will be then selected as route for
data transmission. The novel approach is compared with
the existing ones and the results shows that the proposed
technique has better results.

4. Proposed Approach
The author proposes the successful resolution to the
problem defined above by not only giving the modified
OSPF but also provided a comparison where the traditional approach is first simulated and then the modified
OSPF is processed, thereby giving an exact differences of
the various parameters which are taken for performance
measurements. The performance metrics are explained in
section 3 and the steps involved in the proposed technique
are given below. The simulations are done in MATLAB.
1. The network area is initialized and nodes are deployed.
The source node and destination nodes are defined.
2. The route selection is done using two approaches
one, the traditional approach and other, the proposed
approach and then the comparison between both the
approaches is made.
a. Route Selection through Traditional approach:
1. OSPF technique is applied to find the set of all possible
routes from source to destination and the one of the
route is selected as the best and all other are drop out.
2. The attacker node is then searched and if found in the
same selected path, the path is declared faulty and the
whole process is repeated so as to replace this node
and find a new best route.
b. Route Selection through Proposed approach:
1. The author has sectionedthe network area and total of
9 sections are made, which would make the routers to
4
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scatter in a symmetric way and no together in one place,
this sectioning would allow the selection of routes in an
efficient way. Thus the routes are selected using OSPF
technique on the basis of distance and link state
2. A table having set of all possible best routes along
with their QOS parameters, arranged in a high to low
priority order is then generated.
3. The search for attacker node is done and if found in the
selected route, the process is not repeated as in traditional one but, the route at the highest priority after the
selected one is taken as the optimum and if required
again, the routes are selected through the table only
and theprocess is not required to be repeated.
c. The performance metricsare measured and calculated for both approaches and then compared.
a. Algorithm Implimentation
This whole process of proposed technique ensures
reduction in delay thereby quick transmission of packets and high throughput and decrease in loss of packets.
The detailed proposed algorithm is explained through the
flow diagram given in Figure 4.
b. Optimized OSPF based on Moth Flame Algorithm
In this work the OSPF algorithm is optimized by using
the moth flame algorithm. The moth are replaced by
the nodes i.e. there is one moth for each node and the
position of the node is considered as the position of the
moth. As the nodes are placed in real world environment
so the number of dimension D=3. The position matrix
representing the moth based on nodes is given by eq. (7).


(7)

Here, n is the number of nodes in the network. The
distance of current node from the destination is used to
generate the corresponding fitness value. The fitness value
is generated by using the eq. (8).


(8)

Corresponding fitness value matrix is given by the
equation (9):


(9)
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(10)



(11)

The position of the node to be selected next in the
route is given by the eq. (12).


(12)

The new position obtained using the equation (16)
need not be the exact position of the node, so the node
nearest to the updated position is to be selected, so the eq.
(12) is applied to generate the matrix in eq. (13).


(13)

to generate
Perform the quick sort on matrix
matrix. Now, the algorithm select the
the updated
or
based on the corresponding fitness value.
It means the nodes with better fitness value (lower value
is better) are get selected. If the route failed due to any
attack, then the alternative node gets selected. The process gets repeated until the destination gets reached. The
complete process can also be understood by the following
algorithm:
Optimized OSPF Algorithm( Source, Destination)
1. Initialize the Network:
For i=1:N
For j=1:3
		MNi,j= random position between given
network area
End
Calculate fitness value

Figure 4. Flow diagram of traditional approach along with
proposed work.

The flame matrix gives the position matrix of the best
neighbor node to be selected in the route by any node
given by eq. (10) and corresponding fitness value matrix
generated using the eq. (8) is given in the eq. (11).
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End
2. FN= QuickSort(MN)
3. OFN= QuickSort(OMN)
= Source
4.
5. While
i.
ii. Generate the Distance matrix by using eq. (12)
iii. Select Next Node in The route
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iv. FN= QuickSort(
v. OFN= QuickSort(
vi. End if
vii. Update b and t
viii. Update
End while
6. Exit

,

)

,

)

This algorithm is used to generate an optimized path. The
implementation and results of the algorithm are discussed
in next section.

5. Performance Evaluation
The performance evaluation section includes two parts,
the first part discussed about the simulation parameters
and the second one revealed the experimental results.

5.1 Simulation Parameters
Firstly, we assumed network area of 100*100 dimensions
and which is further divided into 9 blocks. Each block
contains equal amount of nodes. The position of the
source and destination are fixed in the block 1 and block
9 respectively and each node is provided with some initial
energy value. The exchange of information would be in
between source and destination and it is compulsory that
the route enters into each block and pick out a node from
each block. At the beginning there is a generation of initial population, which provides the set of routes randomly
between source to destination. The energy of each route
is aggregated i.e. the energy of each node in each block is
summed up and the fitness function is evaluated on the
basis of highest energy value retrieved by any route. The
best route is thus selected.The simulation parameters are
given in Table 1.

5.2 Simulation Results
Figure5 depicts the initialization of network area and the
deployment of routers and their link states. The source and
destination routers are shown through green diamonds.
Once the routers create links with their neighbors and
the communication starts, the route selection is then proceeded as explained in simulation part which is shown
graphically in Figure6. The graph represents the way the
routes are selected; it is a random route among one of the
best route which is picked when selection is processing.
In the proposed technique the author has introduced
the concept of backup path which contains best routes from
high to low priority along with their fitness values. The following Figure7 shows the way how backup paths are saved.
As energy and distance are taken as the fitness
function for evaluating routes, the consumption of energy
as consumed by traditional and proposed technique are
represented in graphs. Figures 8and 9 shows the link
states fitness functions of traditional approach.

Figure 5. Deployment of routers and define the source and
destination.

Table 1. Simulation parameters

6

Parameter

Values

Area (user defined)

100∗100 m2

Number of blocks

9

Number of Routers per section

10

Energy

0.5 Joule

Population Size

10

Number of iterations

100
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Figure 6. Route selection for data transfer.
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shows that the delay gets decreased in the optimized OSPF
due to inclusion of the optimization process.
The Figures 13 and 14 compares the energy consumption and throughput of the traditional, modified as well as
Figure 7. Route table.

Figure 10. Energy of proposed selected route.

Figure 8. Energy graph of traditional selected route.

Figure 11. Distance of proposed selected route.

Figure 9. Distance of traditional selected route.

The graph of Figures 10 and 11 clearly shows that not
only the performance metric, delay is reduced but also
the energy consumption and distance parameters are
improved.
The Figures 12 to 14 compares the traditional OSPF
algorithm with the Modified and Optimized OSPF
algorithm in terms of Delay, Energy Consumption and
throughput.
The Figure 12 compares the delay of the traditional,
modified as well as the optimized OSPF. The performance
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Figure 12. Comparison of delay for traditional, modified
and optimized OSPF.
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proposes a novel approach which worked on generating
the backup paths so as to omit long way processes to find
optimum paths. The proposed technique performance is
measured through delay and energy parameters and the
results show a wide difference between the traditional
approaches and the proposed one and prove as novel in
the reduction of delay and energy consumption, thus
giving enhanced performance of networks.
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