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Abstract
Background: Today’s developing era data and information security plays an important role in unsecured communication 
between Internet of Things (IoT) elements. As the technologies are developing huge amount of information are exchanged 
with each other which increases the demand of a secure encryption standards. Objectives: To protect the information 
transmission between nodes in the perceptual layer of IoT, security is to be enhanced such that the Men in Middle (MIM) 
attack of information by intruders in the communication link is not possible. Methods/Statistical analysis: The security 
method is implemented using the concept of symmetric, asymmetric and hash algorithms between the sender and 
receiver. Elliptic Curve Cryptography (ECC) is performed for encrypting and sharing the Advanced Encryption Standard 
(AES) secret key between the sender and receiver. Elliptic Curve digital signature are added with the encrypted data for 
validation in transmission. Secured Hash Algorithm (SHA) is considered for generating Elliptical Curve Digital Signature 
Algorithm (ECDSA). All the algorithms are combined to enhance the security. Findings: Elliptic Curve Cryptography is 
generally applied for encrypting and sharing the secret key between the sender and receiver when Advanced Encryption 
Standard is used for encryption/decryption of data. A highly efficient architectures for asymmetric key encryption is 
applied with symmetric key encryption for encrypting the data transmitted between the devices present in the perceptual 
layers in the IoT. Due to security issues NIST selected SHA-3 Keccak-f[1600] algorithm. An authentication process based 
on ECC is applied to perceptual layer involving initialization and authentication phase apart from encryption and signature 
generation. Sender combines the encrypted data and key with signature together before transmitting to the receiver. The 
receiver verifies the signature and decrypts the key and obtains original information. Hence it is very difficult for the man 
in middle to access the information exchanged between the Perceptual Layer devices. Application/Improvements: This 
generally doesn’t require an innovative technique but an approach to develop the method implemented successfully in 
the perceptual layer of Internet of Things. The key is encrypted and decrypted using a novel ECC algorithm with improved 
ECDSA. 

Keywords: Elliptical Curve Cryptography (ECC), Elliptic Curve Digital Signature Algorithm (EDSA), Internet of Things 
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1.  Introduction 

The data protection is an important issues when two 
systems are connected with each other. The security pro-
tocols are evolving parallel with the network evolutions. 
Security at the device as well as network level is crucial 

in Internet of Things operations.1 At present networks 
of things have made a great breakthrough but it’s been 
with us in different forms for many years, but it’s the 
thing now. it is the ability to connect, communicate, 
manage networked and automated devices through the 
internet. This transition has raised the alarm of security 
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as we are depending on these intelligent, independent 
devices. To protect these devices cryptographic algo-
rithms are necessary now. One of the Internet of Things 
elements is wireless sensor network.2 Basic security of 
sensor network consists of key distribution, intrusion 
detection and encryption techniques. To enhance the 
security in wireless sensor network different security 
mechanisms are integrated together.5 Data security can 
be provided using symmetric key encryption technique 
or asymmetric key encryption technique. The symmetric 
key encryption technique are simple having difficulty in 
maintaining keys as the key can be cracked using brute 
attacks. The asymmetric key encryption technique pro-
vides higher security but don’t have the efficiency, thereby 
used to maintain key. A novel version of data security in 
Internet of Things is implemented based Elliptical Curve 
Cryptography-Secure Hash Algorithm hybrid encryption 
methodology. An introduction to IoT is provided in sec-
tion 2 and the proposed security model is explained in 
section 3, Cryptography algorithms applied are discussed 
in section 4 is to encrypt/decrypt data.  Finally conclusion 
is arrived in Section 5 and is followed by references.

2.  Internet of Things

Internet of Things is superset of internet of network of 
computers. Nowadays focus is on devices with con-
strained resources (memory and energy) connected in 
Internet of Things1. IoT application data might be trans-
mitted in plaintext for many reasons. One common 
reason is the poor design decision to treat only the most 
obviously private user information as sensitive. In a home 
automation system, sensor data like temperature readings 
might not be considered sensitive2. However, an eaves-
dropper monitoring such readings temporarily might be 
able to infer whether a user is at home by tracking sud-
den temperature changes or significant deviations from 
outside conditions (for instance, if the user starts the air 
conditioner). Another reason for transmitting unpro-
tected data is the choice of hardware. Many IoT products 
are inexpensive components with limited memory and 
computational resources. Such devices might be unable to 
support the computationally intense cryptographic func-
tions of public-key cryptography. Hence, they might be 
incapable of supporting the SSL/TLS protocol, which is 
the industry-standard transport protection mechanism. 
In our use case, even if system designers considered the 
privacy implications of unencrypted data, they would 

have limited encryption options because of the hardware 
platform. As a result, system designers have two choices: 
create their own lightweight security protocols or imple-
ment modified, stripped-down versions of well-known 
security protocols3. The first choice runs the risk that the 
new mechanism will be vulnerable in practice and incur 
significant development costs. However, the second choice 
carries a great likelihood of a security vulnerability. Thus, 
custom security schemes or hardware-adapted protocol 
implementations might result in data being transmitted 
without meaningful protection. Evidence suggests that 
such a modified protocol would run efficiently even on 
small single-board computers. Most security issues such 
as eaves dropping, message tampering, etc., existing in 
internet also exists in Internet of Things. The security 
architecture of Internet of Things is generally seen as four 
layer architecture consists of perceptual layer, network 
layer, support layer and application layeras shown in  
figure 1.

Figure 1.  IoT Security Architecture.

The lowest layer in the Internet of Things, Perception 
layer captures and identifies the device’s information with 
the help of RFID tags and Sensors and passes the infor-
mation to the network layer4. Application layer processes 
huge data by segregating it as it is available from different 
types of sources. In the perceptual layer, wireless sensor 
node forms an Adhoc network. Wireless Sensor Network 
consists of sensor devices which are generally of low cost 
and small in size. They have limited storage and energy 
resources. Lot of security challenges have to be met which 
are crucial in there operation. They have limited storage 
and energy resources. Lot of security challenges have to 
be met which are crucial in there operation. The threat 
that are present in the perceptual layer are due to the lim-
ited computational resources and in authentication due 
to distributed environment. Thereby the intruders can 
access the data easily in the Perceptual Layer devices. 
Hence the security has to be implemented to overcome 
these issues in the IoT.
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The AES encrypts the plain text to cipher text 
using secret key. This is shared between the sender and 
receiver using Elliptic Curve Diffie Hellman (ECDH) 
Key Exchange algorithm. The SHA algorithm generates 
the signature data to be added with the cipher text. The 
cipher text, key data and signature data are transmitted 
to the receiver. The receiver performs the inverse opera-
tion of decryption of cipher text and Key. With signature 
verification decision is arrived whether the data received 
successfully or failure in transmission. The proposed 
model consists of initialization stage and authorization 
stage. 

In the proposed model different processes are involved 
to increase the security of the perceptual layer in the IoT. 
This proposed scheme plays an important role by provid-
ing security in the communication between the elements 
present in the perceptual layer by applying the methods 
such as initialization stage and authorization stage.

3.1  Initialization stage
The initialization stage, a common generator point ‘G’ is 
computed to generate P, 2P….. kP which are to be mapped 
with key data. Sender and receiver generates their genera-
tor points GS and GR individually based on the respective 
Elliptical Curve equations. The sender and receiver 
exchange information between them and generate a com-
mon base point as shown in the Figure 4.

Figure 4.  Initialization stage.

3.  Proposed Security Model

In the proposed model AES and ECC are compared 
and analyzed and found that in AES speed of opera-
tion is good compared to other symmetric encryption 
techniques, but the drawback is with respect to the key 
management which is unsecured5-7. Thereby asymmet-
ric key encryption technique, ECC is applied to solve the 
key management and sharing. This paper ECC algorithm 
is applied for key management by encrypting and shar-
ing the AES key with the sender and receiver. The AES 
performs the encryption/decryption of the data. The data 
security is enhanced by applying additional ECDSA for 
signature generation and verification. The hash func-
tion in ECDSA uses the SHA-3 Keccak algorithm. These 
three algorithms mutually guarantees data security and 
these algorithms are combined in transmitter  shown in 
the figure 2 for transmission of data after performing 
encryptions and the reverse process is performed in in 
the receiver are represented in figure 3.

Figure 2.  Transmission of data.

.

Figure 3.   Reception of data.
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This base point or generator point is used for mapping 
in cryptography algorithm. The sender randomly selects 
an integer KS (1, 2……p1) and receiver also ran-
domly selects an integer KR (1, 2……p2) which are 
referred as the secret keys and then computes the inverses 
of KS and KR. The sender later generates public key PSA 
and using the equation 1.

PSA = KS
-1 * GS� (1)

Similarly receiver also generates public key PRA using the 
equation 2

PRA =KR
-1 * GR� (2)

Both the public keys PSA and PRA are shared with each 
other by multiplying it with the inverses of private keys. 
The sender generates the key to be transmitted to the 
receiver using the public key of receiver and is given in 
the equation 3.

PSB = KR
-1 * GR * KS

-1� (3)

The receiver generates the key to be transmitted to ender 
using the sender’s public key and is given in the equation 
4.

PRB = KS
-1 * GS * KR

-1� (4)

The private keys of the sender and the receiver are mul-
tiplied with the keys PSB and PRB to generate PSC and PRC 
given in equation 5 and equation 6.

PSC=PRB * KS=KS
-1 * GS * KR

-1 * KS =GS * KR
-1	�  (5)

PRC=PSB * KR=KR
-1 * GR *KS

-1 * KR= GR * KS
-1	�  (6)

When PSC received by receiver and PRC received by sender, 
then they are multiplied with KS and KR to obtain GR and 
GS. At transmitter the generator obtained is expressed in 
equation 7.

PRC*KS=KS
-1*GR*KS=GR� (7)

At receiver the generator obtained is expressed in equa-
tion 8.

PSC*KR=KR
-1*GS*KR=GS� (8)

Now sender and receiver both have the generator 
points GS and GR and both generate a common generator 
point by adding the two generator points given in equa-
tion 9. 

G = GS + GR	� (9)

3.2  Authorization stage 
In this stage a random number is generated by sender and 
receiver represented a KS and KR. The public key of sender 
and receiver are PS and PR. The sender considers public 
key PR and private key KS generates PSR and transmits it 
to receiver. The receiver similarly considering public key 
PS and private key KR generates PRS to be transmitted to 
sender. This process is best visualized by the figure 5.

Figure 5.  Authorization Stage.

These two values are exchanged between the sender 
and the receiver to perform the authentication process. 
The sender then generates KSR in equation 10.

KSR =PSR * PRS� (10)

The receiver generates KRS in equation 11.
KRS =PRS* PSR� (11)

The key is generated and applied for encryption/ 
decryption and signature generation/signature verifica-
tion is specified in equation 12.

K= KRS = KSR� (12)

3.3  Matrix Mapping Methodology 
A modified mapping method based on matrices and ellip-
tic curve is proposed. The alphanumeric characters of the 
key are mapped on to the points of the elliptic curve.

Here it is assumed that both the sender of the message 
and the receiver of the message to know the following 
relationships from the initialization stage and authoriza-
tion stage:
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S: the set of the mapping points generated by the pro-
posed algorithm.

A: the encoded matrix is constructed in such a way 
that: A is nonsingular and has only integer entries. 

A-1: Matrix inverse of A. In our case, we select the 
entries of A in such a manner that A is nonsingular diago-
nal (for simplicity).

It is defined the mapping F: C S, as specified 
rule of correspondence between sets of symbols which 
are composed message and a set of points on elliptic 
curve.

It is assumed that the embedding system m Pm 
, which imbed the original message on an elliptic curve 
E exist.

Step 1: Transform the alphanumeric characters into 
points on elliptic curve.

[P1 (x1, y1), P2 (x2, y2) … Pu(xu, yu)]. The original mes-
sage M of length u is taken for consideration. If u is not 
divided by 4, then the points have been padded with 

 which represent space.
Step 2: Create the matrix of 3 x r shown in equation 

14 with entries are points on EC (Step 1): 

M= �  (14)

With , ,  and 
Step 3: Choose a matrix A of order 4 x 4in equation 15, 

such that A is non-singular diagonal. 

A = � (15)
Then, using addition and doubling of points to compute Q 

= AM represented in equation 16.

Q= � (16)

Step 4: The resulting set of points is: [Q1 (x1, y1), Q2 (x2, y2) … 
Qu(xu, yu)] Once the mapping of the all-alphanumeric char-
acters onto the curve is completed, these points are encrypted 
by using elliptic curve encryption technique which are trans-
mitted through an insecure channel. The message is retrieved 
from the encoded data by using the elliptic curve decryption 
technique and the inverse of matrix.

4.  Cryptographic Algorithms

Cryptographic algorithm are used provide achieve 
security in data transmission and are of generally cat-
egorized as symmetric key encryption using private 
key for cryptography, asymmetric key encryption 
using public and private key for cryptography and hash 
encryption algorithms16. Symmetric key cryptographic 
algorithm are generally having speed of execution 
faster than asymmetric key encryption methods. 
Asymmetric keys are known as public key and are used 
in session key exchanges between sender and receiver 
whereas symmetric key are known as private key and 
are used for encrypting data in communication38. The 
hash encryption generates a fixed size of data from vari-
able size of data blocks and are much stronger against 
the brute force attacks, therefore they are applied for 
signature generation and verification. These three con-
cepts of cryptography are explained.

4.1  Advanced Encryption Standard
The algorithm for Advanced Encryption Standard is 
given in figure 6. The hardware implementation for the 
encryption as well as decryption has very low complex-
ity8. This particularly, is an advantage for WSNs given 
their stringent power requirements. For encrypting 
and decrypting process in this standard 4 byte oriented 
transformation steps are followed. They are byte substi-
tution using a substitution table (S Box), shifting rows of 
state array, mixing the data within each column of the 
state array and adding a round key to state9-11.  In the 
encryption process round key is added initially, once 
the round key is added the round function is repeated 
14 times for 256 bit key size and in the last round mix 
column operation is not applicable12-14. Advanced 
Encryption Standard decryption is the inverse opera-
tion of each of transformation but is not identical. The 
decryption process is basically inverse of each transfor-
mation and has inverse-shift row, inverse-byte sub, add 
round key and inverse mix column transformations15,16. 
The sequence of transformations in encryption is differ-
ent from the sequence of transformation in decryption 
with the same key schedule. In the decryption process 
inverse-shift row, inverse-byte sub are interchanged with 
add round key and inverse mix column interchange. 
There is a version of decryption process which is similar 
to encryption process with changes in the key schedule. 
Hence from the cipher text the information is obtained. 
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Figure 6.  The Advanced Encryption Standard algorithm.

4.2 � Novel Elliptic Curves Cryptography 
Algorithm

Most of the public key encryption techniques depend on 
finite mathematical analysis17-19. The finite field are gen-
erally prime field and binary field. The strength of the 
public key encryption using Elliptical curve cryptogra-
phy depend on the complexity in solving elliptic curve 
discrete logarithmic problem (ECDLP)20.The features of 
Elliptical curve cryptography, such as smaller key sizes 
and faster implementation results in selecting Elliptical 
Curve Cryptography for the security of data. Elliptic curve 
cryptography (ECC) is used in WSN because of smaller 
key compared to RSA. In Elliptical Curve Cryptography 
algorithm, the Generator point can be breached therefore 
a technique of hiding the generator point is designed to 
solve the MIM attack21-25. To rectify problem Elliptical 
Curve Cryptography is implemented with a Hidden 
generator point. This addresses the issue, when there is 
no Certificate Authority (CA) for Generator point shar-
ing finalization stage process is performed. The Elliptic 
curve usually consists of a base point and is represented 
by Weierstrass Equation26-30. Which is later again simpli-
fied to get a simple equations for prime field and binary 
field. An elliptic curve E over a finite field Fq is specified 
by equation 17.

y2=x3+ax+b mop q� (17)

Where a, b Fq and 4a3+27b2  0 (mod q). 
The EC generally acts as key distribution, encryption/
decryption and digital signature algorithm

The method for encryption and decryption are as follows: 
From the initialization and Authentication stage we get 
equation 18 as

KRSG= (K1, K2) = (Kx, Ky)� (18)

The message M to be transmitted after matrix map-
ping is (Qxi, Qyi)

The cipher text (C1i, C2i) is computed by equation 19 
and equation 20

C1i = (QyiKx + Qxi) mod q� (19)

C2i = (Qyi + QyiKxKy + QxiKy) mod q� (20)

The cipher text (C1i, C2i) is decrypted using equation 21 
and equation 22

Q2i = (C2i - KyC1i) mod q	�  (21)
Q1i = (C1i - QyiKx) mod q � (22)

The proof of the decryption process is provided below
Qyi = C2i - Ky C1i

      = (Qyi + QyiKxKy + QxiKy) - Ky (QyiKx + Qxi) (mod q)
      = Qyi + QyiKxKy + QxiKy- QyiKxiKyi – QxiKy()
      = Qyi
Qxi = C1i - QyiKx
      = QyiKx + Qxi - QyiKx  =Qxi

4.3   �Improved Elliptic Curve Digital 
Signature Algorithm

In this section, a very influential signature scheme based 
on Elliptical Curve Cryptosystem depends on the com-
plexity of discrete logarithms over a finite field. The 
US Government’s National Institute of Standards and 
Technology (NIST) proposed an algorithm for digital signa-
tures known as DSA36. The DSA has become the US Federal 
Information Processing Standard186 (FIPS186). The DSA 
does not include key exchanges, and cannot be used for key 
distribution and encryption37. Digital signatures are gener-
ally used to verify the data of the sender considering data as 
a string of binary digits using the private key and public key 
of each use39. Private Key is used in signature generation 
by the sender and Public keys known by everyone, verifies 
the signature of a sender. Digital signature algorithms can 
be applied to data storage application requiring the integ-
rity and originality of data. Digital signature are generated 
using Digital Signature Algorithm, the RSA algorithm, and 
the Elliptic Curve Digital Signature Algorithm (ECDSA)40. 
The signature generation process uses hash function to 
obtain a reduced data known as message digest.  The hash  
function is also used in the verification process which is the 
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terms represented as the Secure Hash Algorithm (SHA)40.  
Signing the message digest improves the efficiency of the 
process The Elliptical Curve Digital Signature Algorithm 
module is represented in figure 7.  

Figure 7.  Signature generation and verification.

In this variant there is no need in finding inverse 
in both key generation and signing phase. This scheme 
embeds the information of signature into a point on the 
ellipse.  
Steps involved in key pair generation:
Let A be the signatory for a message M. Entity A performs 
the following steps to generate a public and private key:  
Step 1: Select a unique and unpredictable integer, RA, in 
the interval [1, q-1] 
Step 2: Q = (RAG mod q) 
Step 3: Sender A’s private key is RA

Step 4: Sender A’s public key is the RAG
Steps involved in Signature Generation:
Using As private key, A generates the signature for mes-
sage M using the following steps:  
Step 1: Select a unique and unpredictable integer k in the 
interval [1, q-1] 
Step 2: KG =(x1,y1), where x1,y1 is an integer 
Step 3: r = x1 mod q; If r = 0, then go to step 1 
Step 4: h = H(M), where H is the KeecakSHA-3.
Step 5: s = (Kh + (r xnor h)RA)G  mod q
Step 6: If s = 0, then go to step1 
Step 7: The signature of A for message M is the pair (r, s)    
Steps involved in Signature Verification:
The receiver B can verify the authenticity of A’s signature 
(r, s) for message M by performing the following:  
Step 1: Obtain signatory A’s public key 
Step 1: Verify that values r and s are in the interval [1,q-1] 
Step 1: h = H(M), where H is the same secure hash algo-
rithm used by A 

Step 1: w = h-1 mod n 
Step 1: u = (r xnor h) mod q
Step 1: w(s - uQ) = (x2, y2)
Step 1: v = x2 mod q
Step 1: The signature for message M is verified only if v = r  
Proof of the scheme  
Signature send by A to B is (r, s) and s can be generated 
only by because only A knows its private key RA. 
•	 s = (Kh + (r xnor h)RA)Gmodn
•	 s = (Kh +uRA) Q
•	 sw = KG +uwQ
•	 KG = sw - uwQ= w (s-uQ) = (x2, y2)  

 Therefore (x1, y1) = (x2, y2), we know that r = x1 mod q and 
v = x2 mod q, thus v = r.

5.  Conclusion 

Most of the Internet of Things elements such as wire-
less sensors are inexpensive with limited resources 
and memory. Thereby light weight security protocols 
have to be used or modify the known security proto-
cols. Hence the hybrid encryption/decryption module 
based on Advanced Encryption Standard-Elliptical 
Curve Cryptography-Secure Hash Algorithm architec-
tures have been implemented for Security in Perceptual 
Layer of the Internet of Things. The module is secure 
against few potential attacks thereby providing bet-
ter security requirements.In this a brief overview of 
symmetric and asymmetric encryption algorithm are 
applied for encryption and decryption of data where 
the strength of encryption depends on its key. The 
key is encrypted and decrypted using a novel Elliptic 
curve cryptography algorithm with improved ECDSA. 
It is clearly evident from the above that the security 
level is enhanced and it is not easy for the man in mid-
dle to access the information exchanged between the 
Perceptual Layer devices.  
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