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Abstract

Objectives: Denial-of-service (DoS) and distributed-denial-of-service (DDoS) are the critical threats in the network
security. To overcome from these kinds of attacks the existing system created a puzzle scheme called software puzzle.
However the malicious user tries to solve the puzzle, the graphics processing unit (GPU) which is present inside the com-
puter will decrease the effect of the client puzzle. Methods: In this method the puzzle algorithm is generated randomly
based on the client request. Once the request is received the server will generate the puzzle with random key, the cli-
ent receive the puzzle process it and generate the solution for the puzzle. The server verifies it. The drawback in the
existing system is that the puzzle does not contain time period so the attacker will hack the key at any time and flood
server with malicious request another one is that As the DDOS attack increases, the puzzle difficulty should be also in-
creased, Increase in difficult level the computation cost also increases. Findings: To overcome from this the proposed
method contain encrypted one time password (OTP) that is server will generate encrypted OTP based on the Hash func-
tion and the salt it is send to the client, Then the client will decrypt the OTP. Based on the decrypted value the client
will type the password and send to the server, it will check the password with the mapped value. Another advantage in
the proposed method is that it only allow three time for each user to enter wrong password in fourth time the puzzle
will be generated the user has to solve and the server will check it. The puzzle solving is created to check whether it is
a malicious user or a genuine client by this security is improved and denial of service attack is reduced. Applications:
In this approach website security is increased, Attacker chance of hacking and flooding the server with malicious re-
quest will be reduced, Allow only genuine user to access the website by use of encrypted OTP and Puzzle approach.
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1. Introduction

DoS is a kind of attack on a network which is sketched to
escort the network down by immerse it with unwanted
traffic and DDoS attack is one in which abundance of
computer system attack a single target. These both type
of attack will decrease online assests such as network
bandwidth, memory, computation power by devastating
a service by malicious request. For illustration a vicious
client send large garbage request to the bank server on
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the other side the server have to allocate much time for
these request this results in wastage of more CPU time
and finally the server doesn't have efficient resources to
serve the client request. In this case the attacker spend
little effort to send the request to server but other hand
server need more effort to solve these handshake and the
quality of service degraded. The existing techniques avail-
able is of generally two type one is avoiding the DoS attack
using the web application and another one is by using
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cryptographic function. Both of them avoid these kind of
attack but the puzzle technique will be more interoperable
than the cryptographic technique but the cryptographic
function will use several advance encryption technique
to avoid malicious request. In the existing system the
software puzzle' is used, in which puzzle algorithm is ran-
domly generated the client has to solve it and the server
verifies it the major drawback in existing method is that
the attacker can easily flood the server queue with more
request. The Proposed Method Contains four design
modules that is OTP generation, OTP verification, Puzzle
generation and Puzzle verification. In the OTP generation
phase the one time password®? is created with the ran-
dom value by using the salt algorithm that is random data
is added as an extra input to the one-way hash function
that “hashes” a secret data, the main function of salts is
to fight across the dictionary attacks with a list of secret
hashes and also with precompiled rainbow table attack,
the value generated is encrypted using secure hash algo-
rithm 256 bit Symmetric key that is similar key is used for
both encrypting the data and also for decrypting. Finally
it will send to the client through registered mail-id on
the other end the client receive the encrypted data and
they will decrypt using the advance encryption standard
once it is decrypted the client has to map the values this
mapping is done using one-way function. In this hashing
will catch a variable-size input and finally it changes into
fixed-size binary sequence, the client should correctly
map the decrypted value with the password.

In proactive? method of detecting the DoS attack.
The attack is identified at the early stage by analyzing the
cluster. In this method based on the feature the traffic
parameter is examined then all these parameter is com-
bined to form groups or cluster to examine the traffic. In
D-WARD? approach it is implemented in the end router.
The main purpose of installing the D-WARD is to moni-
tor the traffic, the D-WARD will monitor the inbound
and outbound traffic in the network and it also profile all
the forwarded packet source address to provide effective
utilization of the bandwidth. In max-min® fair approach
the server centric router is used to find the aggressive
DoS attack. In this router throttle is used for max-min
fair scheme if the server load is below the limit then the
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throttle value is increased if the server load is above the
limit the attack is present thus the throttle is reduced this
in turn reduce or drop the packet thereby reduce the DoS
Attack. The Differentiated servers” method helps to rec-
ognize the prescribed client and its QOS. The client is
identified by the packet signature this signature comprises
of source address and IP address. Since the malicious cli-
ent can easily hack the source address of the user these
address have to be keep on changing at a fixed interval
and at faster rate so that the duplication will be avoided
by the attacker this feedback mechanism does not use any
cryptographic measure to detect DoS attack.

2. System Model

The proposed method is based on encrypted one time
password (OTP) that is server will generate encrypted
OTP based on the password using the symmetric key
cryptography® and it is send to the client, Then the cli-
ent will decrypt the OTP. Based on the decrypted value
the client will type the password and send to the server,
it will check the password with the mapped value if both
matched then server will process the client request if it
is not matched then it will deny the request. The advan-
tage in the proposed method is that it only allow three
time for each user to enter wrong password in fourth
time the puzzle will be generated the user has to solve and
the server will check it. The puzzle solving is created to
check whether it is a malicious user or a genuine client
by this security is improved and denial of service attack
is reduced.

2.1 Proposed Architecture

The Figure 1 describes the way of encrypting and decrypt-
ing the OTP. In the first step based on the one-way hash
function and the salt algorithm the OTP will be encrypted
with the symmetric key?® then encrypted value send to the
user. The client decrypt the data with the key then based
on the decrypted value the user has to type the password
if the entered data matched with the mapped value then
the user can successfully login if the entered data is mis-
matched with the original password the puzzle will be
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Figure 1. Architecture of Encrypting and Decrypting the One Time Password with the Key.

generated the user has to solve the puzzle and send the
solution to the server then it will verifies it if the solution
is correct it allow user to login if the puzzle solution is
wrong then the client session will be aborted.

2.2 OTP Generation

In this module the OTP will be encrypted and it is send
to the client registered mail id. If the user has logging for
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the first time they should create a new account in the new
opening form they should type their passwords and the
mail-id. The password should be of 9 characters and the
mail-id is used for sending the encrypted OTP once the
user registered successfully they can login the first page
contain account number and the password if it is correct
then the mail will be delivered to the client containing
encrypted OTP. The OTP is encrypted by SHA algo-
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Figure 2. Description of how the Salt added to the Input.

rithm using 256 bit key in the CBC mode that is plain
text is XOR with the initial vector and the obtain result
is encrypted with a key to provide the cipher text. As in
Figure 2 the chaining will be happens that is cipher text
output obtained in the first round is given as input to the
second round this cipher text will be XOR with the plain
text and encrypted with key to provide new cipher text.
The encryption also contain SALT algorithm the main
purpose of using salt is to generate more random num-
bers to the hash function so that it will be difficult for a
attacker to break the data.
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2.3 OTP Verification

In this phase the encrypted OTP which has been sent to
the mail is taken and it is decrypted with the 256 bit key
using the SHA algorithm in this from the cipher text the
original text will be derived that is from the large size
input we are deriving the fixed input value. The decrypted
value will be of numbers without exceeding the password
size the each password value is mapped using the one-
way hash methodology. The decryption will be take place
using the CBC mode that is the cipher text obtained will
be decrypted with the key and the resulting value will
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be XOR with the initial vector as a result the plain text
will be obtained, then in the next round the next cipher
will be decrypted with the key the result obtained will be
XOR with the previous cipher like this chaining of com-
putation will be take place to obtain decrypted value. If
the decrypted value is 2819 the client has to match the
decrypted value with the password that is for 2 they
should have to type the value of password for example
password is “encrypt12” the text n is in the second part, 1
is in the eighth part, e is in the first part, 2 is in the ninth
part so the password will be “nle2” if this is correct then
the server will allow the user to login if the password is
not matched the server think as anonymous user and will
not serve the client request later the client should start
sending the request from the scratch this verification is
done to avoid DoS and DDoS attack.

2.4 Puzzle Generation

In this phase the server will generate the puzzle and the
client have to find the solution to the puzzle. This phase
will be generated only when the password entered in the
first login phase goes wrong, if it went wrong the server
allow the client to retype the password for another two
times that is for genuine client server will allow three
valid times to enter the password for all these times if the
user has entered the wrong password then the server will
generate the puzzle to the client then client has to solve
the puzzle, the challenge is given to client is by moving
the single tile the user has to join all the number in the
correct order this type of puzzle generation occurs to find
the malicious user in'® and to avoid sending more request.
In the puzzle solving the puzzle is solved by moving the
tile in the adjacent side that is blank slide is moved on
all the direction left, right, up, down to obtain the goal
state initial the tile are arranged in random manner the
goal is to arrange the tile in the ordered manner by mov-
ing the blank slide the tiles are arranged the best case in
this puzzle solving is finding solution in the less moves
the worst case of puzzle solving is having the evaluation
function larger value that is solution will be obtained after
moving all the tiles.
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2.5 Puzzle Verification

As shown In the verification part the puzzle solution is
verified by the server once the genuine user solve the puz-
zle by moving the single tile and make the solution the
result will be send to the server by the client. The server
will verifies the puzzle if the solved puzzle is correct then
the server will allow the client to next phase that is server
generate encrypted OTP the user has to decrypt finally
match the value and they can login. If the solved puzzle is
mismatched the server will treat the user has the malicious
client and abort the request. The server will verify each
tile position with the solved puzzle tile if it all matched
the server will accept the client and process the request
if the value not matched it will deny the request then the
server will also compute the heuristic function and the
evaluation function. This value is computed to find the
optimal solution if the optimal solution is not found this
resemble the client is malicious one and the server will
reject it. The server will accept the client only when the
solution is valid if it is correct it will send the request to
server queue only when the client has been verified the
server will process the client request. If the user has failed
the server will drop the request and treat them as vulner-
able attacker and will not serve these request these type of
verification is done by the server to avoid server depleting
all of its resource to unwanted request and to utilize the
bandwidth in the efficient way.

3. Experimental Results

In the encrypted OTP method the server will provide
guaranteed services to its user that is whenever the
user send the request, the backend server generate an
encrypted OTP to the client the encryption is done using
the SHA algorithm and then random value is added to the
encrypted key using salt algorithm. the client receive the
encrypted password and they will decrypt it after decrypt-
ing the client have to enter the password the server will
check the password with the mapped value if it is correct
the user will allow client to login if it is wrong client will
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Figure 3. Performance Graph showing the reduction of Malicious Request.

reject it and generate the puzzle the user has to solve the
puzzle after solving it client has to send the solution to the
server it will verifies it if it is valid then server will process
the request otherwise server will deny the request. In this
approach the password has been strengthen by adding the
hash function and the salt and this method also contain
puzzle has another gateway of protection thus difficulty
level will be increased. As the difficulty level increases the
probability of attacker to hack the data will be less. The
Figure 3 clearly depicts that request will be increases to 35
if both the encryption and puzzle is not used. If only the
puzzle is used then malicious request will be decreased to
25. If both puzzle and encrypted OTP is used malicious
request will be reduced to 10.

4. Conclusion

In the network the security is the considered has critical
factor, the security is improved in the proposed approach
by adding the cryptographic parameter. In this method
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the password has been strengthen by adding the hash
function and the salt. The OTP generated is encrypted
with hash function along with the salt and on other side
it is decrypted using the key this is usually done to make
password more secure and to avoid attacker from hack-
ing the data. The proposed method also contain puzzle
has another gateway of protection to increase the diffi-
culty level. As the difficulty level increase the probability
of attacker to hack the data will be less by this way the
security will be increased and the DoS attack is reduced.
In future the biometric parameter can be added as addi-
tional parameter to the existing approach so that the
security can be increased and DoS attack will be avoided.
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