
Abstract
The significance and popularity of VANET is increasing nowadays because of their great contribution in improving traffic 
efficiency and safety. We present an authentication and verification scheme of the Vehicular Ad-hoc Networks VANET for 
the low as well as high traffic conditions. However, communication between two or more vehicles or with RSUs needs to 
be secure as well as authenticated. In this paper we will discuss the Elliptic Curve Cryptography Algorithm (ECC) approach 
which uses the vehicle ID, a random generated prime number and time stamp to encrypt the message in a secure manner. 
Our main focus is to reduce the authentication time; therefore we have used the proxy vehicle which is verified by both 
RSU and CA and they will do half of the authentication process and decrease the authentication time. In this paper we have 
taken the parameters of packet loss, delay and throughput and compared the proposed approach for the low traffic condi-
tions and also for high traffic conditions. So the result shows that the proposed scheme provides high quality of message 
authentications in less time period on both the traffic conditions without affecting the overall security of VANET.

Enhancing the Message Authentication Process in 
VANET under High Traffic Condition using the PBAS 

Approach
Nitish Kumar Bharti* and Manoj Sindhwani

Electronics and Communication Engineering (ECE),Lovely Professional University, Phagwara – 144411, Punjab, 
India; nkb4521@gmail.com, manoj.16133@lpu.co.in

Keywords: Certificate Authority (CA), Elliptic Curve Cryptography (ECC), Proxy Based Authentication Scheme (PBAS), 
Road Side Unit (RSU)

1.  Introduction
A Vehicular Ad-hoc Network is a part of MANET. Both 
VANET and MANET belong to the family of the Wireless 
Ad-hoc Network. Ad-hoc means connections which are 
free to move. VANET is decentralized network means 
there is no third party which can control the network 
movement like we see in the mobile phones that they 
are controlled by a central authority. Mainly ISM band 
are used to establish the connection and transfer the 
data from one network to another network. VANET has 
three things they are vehicles, roadside unit and certifi-
cate authority all these things play their role in making 
VANET. In VANET cryptographic1 security method play 
a vital role in securing the information which are being 
transferred. There are various cryptographic techniques 
which are useful in hiding the data in the network like 
FPGA2. Nowadays a hybrid multilevel security scheme 

is used like color code based on DNA computing and 
ECC3. VANET4 has very precise applications in the field 
of MANETs such as traffic updates, police vehicles, fire 
vehicles and also used to lowering the telecommunication 
cost by establishing free voice over IP system like Global 
talk, Skype between a different user of another network5.

1.1  Characteristics of Vehicular Network
The vehicular network has some special behaviour and 
characteristics, which distinguishing them from other 
types of network. As compared to other networks vehicu-
lar network has unique and attractive features given as 
follows:
·  Unlimited Transmission Power: In the ad-hoc devices 
power issues is the main constraint but in the case of this 
network nodes/vehicle provide continuous power to com-
puting and communication devices.
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congestion on the road has increased. Some researchers 
have shown in their paper that VANET plays a great role 
in minimizing the accident, transfer of warning message, 
provide infotainment.

Security is an important factor in any of the com-
munication network and CIA (Confidentiality, Integrity 
and Availability) play an important factor in VANET. 
Authentication is a vast process it deals with verifying the 
valid user and allows them to use the network safely. The 
main problem in authentication is the time which it takes 
at RSU for verification. There are many methods which 
can be used for the process. Security will secure the net-
work all the time from the attacker so authentications 
play an initial role and it is very helpful in the security 
process. In9 proposed various schemes for IEEE wireless 
Access point authentication and verification in VANET. 
The main contribution of their paper is to provide safety 
of verification of vehicular message and strategy for the 
road verification messages. A variation of Elliptic Curve 
Digital Signature Algorithm (ECDSA) is used in combi-
nation with the Identity-based (ID-based) signature and 
its current position information on a vehicle is utilized 
as the ID of the corresponding vehicle. This waives the 
need for a third-party public key certificate for message 
authentication in VANETs. To decimate the issue of the 
VANET, they have also used the double verification to 
cross check the security of messages.

Message authentication in-vehicle communication 
must be secure so10 proposed the scheme called Elliptic 
Curve Digital Signature Algorithm ECDSA. The scheme 
works in the following ways; 1. Public and private keys 
are generated by the vehicle which is going to transfer 
the information i.e. source vehicle. 2. The public key is 
distributed throughout the network. 3. The secure hash 
algorithm is used to create the hash of the message to 
maintain the integrity of the message. 4. A high encryp-
tion method is used along with the private key of the 
sending vehicle and message is send to the destination 
node. 5. At the receiver side as the publically distributed 
key is used to decode the message sent by the sending 
node. 6. The destination vehicle generates the hash using 
the secure algorithm and compares it with the previously 
generated hash. The result of ECDSA algorithm is quite 
impressive because the key size generated by ECDSA11 is 
less compared with RSA12 and Diffie-Hellman13.

In14 proposed SOA i.e. Service Oriented Architecture. 
Vehicular Ad Hoc Network is mainly subpart of Mobile 
Ad Hoc Network. In this type of communication, vehicle 

·  Computational Capacity Increases: As the vehicle 
spent time in the network it gets familiar with the net-
work and this lead to the increase in the computational 
capacity of the network.
·  Predictable Mobility: In the Mobile Ad-hoc Network 
where hard to predict the vehicle mobility, vehicles has 
very predictable movements that are limited to roadways. 
Roadways information is often available from positioning 
systems and map-based technologies such as GPS6,7.
·  High Mobility: Vehicular networks operate extremely 
dynamic with their limited configurations.
·  Partitioned Network: The movement of the nodes in 
VANET is fast so sometimes it is seen that there is a dis-
connection in the network because of the more partitioned 
between the vehicles. So certain distance is decided above 
which vehicle cannot go therefore by this way partitioned 
between vehicle is avoided.
·  Network Topology and Connectivity: The vehicular 
network environment changes from place to place because 
the network is totally based on real time scenario. When 
the vehicle moves and changes their position constantly 
in the dynamic scenarios. Network topologies change 
frequently as the link between the nodes connect and dis-
connect are very often

2.  Related Work
VANET is a network of the wireless moving vehicle which 
communicate among them self and also with the infra-
structure to provide safe traffic condition. VANET works 
on the wireless ISM band8 i.e. IEEE 802.11p. The OBU 
is installed on the vehicles which help in communicat-
ing with the RSU. Traffic has increased on the road in the 
last few years, due to the lack of services and facility the 

Figure 1.  Architecture of VANET.
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Destination vehicle decrypts the encrypted message •	
using the public key and decryption results in a hash 
message.
Similarly, destination vehicle node generates the hash •	
message as same as source vehicle.

This approach provides the strong authentication policy 
for destination node because hash generates the unique 
message if the transmitted message is changed hash mes-
sage would be changed.

3.  Research Methodology
In the proposed approach we have compared the PBAS 
scheme for the traffic scenario of high traffic during rush 
hours with low traffic. In the whole process the proxy 
vehicle is chosen by the RSU of that area, proxy vehicle 
are those vehicle that spent most of the time in the area so 
that no time is wasted in again selecting the proxy vehicle. 
The vehicle registered ID is verified by RSU and CA after 
verification a UID is generated by the RSU and that UID 
is given to the proxy vehicle by encrypting the data. Some 
of the steps that are taken during authentication process 
and choosing the right proxy vehicle are given below:

Initialization phase of vehicle. M = {ID, P, Ts}.•	
M of the vehicle is encrypted with random seed and •	
again encrypted with key of RSU. {e = E (M encrypted 
with seed), K}.
Decrypting process is done at RSU by using the key.•	
Verification is done by the RSU and CA.•	
If request found genuine UID is provided to the proxy •	
vehicle through secure medium.
Now proxy vehicle can verify the message which is •	
again checked by RSU.

communicates among them and transfers the necessary 
information to other vehicles of a particular area; they 
communicate using wireless radio wave having high 
bandwidth. Now a day’s popularity is gained by Vehicular 
Ad Hoc Network for their role in enhancing the safety and 
traffic efficiency, however, the communication among the 
vehicle node should be secure and authenticated. Message 
security is the great challenge in VANET SOA help in pre-
venting the content of the message from the attacker. SOA 
has four steps they are, 1. Registration, in this registration 
of the vehicle is done. 2. Authentication, in this message, 
is send to RSU for verification of validity. 3. Privacy, in this 
data, is not leaked to the third party. 4. Updating, in this 
the whole data is updated in a given period of time. In this 
security is supported with the infrastructure which is well 
equipped with various security measures. SOA is complex 
because it combines many of the security aspects. Many 
of the services play their role in providing the best secu-
rity. This type of idea may work well but problem comes 
when the complexity increases sometimes it may lead to 
the failure of the whole network.

In15 proposed a scheme of group signature to improve 
the network security. In this method a group is chosen 
according to the nodes of that particular area and from 
that group, a Cluster Head (CH) has chosen the work-
ing of Cluster Head it to monitor the group and gather 
or send the information packet to all the nodes of that 
area. In group signature, the Cluster Head will contact 
with the RSU and all the necessary information of CH is 
verified by the RSU and then RSU will issue the signature 
or certificate to that verified vehicle. That generated cer-
tificate will act as a certificate for another vehicle of the 
area. This will increase the security of vehicle in network 
most of the vehicle are now authenticated by the RSU or 
by the group signature generated by the Cluster Head, to 
process the information in the safer way. One of the best 
approaches is ECDSA based authentication of the mes-
sage in VANET. The operational approach is proposed for 
ECDSA scheme are:

Source node as a vehicle generates an asymmetric pri-•	
vate and public key.
For all vehicles in VANET public key is shared in the •	
network.
Hash of the message is created by the source vehicle •	
using secured hash algorithm.
Generated hash message is encrypted by the private •	
key and forward to the destination node.

Table 1.  Notations
Component Description

CA Certificate Authority
p Random Prime number
e Encryption
d Decryption
Ts Timestamp

UID Unique Identity
n License/vehicle number

RSU Road side Unit
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the time required for authentication is also minimized. The 
proposed approach is suitable for the low traffic because 
the packet loss and delay are low and the throughput of 
network is high. 

The Figure 4 shows the result of the traffic during rush 
hours. The result is almost similar to the low traffic the 
throughput is high and the packet loss and delay are low 
therefore performance of our approach is stable for low as 
well as for high traffic. 

5.  Conclusion
The proposed scheme gives satisfactory results when the 
number of a vehicle approaching to RSU for authentica-

Algorithm 1. Message authentication scheme in 
VANETs

1. Begin.
2. �Vehicle input M = {Ts, N, P} (M = message Ts = time-

stamp		 n = license/vehicle no. P = prime no.).
3. �Perform encryption e = E (M, PURSU) (PURSU = pub-

lic key of RSU).
4. Forward e to RSU.
5. �RSU perform decryption d = D (e, PRRSU ) (PRRSU = 

Private key of RSU).
6. Compare N with stored information in database.
7. If N is valid. Then,
8. �Calculate MIRSU, generate UID.
(MIRSU = multiplicative inverse of Prime number calcu-
late, P UID = Unique identifier).
9. Forward UID, MIRSU to user.
User computes MI U (MIU = calculate multiplicative 
inverse again at user side to compare).
If
10. MI RSU = MIU.
Then
11. Keep UID, determine maximum member of group 
(nodes under range of the RSU).
12. Compute group generator, assign group leader, vice 
leader (use cyclic group concept additive operation).
13. Generate member of group (use Euler totient).
14. Perform signing and verification.
15. End if.
16. Else.
17. Reject the request.
18. End if.
19. Else.
20. Reject the request, update CRL.
21. End.

4.  Simulations and Results
Simulation of the VANET is done by using network sim-
ulator 2.35 version; we have analysed several network 
topologies to test the effectiveness and performance of the 
VANET. PBAS is used to reduce the load at RSU which 
will decrease the authentication time. We will see the 
parameters which are taken for generating the outcome. 
The VANET topology is shown is the Figure 2.

In the simulation, we have considered various param-
eters they are delay, throughput and packet loss.

In the proposed approach the proxy vehicle is chosen 
and due to which the work load at RSU is minimized and 

Figure 3.  PBAS scheme for low traffic.

Figure 2.  VANET network topology.

Figure 4.  PBAS scheme for high traffic.
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tion process is more. To authenticate the vehicle, vehicles 
provide its credentials to RSU or to valid proxy vehicle 
and credentials are verified, if it found genuine than access 
will be granted to the vehicle. In this mutual authentica-
tion along with PBAS based scheme has been proposed 
to provide a secure path for authentication and this will 
reduce delay, packet loss and all this lead to an increase 
in the throughput of the network. In this paper we have 
also analyses the traffic condition of vehicles during the 
low and high traffic. The result of message authentication 
is better than any other approaches used for authenticat-
ing the messages we have also used the ECDSA algorithm 
for the encryption and decryption of messages, using the 
proposed approach the overall security of the network 
increases.
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