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Abstract
Background/Objectives Inclusion of security in software development from
the initial design phase has not been consistently addressed by the software
developers. As a result there is an abundance of software systems with weak
security. The objective of this study is to find out factors influencing developer's
intention to adopt secure software development practices. Methodology:
This study is based on qualitative research methodology. Interviews were
conducted from the professionals working at senior positions at Malaysian
software development organization. All the interviews were first transcribed,
as they were digitally recorded. Then transcribed data was analyzed in a way
that all frequent words or repetitive concepts were highlighted, after which
many similar or relevant concepts were grouped together and categorized
as themes and sub themes. Findings: The data was analyzed using the
thematic analysis method. The results revealed five main themes, whereas
each main theme has subthemes. These subthemes are parameters to
justify the main theme. Main themes were identified in the light of the
interviewee's response. The main results include interviewee's demographic
characteristics, and then the main themes identified include, Adoption of
SSD practices, Influencing authorities, Motivating Factors, Attitude towards
SSD, Hindrances / Issues towards SSD Adoption. Sub themes included:
Security Culture, ChangeManagement, Applications of SSD,Managers, Security
Expert, Training, Incentives, Security Awareness, Performance Expectancy,
Facilitating Conditions, Demographic Characteristics, Need to use SSD, No clear
guidelines, Strict Project Timeline, Lack of Security knowledge. The overall
interview results show that secure software development practices adoption
level in most part of the software industry is not up to the satisfactory
level. Novelty/Applications: This research explores the factors impeding the
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implementation of the best security practices, and barriers to secure software
development practices adoption. This study can be used as guideline to be
followed for the implementation of secure software development practices in
software industry.
Keywords: Secure software development adoption; organizational factors;
software developer intention; security development; software security

1 Introduction
Software applications are often produced in the fastest and cheapest way, with no or
little focus on security. Software security is a relatively new field and has been pointed
as an afterthought. Firstly, the software is released, and then the security problems
that are found during its usage are fixed. Realizing security at later stages of software
development (SD) results in increased risks of occurring security flaws. Fixing system
risks and vulnerabilities after software development cost high for developers and users.
This fact can be observed when reading the release notes of a software product, which
usually indicate some patches to fix vulnerabilities. The problem with this reactive
approach is that there could be potential consequences with the exploitation of the
discovered breaches such as brand reputation damage and money losses.

Software security is essential for protecting assets, resources and the information of
an organization and the individuals. Data is the most valuable asset and to protect the
data of an organization is very important. There is a need of consideration for software
security during software development process. Usually, security is often addressed
after the software implementation phase and its being ignored at initial phases of the
software development. Historically, security has been considered as an afterthought
in software development, where the focus was mainly on functionality. However,
increasing threats led to acknowledging the importance of addressing security in the
development lifecycle [1]. From recent past, big software firms are taking initiatives for
security integration within their development life cycle, Such as, Google has appointed
an independent Security Team which is responsible for reviewing security during the
design phase and implementation phases of their software development, this team also
provides consultation and related remedies on security risks. Microsoft has employed a
security-oriented software development process calledMicrosoft SecurityDevelopment
Lifecycle (SDL) since 2004 [2]. This process considers security concerns from the early
stages of software development life cycle (SDLC). Many proposals have been presented
for incorporation of security in SDLC [3] by integrating security from the early stages
of the SDLC when vulnerabilities are less expensive to mitigate. Considering security
at early stages has showed much better outcomes as compared to when security was
viewed as an additional task.

Despite these efforts, software vulnerabilities persist. With increasing connectivity
and progress towards the Internet ofThings (IoT), threats have changed [4] and software
security is often critical. Also, the security threats are not limited to the large enterprises;
even Small and Medium Enterprises (SMEs) organizations are frequently been targeted
by the cyber-attacks.

Developing secure software is not a straight forward task; expertise from a number
of people are needed to accomplish this task. Initially requirement engineers and
software designer are required to collect security requirements alongwith the functional
requirements of the software to be developed to accommodate the software developers.
From software functional and non-functional requirements, its architectural diagrams
are defined in a way that it can facilitate software developers to develop secure software
system. There are a number of considerations in this process of developing secure
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software which includes; technical limitations of the software developers, a set of constraints, and functional goals of the system
to be developed. Taking into consideration that most of the developers are expert at coding functionality of the software system,
but they lack expertise in security implementation. Developing a secure system needs expertise in secure software development
practices. Proper knowledge of security implementation and how to develop security mechanisms in a software system is a
challenging job for a developer.

From the recent past, software industry has focused on the need of the support for software developers to adequately address
with security and privacy [5–7]. Developers, although considered experts in their own domain, are typically not security
experts [6]. They sometimes make mistakes that affect the privacy and security of their whole system [5, 6]. It is difficult for
the non-security expert software developers to understand security constraints as there is lack of common methods related to
security modeling. Most of the software developers lack security expertise [8] due to which they face difficulty in deploying
security constraints [9, 10]. The complexity of security mechanisms makes it difficult for an ordinary software developer to
understand the securitymechanisms and fulfill the security requirements to achieve the secure implementation goal. Identifying
potential security threats and security vulnerabilities during software development process is not easy for software developers
as they are not usually security experts [10]. For this challenge, there is no clear solution has been provided [11]. Software
developers find it difficult to select appropriate security mechanisms because there are a number of security mechanism are
present in the literature as well as from the industry without concrete guidelines for their use, secondly location of the security
code within the system along with its abstraction is also deemed difficult by the developers [12]. Software developers need
concrete guidelines for developing secure applications [13]. It is also important to guide developers about different security
attacks and their mitigation within the developing system is also very important [14]. In [15] authors discussed the availability
of security modeling and analysis tools. A number of methods have been presented in literature for inclusion of security
requirements at initial phase of software development, but there is a lack of connection between these security requirements
with the design of secure architectures. Despite the fact that there are a number of methodologies present for the development
of secure software system, majority of the developers are reluctant to use them because most of the software developers lack the
skills and experience needed to use these methodologies. However, software developers working in the industry might not be
willing to use these methodologies because of the additional time, costs, and effort needed for secure development.

Some of the studies found in the literature focuses on the exploring the factors affecting secure software development. The
authors in [16] proposed a model based on unified theory of acceptance and use of technology 2 (UTUAT2) to investigate the
Influencing factors that affect the implementation of secure software development practices among software developers. The
authors focused on using the basic constructs of UTUAT2 theory with one additional construct Switching Cost (SC). However,
that research paper was limited to the proposal and no results have been presented in that study. In another study [17], authors
analyzed 44 studies by performing a detailed literature review to identify factors affecting secure software practices adoption.
The authors listed 24 factors which they identified and characterized them in four categories as (i) Institutional Context (ii)
People and action (iii) and (iv) System Development Process. Authors in [18] performed a quantitative survey to investigate
factors which affect information systems professional’s intention to use secure development practices. Total 184 information
security professionals took part in the survey. The survey was developed based on two major theories of information system
namely as; theory of planned behavior and theory of reasoned action. Attitude and subjective norm were found consistent
factors based on both theories on information systems professional are intention to use secure development practice. Some of
the other studies found on literature focuses on other aspects such as [19] finding factors relevant to implementation of Privacy
by Design (PbD) by exploring the influencing factors related to an individual and from the organizational contexts. In [20],
authors presented the results of a survey of the existing literature focusing on fog computing and pointed out the security gaps
in its application.The authors in [21] discussed the evolving issues in Internet ofThings and scrutinizing its privacy implications.
Secondly, they classified the privacy threats and highlighted the challenges related to privacy of Internet of Things.

Comparing with the previous studies [16–18] in similar prospect, this study provides more detailed results as one to one
interview were conducted with the experts from the industry. While most of the previous studies were only proposals such
as [16] and mostly other studies were based on the qualitative survey methods, where respondents only have to choose an
answer from the given options. In interviewmethod there is a provision of getting the answers inmore detail and can dig further
deep in the problem space. In this way the opinions from the expert built a strong argument related to the topics discussed. The
details of the results obtained are discussed in the section 3.

2 Methodology
Qualitative research approachwas adopted for this study using face to face interviewmethod for data collection.The significance
of utilizing the qualitative research is clearly recommended to build up a picture from the participant’s words. For instance,
in a face to face interviews, the participant’s expressions can be watched and speeches can be analyzed with more profound
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comprehend of the perspectives communicated.
The expert sampling techniques was used in this study. This is a non-probability sampling technique used for the collection

of data when the consideration of information is more important than sample size. For this purpose, experts in the software
industry were identified, and after their consent, they were interviewed. A letter for permission was sent to higher authorities,
and the samewas forwarded to target interviewee for the appointment to conduct interviews.The target interviewees responded
by phone and fixed the time for the interview at their offices. Although five out of six responded, in the end four interviews
were successfully conducted.

The qualitative research required in-depth data to fully understand the phenomenon. Some ethical issues may arise, thus
the process for data collection requires a sufficient level of trust and the highest level of moral and efficient communications.
Hence, to cover field issues, participants were interviewed at their preferred location and time. A reminder was sent to them
a day before the interview. The equipment for the interview checked prior to interview location. To maintain ethics in this
research, standard ethical principles were adopted, like reciprocity, assessment of risk, confidentiality, informed consent, data
access, and ownership (Creswell, 2012).

The participants in this researchwere assigned a number or aliases in analyses to protect their identity.Moreover, a simple gift
of honor was given to participants as a token of gratitude for their insights, while spending time sharing information, experience
and ideas.

3 Results and Discussion

3.1 Demographic details of participants

Demographic details [ Table 1] revealed that all four respondents for qualitative interviewweremale; three candidates were with
strong academic backgrounds of qualification of Masters and one candidate having Diploma. One of them has the designation
of Chief Technology Officer (CTO) and the other with the designation of Security expert. One candidate was working senior
developer and the fourth one was working as Project Manager. Moreover, the interviewee one had 20 years of software industry
experience, while the second interviewee had 16 years of development experience while the third interviewee had 12 years of
programming experience and the fourth one was 20 years experienced. The age of one respondent was between 45, while the
second one was 44 years old, the third one was 38 and the fourth one was 42 years of age. Although all of them specialize in
programming and software development, but they belong to different organizations.

Table 1.Demographic Details of the participants
Number Gender Age Work Experience Job Tittle Specialization/ Qualification
1 Male 45 20 years Chief Technology Officer

(CTO)
Masters

2 Male 44 16 years Security Expert Masters
3 Male 38 12 years Senior Developer Diploma
4 Male 42 20 years Project Manager Masters

3.2 Themes and subthemes

A careful analysis of the qualitative data resulted in five main themes, whereas each main theme has subthemes [ Figure 1].
Subthemes are parameters to justify the main theme. Main themes were identified in the light of interviewee’s response
to the question presented. The main results start, with interviewee’s demographic characteristics, then the main themes
identified include, Adoption of SSD practices, Influencing authorities, Motivating Factors, Attitude towards SSD, Hindrances
/ Issues towards SSD Adoption. [ Figure 1] demonstrates the main themes and subthemes. Sub themes included: Security
Culture, Change Management, Applications of SSD, Managers, Security Expert, Training, Incentives, Security Awareness,
Performance Expectancy, Facilitating Conditions, Demographic Characteristics, Need to use SSD, No clear guidelines, Strict
Project Timeline, Lack of Security knowledge.
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Fig 1.Themes and subthemes

3.2.1 Theme 1: Organizational factors
Mostly the organizations around the world are based on vision and adopted policies to reach their stated visions. Likewise,
interviewers discussed vision and policies of their organizations towards the use of secure software development.

The results showed that despite the importance of developing secure application, the interviews indicated its lack in industry.
The analysis indicated a lack of policy enforcement by the topmanagement to use SSDpractices in industry. It was even reported
that there is less concern from organization to management related to security and there is no clear policy has been introduced.

Therefore, it was evident that there was no proper management or proper policy guidelines are presented for security
incorporation in software development. Moreover, it was explained that most of the developers are not comfortable when they
are asked to adopt a new technique. Because it requires extra effort for them to learn andmaster the technique and also they need
extra time for this. The other respondent said that there is resistance against adopting secure development practices because
their organization does not offer any reward or incentive for it.The last respondent said that the culture for using secure software

https://www.indjst.org/ 2605

https://www.indjst.org/


Maher et al. / Indian Journal of Science and Technology 2020;13(26):2601–2608

development has not been developed because themuch needed change has not been embraced andmanaged effectively. Overall,
it can be assumed that there is a lack of vision and effort by the management of the organization towards the secure software
development practices and methodologies use; it needs to be seriously highlighted and focused.

3.2.2 Theme 2: Influencing authorities
The second theme derived from the interview analysis was influencing authorities that affect the secure software development
methodologies use. Management and security expert were identified as sub themes. Both factors play the leadership role to
monitor and develop the secure application. It was noted that the main monitoring and controlling authority is Managers
working in software firms, which not only provides guidelines but also initiates and introduces new technologies and
methodologies within the organization.

The top management incorporates policies, sets objectives, prepares strategies and makes available necessary resources,
and performs monitoring role to implement policies. Top management’s commitment and participation strongly influence
organizational culture which in turn impacts employee’s attitudes towards perceived behavioral control over use of secure
software practices. The strong influence of managers is evident in the interviews that there is a strong influence of the top
management for the use of secure development. Based on the results, it is assumed that top management is not very clear
for secure software development application in organization nor are they very serious about making it necessary for all the
developers to use secure software development practices. The other problem was highlighted is lack of the presence of security
experts in the development teams or within the organization which adversely affects the use of secure software development
practices.

3.2.3 Theme 3: Motivating factors
Motivation is defined as the process of inspiring someone towards something. The results demonstrated a few motivating
factors that can affect the intention of developers to use secure software development practices. A number of studies had been
conducted in various fields to know the motivation of people for specific situations. This research was also conducted to know
the motivation of developers towards the use secure software development practices. The data analysis produced the various
factors related to motivation, which provide the base for a developer to focus on secure software development practices. All
related factors were given as subthemes, which includes Training, Incentives, Security Awareness, Performance Expectancy
and Facilitating Conditions.

Themost importantmotivating factor extracted from the results was training that was being understood as the disseminating
factor for the proper use of secure software development practices. It was also evident that training plays a vital role in creating
intention in developers towards use of secure software development practices. Therefore, training should be conducted on
a regular basis for the improvement of the developer’s skills and to learn latest software development methodologies. The
second important factor pointed out was incentives. The interviewers were of the opinion that regular incentives in the form
of allowance, gifts, certificates, and promotions could enhance the intention of developers to use secure software development
practices.The security awareness was also noted as one of themotivating factors in developers. Hence, all interviewees described
developer’s security awareness level is very important on his decision to use any secure development practice. Developers who
are less aware with the security usually tend to ignore the security implementation during their development.

In addition, Performance Expectancy was also found to be an important motivating factor for developers. It was explained
in interviews that most of the developers think that if they use any secure software development methodology, it will take extra
time to finish. So they think their performance will be slowed down. Additionally, it was mentioned that to reach the standard
performance, they should be facilitated with provision of tool which facilitate them to produce secure application without
hindering their performance.

Furthermore, facilitating conditions were also considered important. All the interviewees focused on proper infrastructure
and facilitations to be provided to developers. They were still not satisfied with available facilities though they expressed that if
they have facilitation conditions like security teams, management support to build secure application and availability of security
and testing tools will result in better adoption level of secure development.

3.2.4 Theme 4: Attitude towards secure software development
Data analysis revealed that different factors could influence developers to use secure software development practices. Thus,
the main theme attitude towards use secure software development practices was formed by combining the related factors as
subthemes, categorized as demographic, and need to use SSD. It was revealed during data analysis that demographic factors
like gender do not have much difference in intention, but age somehow is influential, especially the senior level developers who
studied programming long ago and were less aware of the secure development methodologies show reluctance to use secure
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development practices. It was revealed that the younger developers at early stages of their career are much enthusiastic to use
new methodologies and they are ready to use secure development practices.

Moreover, it was suggested by the interviewees in the results that developers who are more familiar with the latest software
attacks and vulnerabilities will feel more need to use secure software development practices as compared to others.

3.2.5 Theme 5: Hindrances /Issues towards secure software development Adoption
The last theme that emerged from the interviewee’s data was the challenges towards use secure software development practices.
The theme highlights factors that bring challenges towards the use of secure software development, like no clear guidelines,
strict project time line, lack of secure development knowledge and ambiguous security requirements. It was reported that there
is a lack of vision, a lack of clear-cut guidelines from the top management of their firm. No clear guidelines on policy matters
regarding security to incorporate in the developing systems. In addition, Lack of knowledge about security and Secure software
development methodologies is also reported as a big barrier to use of secure development practices. Security related trainings
are suggested to increase the secure software development knowledge among developers. It was also reported in interview part
that most of the time software was developed with strict time lines to meet the commitment with the customers and also to
start working on new project. Due these strict deadlines ignorance towards security is common. Moreover, Software security
requirements are reported as difficult to understand for developers. Sometimes a developer doesn’t know how to fulfill the
certain security requirement which is also a found strong reason be not including security in their routine development. It was
also suggested that the mechanism from security requirements specifications to the inclusion is an ambiguous process and it
should be performed by separate security expert teams.

4 Conclusion
This study revealed that there is a lack of vision, a lack of clear-cut guidelines from the top management of their firm and
sometimes there are no clear guidelines on policy matters regarding security to incorporate in the developing systems. When
the customer specifically asks about security incorporation then it is being incorporated, projects are initiated but due to lack
of compulsion not implemented. So organizations must work upon the work force as well we must work out the standards
Operational Procedures (SOPs) which developers can follow. Another problem reported that most of the times software was
developedwith strict time lines tomeet the commitment with the customers and also to start working on new project. Due these
strict deadlines ignorance towards security is common. Most of the time developers use basic agile development methodology
in this case. It was further inferred that that most of the software developers are not comfortable when they are asked to adopt
a new software development technique. Finally, it is expected that this research will provide guidelines to software industry to
understand the expected challenges and issue related to secure software development adoption by their developers. The result
of this study fills the gap of the literature related to the behavior of software developers towards adoption of secure software
development practices and provides important guidelines for the software development practices adoption and recommend
improvements for the usage behavior of developers. By following the recommendation of this study, the software industry can
plan a smooth process of secure development adoption.
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