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Abstract
Objectives: To propose a reliable Block-chain based Biometric Authentication
Solution (BBAS) for the Aadhar biometric authentication system. Methods:
We have used Sokoto Coventry Fingerprint Dataset (SOCOFing) data set
for biometrics. The presented model was implemented using the Ethereum
network Geth (v.1.9.25) and Solidity (v.0.6.0). Python 3.8 and Web3py were
used at the client side. Findings: From the proposed solution, it is inferred
that the BBAS avoids the single point of failure problem as the biometrics
are distributed throughout the block-chain. Novelty: This research proposes
a new hybrid scheme that uses a block-chain that stores the hash value of the
biometric files and a trusted third party (Aadhar) to store the biometric files,
thereby avoiding storing the same bio-metric files throughout the block-chain.
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1 Introduction
Major security flaws in biometric authentication systems include the possibility of
biometric information leakage, the unreliability of authenticationmodules, and the lack
of openness in the handling of biometric information. Because each person’s biometrics
are distinct and must be maintained securely, and replication of a biometric template
is difficult, its application systems are more secure than conventional techniques
like passwords (1). Since biometrics are immutable, consecutive security hazards may
result from a biometric data breach (2). The majority of the time, a central agent, like
AADHAR, is in charge of managing biometric data, which ensures the security and
dependability of authentication systems (2). Current research has mostly focused on the
safe administration of biometric templates in order to reduce security vulnerabilities (3).
Instead of dealing with the actual biometric data, predefined characteristics are taken
from the data, mixed with hash values, and then saved in the form of a template. Once
the template is exposed, reverse engineering may be used to approximate the original
data by the attackers. Also, if the server goes down then it leads to reliability problem
of the system (4). All these mentioned problems will be fixed using our proposed Block-
chain based Biometric Authentication Solution.

Block-chain is a fast-expanding technology that combines distributed immutable
ledgers, consensus algorithms, and smart contracts to produce an incorruptible digital
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ledger capable of recording and validating any form of transaction. Bitcoin, for example, makes use of block-chain technology
to maintain a record of bitcoin transactions. Similarly, our suggested approach employs block-chain technology for biometric-
based user authentication. The client-server approach for authentication security systems creates a single point of failure
problem when the server goes down or the client is not able to connect to the remote server. Incorporating block chain
technology into the authentication system eliminates the single-point-failure problem. The system suggested in this research
illustrates both the feasibility and the robustness of the method against cyber assaults. Block-chain technology has been tested
and proven in a variety of fields, including cryptocurrencies, healthcare, supply chains, and the Internet of Things. Public
and permissioned block-chain designs are the most common (5). Furthermore, for greater cost efficiency and speed, most
permissioned block-chains employ Byzantine Fault Tolerance-based (BFT) consensus methods (6). Even if some participants
are hacked or misbehaving, BFT is a consensus system that assures consistency and low latency. (7). In this work, the authors
used block-chain to secure firmware upgrades. Using public block-chains, the authors of (5) developed solutions for generic IoT
devices and showed that the block-chainsmay be used to secure any type of transaction record (7).They’ve been investigated in a
variety of fields, including firmware upgrades. (8). In this study, a block chain-based biometric authentication scheme for supply
chain management is proposed, in which all employees are authenticated using a mobile phone finger print sensor. However,
this scheme fails to ensure that original data stored on the blockchain accurately reflects reality, particularly information about
people involved in cargo handling. (9) This study demonstrates all of the potential drawbacks of block chain technology. One of
the most significant issues is storage capacity on each block chain node.The primary limitation of data storage on a blockchain
is the quantity of data that can be stored. This is either because the protocol limits the amount or because the transaction costs
would be too high. Data storage on the block chain is prohibitively costly due to the fact that the quantity of data you store
must be stored by every complete node on earth. Everyone who gets the blockchain is also getting your information. This is
why storing even a few kilobytes may be prohibitively expensive. When storing data on the blockchain, we typically pay a basic
transaction fee plus a fee for each byte we want to store. If smart contracts are used, we additionally pay for the smart contract’s
execution time. In this work we have used the Sokoto Coventry fingerprint dataset (10) for the experiment, and it is a biometric
fingerprint repository created for scholarly study. 6,000 fingerprint scans from 600 African people make up SOCOFing. Unique
characteristics of SOCOFing include labels for the gender, names of the hands and fingers, and variants that have undergone
three various degrees of artificial modification, including obliteration, central rotation, and z-cut. The data collection is readily
accessible for academic study.

2 Methodology
In this part, we provide the findings of our assessment and prototype implementation. The Ethereum network Geth (v.1.9.25)
and Solidity (v.0.6.0) were used to create our prototype, while Python 3.8 and Web3py were used for the client.

We analytically assessed BBAS performance in real-world circumstances to verify its dependability. Assume that there are
3n clients in BBAS (n = 1, 2, 3, etc.), and each client is responsible for managing n copies of each fragment. The functioning of
BBAS may thus be ensured as long as less than n clients are disabled. However, its authentication would not be possible if more
than 3n-2 clients were deactivated.

P =
f
g
,

(
f = ∑

(i, j,k)∈X

(3n− x)!
i! j!k!

,g =
(3n)!
n!n!n!

)
(1)

X = {(a,b,c) | a > 0, b > 0,c > 0∧ a+b+ c = 3n−k} (2)

Let x represent the number of disabled clients (n 1 x 3n2) and P represent the probability of a successful authentication (see
Eq. (1)): Instances in which certain clients are disabled but still have several pieces of each template accessible for completing
authentication are represented by the numbers I, j, and k. Instances in which n copies of each fragment are kept across 3n clients
are represented by the number g.

Figure 3 shows the outcome of P with 3n (n = 2,3,4). If two of the five clients in a BBAS are deactivated, then there is a 40%
chance that authentication will proceed correctly. If two of the eight clients in BBAS are deactivated, the regular authentication
process may be ensured. With a chance of 32%, authentication is still possible even if three of them are disabled. Since BBAS
ensures more stable authentication operation, it outperforms conventional authentication systems, which cannot guarantee
authentication operation if their central server is offline.

In order to evaluate the effectiveness of BBAS, we built a typical authentication system with one server and one client. The
execution times of the server-client system and the BBAS prototype were compared while running on Virtual Box-capable
VMs (Ubuntu LTS 22.04, 8GB RAM, 100GB HDD storage). Three clients, each of which is in charge of a different split
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template. A template’s size was set to 2KB, which is considered to be a standard template size. Between extracting the template
and authenticating, we timed the BBAS authentication process. Over BBAS’s five repetitions, the LookUp smart contract’s
conclusion was obtained on average in 352 milliseconds, whereas split template fragments from other clients were obtained
in 167 milliseconds (519 ms in total). It took 201 milliseconds to complete the authentication for the server-client system, in
which a client requests and receives a template from a server. It is clear from the little time difference between the systems that
BBAS ensures the reliability of its authentication process while incurring no performance overhead. The fact that recording an
authentication action took a considerably longer amount of time (1,906 ms), although having no bearing on the authentication
process, has no impact on BBAS’s performance in terms of authentication.

To performbiometric based authentication, the biometrics of each and every individual have to be stored in a secure database
such as Aadhar, which was created by the Unique Identification Authority of India (UIDAI). Every subject who is enrolled in
the biometric system will be issued a 12-digit Unique Identification (UID) number. As the Aadhar contains 1.2 billion Indian
residents, by the end of 2014, this will create a database of about 15 petabytes in size. Storing this huge data on the block chain
is the biggest challenge and comes with significant cost and creates redundancy. To overcome this issue, we have proposed a
new hybrid approach that includes both the block chain and a central Aadhar biometrics server.

Fig 1. Biometric Enrollment without Block Chain

Figure 1 shows the biometricenrollment process, which mainly includes 4 steps, where in the first step, the subject is going
to present his biometrics, such as finger prints, iris or face, on biometric capture devices (sensors). In the second step, the
biometrics were captured and preprocessed using the biometric enrollment hardware and software SDKs. The quality checks
were done at this stage. In the third step, the features (areas of interest) are extracted from the captured biometric images and,
finally, a biometric template is created for the enrollment and it will be stored on the Aadhar DB. Aadhar is a client-server-based
architecture for biometric enrollment and authentication, which may cause a single point of failure problem.

Fig 2. Proposed Solution for Biometric Enrollment

In the proposed solution, a hybrid approach is used in which instead of storing the biometric template files in each and
every node of the block chain, a one-way hash function is used in which for every biometric template, a unique hash value is
generated and these values are stored in the block chain nodes. The biometrics enrollment along with Aadhar and Blockchain
is explained in Algorithm 1. From the algorithm, it is clear that the biometric templates will be stored on Aadhar DB and a hash
value generated for the template will be stored on block chain nodes. Algorithm 2 shows the migrating of the already enrolled
biometrics from Aadhar to the block chain.
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In the proposed technique the biometric is split into 2 equal parts and they are managed by different clients, the hash values
for the dual split templates were generated and stored in the block chain and this technique avoids leaking of complete biometric
in case of attacks . Hashing algorithms can be used for a variety of tasks such as saving passwords, computer vision, and data
storage in databases, among others. SHA (Secured Hashing Algorithm) is one of several hashing algorithms that are available,
and is chosen based on the speed, optimization, as well as security of the cryptographic algorithm being used. SHA produces
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Fig 3. Secure Block-chain Based Biometric Authentication

irreversible and unique hashes and is one of the fastest hashing algorithms available.There are twomethods for hashing: SHA-1
and SHA-2, which differ in terms of construction and bit length.There are many possible hashes in SHA-2, including SHA-224,
SHA-384, and SHA-512, with the 256 bit hash being the most used. The secure block chain based authentication scheme is
explained in Algorithm 3, in which when a subject’s biometric such as finger print is captured by an authentication biometric
device, a hash value is generated for that particular biometric template and checked against the block chain global ledger
entry. If there is a successful match, then an authentication success code of 0 is returned to the biometric client. If there is
no match between the hash value and the block chain global ledger entry, then an authentication failure -1 value is returned to
the biometric client. Algorithm 4 shows the block chain smart contract look up at block chain nodes for storing the hash values
for the split biometric templates.

3 Results and Discussion

Fig 4. BBAS’s reliability on different num. of disabled clients

The blockchain-based distributed and decentralised biometric authentication system known as BBAS was introduced in this
study.The blockchain-based biometric authentication system (BBAS) increases the security and reliability of existing biometric
identification systems by breaking a biometric template into parts and managing them in this way. In particular, BBAS (1)
enhances biometric data security via distributed blockchain administration, (2) enhances authentication operation reliability
through decentralised blockchain authentication, and (3) ensures biometric data flow transparency through blockchain-based
audit mechanism. The split template storage and authentication client for BBAS on the Ethereum blockchain was successfully
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created. We can confidently claim that BBAS offers reliable authentication with very low performance overhead based on the
evaluation’s results.

The biometric DB such as Aadhar is very big and its size is around 15 petabytes because it stores the physical biometric
templates of every single subject. For each single subject, 10 finger prints, 2 iris prints, and one face template have to be stored
on the Aadhar DB, which requires big data centers. The existing block chain based biometric security systems are suitable for
small-sized DB users such as office employees, college students, etc., and the existing techniques fail to store large data such as
Aadhar in their block chain nodes, and it comes with significant cost and effort. Storing the Aadhar biometrics on block chain
peers creates redundancy. In the proposed solution, only the hash values of the biometric templates are stored on block chain
nodes. This solves all of these problems.

Table 1.Differences in authentication operation time
Authentication Type BBAS Client-Server
Time taken to run contract 352 ms -
Time taken to request biometric template 167 ms -
Total time taken for authentication 519 ms 201 ms

4 Conclusion
Block-chain based Biometric Authentication Solution BBAS solves the single point of failure problem with a negligible drop
in performance/speed of authentication as compared to client-server model of authentication. The proposed BBAS solves the
reliability problem by incorporating block-chain based distributed authentication scheme. By using optimization approaches
for the template segmentation process and inter-node communication the performance can be further increased.
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