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Abstract

Objective: The symmetric encryption technique is one of the most important
fields for securing communications between people. In order to produce
complex ciphertext, we are introducing the new enciphering technique with
the help of the Hamiltonian path, a self-invertible key matrix for encryption
and decryption. Methods: There are many kinds of symmetric enciphering
methods, like the Caesar Cipher, Atbash Cipher, Hill Cipher, etc. All these
methods use a common key for encryption, and while decrypting the inverse
of that matrix should be found, itis also too hard to share the common key. To
reduce this terminology, we proposed the novel enciphering method with the
help of a self-invertible key matrix. Findings: We are using the generated self-
invertible key matrix as a key matrix; the degree of the self-invertible matrix
is even. If our graph does not form an even-degree adjacency matrix, then we
have to make itinto an even-degree adjacency matrix by adding dummy edges.
Novelty: As we are using a self-invertible matrix as a key matrix, we do not
need to compute the inverse of the key matrix for the process of decryption.
This helps us to reduce the complexity of finding the inverse while decrypting
the original message.

Keywords: Graph Theory Encryption; Hill Cipher; Hamiltonian Path; Adjacency
Matrix; Self Invertible Matrix

1 Introduction

Graph theory is a primary source for cryptography!). The symmetric encryption
algorithm using cycle graph, complete graph, and minimal spanning tree was explained
in(?, In both cases, the upper triangular matrix was used as a common key matrix. The
concept of encryption techniques using Hamiltonian paths and complete graphs was
utilized in® with the help of a lower triangular matrix as a key matrix. A connection
between graph theory and cryptography was explained in®, the upper triangular
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matrix was used here as a key matrix. A new message encoded and decoded technique using graph labelling was explained
in®), the upper triangular matrix was used here as a key matrix, to enhance the security of cipher Tetragraphic trifunction
a self-invertible matrix of order 4 was used®). Most of the methods that are mentioned above use the symmetric encryption
algorithm. The same key, usually lower triangular and upper triangular, is used for both sender and receiver, and these keys
are shared between the users over any kind of median. It is easy to break once the intermediates know the technique, and it is
difficult to share the common key matrix over an unsecure channel.

In order to reduce this terminology, strengthen the key and produce more security for the given information, we have
proposed a new technique that uses the adjacency matrix and self-invertible matrix”® as the key for both encryption and
decryption. As we are using a self-invertible matrix as a key matrix (the matrix and its inverse are both the same), so we do
not need to compute the inverse while decrypting the cipher text. It helps us to reduce the complexity of finding the inverse.
Also, we are not sharing the entire key matrix over an unsecured channel. This improves the security of the data and lowers the
likelihood that the key matrix will be broken.

The proposed approach is made by first finding the adjacency matrix of a Hamiltonian path of an undirected graph using the
given message units as graph edges, and this adjacency matrix can be multiplied with the generated self-invertible key matrix.
The output is sent to the receiver over an unsecured channel, and the receiver should use the reverse process to read the original
message. The rest of this paper is defined as follows: The self-invertible key matrix generation was discussed in Section 2. Section
3 explains the new proposed methodology, and in Section 4, the results and discussion will be given. Finally, the conclusion
was given in Section 5.

2 Generation of self-invertible key matrix

A matrix N is said to be self-invertible matrix if N = N~!, thatis N- N~! = N~!. N = I, the self-invertible matrix was generated
by using the following procedure, consider any arbitrary 5 x 5 matrix N2, (since n is the order of adjacency matrix it must be
even) with the help of Ny, we can compute the remaining 5 x 5 matrices using the following properties;

Nit+ Np=0, Np=I- Ny, Ny =1+ Ny

After computing N1, N2, N21, N2 the self-invertible matrix N was created by

nii ni - Lt R
n21 nzz . .. : . nzn
N=— Nii Nip |
N21 N22 ......
L "l 7

3 Methodology

The proposed methodology using the Hamiltonian path of an undirected graph with the self-invertible key matrix was explained
in this section.

3.1 Hamiltonian path-based encryption algorithm

Step 1: The given plain text message is to be converted into its numerical equivalent values. These numerical equivalent values
are put into the edges of an undirected graph (i.e., as weights of the edges of the path).

Step 2: Create a path of n-vertices (depending on the number of requirements), beginning with vertex 1.

Step 3: Draw a Hamiltonian path, assign each weight, and then compute the adjacency matrix of this Hamiltonian path.
Name this matrix.

Step 4: For the key matrix, we are generating a self-invertible key matrix of even order. Since the key matrix is even, the
adjacency matrix must be of order even (the number of edges of a Hamiltonian path must be odd) in case the given path doesn't
form an even-order adjacency matrix. We have to make that into the form of an even adjacency matrix by adding some dummy
edges with false weights to the existing Hamiltonian path.
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Step 5: After generating a self-invertible key matrix, multiplying it with the adjacency matrix. The final resultant matrix is
the encrypted data for the original message units.

Step 6: Finally, this encrypted matrix shared with other users over an unsecure channel, either row-wise or column-wise,
also represents the number of vertices, i.e., I, n, <encrypted matrix> <the matrix which helps to generate self-invertible matrix>,
where I is the index value of the given Hamiltonian path, n being the size of the matrix.

3.2 Hamiltonian path-based decryption algorithm

Step 1: With the help of received data, the receiver is able to find the index value, order of the matrix, and the matrix which
helps to generate the self-invertible matrix. The receiver will then separate the matrices.

Step 2: The given encrypted matrix can be multiplied with the generated self-invertible key matrix.

Step 3: Trace back the graph with the help of the above resultant matrix and write the edge length of the graph from the given
index value.

Step 4: Decode these values with their numerical equivalent values. Then finally, the receiver is able to identify the original
message.

4 Result & Discussion

Suppose that User A(sender) wants to send the message "YES” to User B(receiver) using the above-mentioned technique.
Assume that both the users know the encryption and decryption techniques of the given procedure.

4.1 Hamiltonian based encryption- User A (The sender)

Encryption is done by the following steps

Firstly, the sender converts the given message units” YES” into their numerical equivalent values that is Y — 25, E —
5, §—19.

Create a Hamiltonian path with 4 vertices, label the above mentioned numerical equivalent values as the edges of a path with
4 vertices which begins from the index value 1, the vertices are connected by sequential letters.

25 19
2 3
5

Compute the adjacency matrix for the above Hamiltonian path and denote it as ‘M’

0 25 0 O
25 0 5 O
M= 0 5 0 19
0 0 19 0

Now we need to compute the key matrix. For that purpose, we construct the self-invertible key matrix ‘N’ with the help of a
shared matrix and the procedure discussed above.

Lethzz[; 2]thenN11=[25 22:|,N12=|:2 4},andN21=[0 22:|

17 20 9 7 17 21
25 22 2 4
CN— Ny Npp | |17 20 9 7
T U Ny N | |0 221 4
17 21 9 6
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Finally, we have to compute MN, this multiplication is known as the encrypted data and send it to the user B over an unsecure
channel.

0 25 0 O 25 22 2 4 425 500 225 175
MN — 2.0 5 0 | |17 20 9 7| | 625 660 55 120
0 5 0 19 0 22 1 4 408 499 216 149
0 0 19 0 17 21 9 6 0 418 19 76

This MN matrix can be converted in the form of row or column matrix and sent it to other user over an unsecure channel with
index number, size of matrix, the encrypted matrix and the matrix which helps to generates self-invertible matrix.
[1, 4, 425, 500, 225, 175, 625, 660, 55, 120, 408, 499, 216, 149, 0, 418, 19, 76, 1, 4, 9, 6]

Hamiltonian based decryption- User B (The receiver)

Decryption is done by the following steps
With the received information, the receiver separates the following matrix,

425 500 225 175
625 660 55 120

My=1 408 499 216 149
0 418 19 76
And the self-invertible key matrix be
25 22 2 4
17 20 9 7
M=1"9 214
17 21 9 6
425 500 225 175 25 22 2 4 22100 27975 7150 7150
VN, — | 625 66055120 | | 17 20 9 7 | _ | 28885 30680 8325 8060
2271 408 499 216 149 0 22 1 4 21216 26837 6864 6883
0 418 19 76 17 21 9 6 8398 10374 4465 3458

Taking addition modulo 26 (since we are using 26 alphabets), we get

0 25 0 0
25 0 5 0
MN=1"% 5 0o 19
0 0 19 0

The Corresponding Path for the above adjacency matrix is

25 19

The edges(weights) of the above path are 25 5 19.
.".The original messageis 25 =Y, 5 —E, 19— Sie., YES
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Conclusion

A new approach to cryptosystem using graphs and self-invertible matrices has been proposed in this study, which uses the
concepts of Hamiltonian path, adjacency matrix, and self-invertible matrix in order to increase the security of our information.
The proposed approach is more effective and resists the intermediate. In all the symmetric encryption methods provided
previously using the concept of graph theory, they use a common key matrix for encryption/decryption. Sharing the key matrix,
computing the inverse while decrypting are the main drawbacks in all of these methods. As we are using the self-invertible
matrix as the key matrix, it eliminates the complexity involving for finding the inverse. Also, we are not sharing the entire key
matrix over the unsecured medians, so this method is more effective than the existing approaches, it is also a simple encryption
and decryption technique with better security. The proposed approach can also be used effectively in wireless applications.
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