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Abstract

Objectives: To improve the energy efficiency in loT-based wireless sensor
networks. To increase the sensor node lifetime in any wireless sensor
network (WSN) based on the Energy-efficient cluster and routing in WSN.
The advancement in the electronic industry has to develop the low power-
consuming and low-cost devices for multiple purposes. Methods: A new
algorithm is proposed to improve the energy efficiency in loT-based WSN for
routing algorithms. The low power consuming devices are wisely chosen for the
respected application and their power management. This study is intended to
provide efficient routing algorithms with less energy consumption in wireless
sensor networks. Findings: A wireless sensor network deployed with a number
of non-static nodes in a communication network are beneficial for numerous
fields such as the military, medical sector, structural health monitoring,
transportation industries, etc. In this paper, the performance parameters
like average throughput, average end-to-end delay, packet delivery ratio,
average node energy, and normalized routing load are analyzed. Novelty: We
designed and simulated the Distributed loT-based wireless network system
to analyze the information of nodes roaming in the vicinity of the zone
area. In proposed technique energy efficiency is increased compared to the
conventional algorithm. In node centric routing protocol, energy efficiency
is increased from 55% to 68%. In data centric routing protocol, energy
efficiency is increased from 65% to 75%. In source-initiated routing protocol,
energy efficiency is increased from 68% to 80%. In destination-initiated routing
protocol, energy efficiency is increased from 72% to 85%.

Keywords: Ad Hoc OnDemand stance Vector (AODV); DestinationSequenced
DistanceVector Routing (DSDV); Dynamic source routing (DSR); MQ Telemetry
Transport (MQTT); Quality of Services (QoS); Wireless Sensor Network (WSN)

1 Introduction

In the Wireless Sensor Network (WSN), the acting node says a significant part in data
transmission, and keeping them alive for a longer period in WSN (). This study is
focusing on increasing the lifespan of the node by increasing one’s energy efficiency
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and smart routing in the WSN cluster. In this paper, considering of the information node has data intended for the destination
node, the WSN routing for the transmission of data from the information node to the destination node is made possible with
the help of the gateway, where the gateway has the information of all the nodes communicating with it frequently. Here, we are
considering the information of the moving nodes in the area of the wireless network, with help of the message beacon technique.
In the diversity of network topology, point-to-point, star, tree, linear, and mesh are the ways of connection and relationship of
each node, each topology has its method to follow the rules of the methodology >,

The existing IoT-based wireless sensor network is less energy efficient (). In particular, when the nodes are moving the proper
information is not received . We designed and simulated the Distributed IoT-based wireless network system to analyze the
information of nodes roaming in the vicinity of the zone area. The proposed framework with moving nodes continuously gives
information about their presence in the open area. In the proposed research work, we have improved the WSN parameters like
average throughput, average end-to-end delay, packet delivery ratio, average node energy, and normalized routing load.

In this paper, we have considered data collection of sensors from the information area, which means the non-static nodes
which are moving in the WSN, where a destination node needs the information from the source end. In a simple way of
understanding, the data collection of node A intended for node K, where node K reacts to the data received from node A, and the
happening of communication between the nodes creates the simplest path. Many algorithms like particle swarm optimization,
intelligent opportunistic routing protocol (IOP) ©® also protocols AODV, DSDV, and DSR ") routing protocol, etc.

In the proposed system, we are proposing an advanced technique for data transmission in a WSN network where the nodes
are non-static and with limited energy supply in the vicinity. So, the consideration of data coming from the node end is with
message information along with the node authentication which we broadly called as The Geographic-based Message Node

Authentication Technique.
«7

*n - number of nodes
Fig 1. Distribution of nodes

Figure 1 broadly explains, each sensor node has to send a frequent message to the central gateway, the information contained
in the message is having the Geo-location details with a time stamp '), While Gateway sends the message, a node will wake
up and will send a reply message, after which it will be in sleep mode until its next wake call comes. This continuously happens
for all the connected nodes in the application, the cross-checking of the recent message received at the gateway with respect to
the particular node is continuously monitored for the liveliness of the respected node.

Figure 2 explains duplex communication in the wireless network with connectivity follows different protocols, which are of
two kinds. The first one is the area limited and all the sensors are in ranges of Ble, Wi-Fi, LoRa, Z-Wave, ZigBee, for this type
of communication, can make a choice of microcontroller enabled Linux-based system. Also, we can choose Gateway for WSN
sensor nodes to monitor. The other way of possibility is when the sensor nodes are distributed in the vicinity of the network
the Wi-Fi-enabled sensor nodes can be used to provide the internet. In both cases, the functionality of beacon messaging along
with the area information of the non-static node id message will be inter-shared with the Gateway for processing and prediction
of the shortest possible routing.
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Fig 2. Node described

2 Quality of Service and Essentials

The timely based intercommunication of node and gateway has to happen for the authentication of the liveliness of the nodes.
The check-in process in the real world takes place as below Quality of Services (QoS). The Quality of Service (QoS) level is a
mutual concurrence of guarantee of delivery of a message between the sender and the receiving sensor nodes.

The below are classifications:

1. At most once (0)
2. Atleast once (1)
3. Exactly once (2)

There are two ways of message delivery in the proposed model of wireless communication:

1. Message delivery from the end node to the Gateway
2. Message delivery from the Gateway to the end node

We are defining the two ways of the message delivery system because there is a need for simple communication differences
between the two 1112, The sensor node sends the information message communication to the Gateway end describes the
quality-of-service degree. The Gateway transmits the message to subscribed nodes using the QoS level that each subscribed
sensor node. If the subscribed sensor node defined a lower level QoS than the publishable sensor node, the Gateway sends a
message with a low-level quality of service 1>-1).

Let us understand the difference and the behavioral model of QoS levels implemented in the MQTT protocol:

Quality of Service level 0 is a type that is almost like “fire and forget” and the guarantee of service is equivalent to TCP
protocol as shown in Figure 3 a. The receiver will not acknowledge the message of receipt and the information will not be stored
and re-transmitted by the sender. There will be no guarantee of delivery.

PUBLISH QoS
el Gatoway / Central

System

Gateway / Central

PUBACK System

Fig 3. a - QoS0 - at most once , b - QoS1 - at least once

The sensor node requests the gateway by sending PUBLISH message, then waits for the publish acknowledgment message
packet from the receiver end. This level 1 message will be delivered at least once to the receiver node end with a guarantee. It is
possible for the information message to be sent or delivered numerous amounts of times as shown in Figure 3 b.
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The sender employs the packet identifier in every packet to match the PUBLISH message packet for the equivalent publish
acknowledgment message packet 1>17), If the node end does not receive a publish acknowledgment packet within a stipulated
interval, the node will realize the non-delivery of the message and resends the PUBLISH packet.

The more advanced level of security will be achieved by QoS 2, as shown in Figure 4. The guarantee of this service level is
for each recipient is only once the message receiving. The achievement of this type of security authentication is following the
complex level where at the minimum two requests/response follows typically four-part handshake between the sender node
end and the receiver sensor node end. The sensor node as well as the broker will continuously handshake with the use of the
packet identifier of the original PUBLISH message.

PUBLISH QoS 2

PUBREC

Gateway / Central

PUBREL System
PUBCOMP

Fig 4. QoS2 - exactly once

The most advanced level of authentication is QoS 2. When a Gateway gets a quality of service 2 PUBLISH message packet
from the sensor node, it proceeds with the published message respectively and responds to the sender node using publish
receive (PUBREC) message packet that admits the PUBLISH message packet. If the sensor node would not receive a PUBREC
packet from the Gateway, it dispatches the PUBLISH message packet yet again with a duplicate (DUP) flag until it receives an
acceptance receipt(ls’zo) .

Once the sensor node end picks up a PUBREC packet from the Gateway ?!??), the sensor node can easily reject the initial
PUBLISH message packet >, The node preserves the PUBREC packet from the broker and responds with a Publish release
(PUBREL) packet.

After the gateway receive the PUBREL packet ®*?%, it can reject all stored states and respond with a Publish complete
(PUBCOMP) packet (the same is true when the sender receives the PUBCOMP).

When the QoS 2 flow process is complete, both node and gateway are definite with the message remitted and the sender has
delivery confirmation.

2.1 Proposed Model

Fig 5. QoS 2 - exactly once

The advanced technique of communication between any nodes in the current technology trends follows the quality of service.
In the concern of secured communication in the wireless sensor network, the sensor node energy can be conserved by the best
practice of applying the quality-of-service methodologies. Here, in this proposed model as shown in Figure 5, we are developing
an algorithm called GANQ (Gateway Authentication of Nodes by Improving QoS) for non-static nodes distributed in WSN.

As we have proposed the types of QoS, the two modes of communication happen in a WSN. It depends on the Gateway ping
to the distributed nodes, which are

1. Gateway ping 1 hop beacon messages
2. Ping for destination node finalize

https://www.indjst.org/ 788
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2.1.1 Gateway Ping 1 Hop Beacon Messages
The gateway functionalities are defined as it beeps a message with the QoS pertaining to the Publish message containing the
request message to the Nodes, asking for their area information along with the Publish Acknowledgment.

Here the nodes are movable nodes. Since they are non-static and have a unique ID for each node, Gateway can request nodes
with their node Id and area information for processing.

Here the area considered is a zone, where the non-static nodes are switching between the zones; it is easy to identify the
shortest path and node authenticity.

Here the area considered is a zone, where the non-static nodes are switching between the zones; it is easy to identify the
shortest path and node authenticity. This yields the information of,

1. Node presence &
2. Area information of nodes

The process is followed like the below method

1. Atafrequent time, the node will get a message from the Gateway, asking for its area information and node authentication.
2. The proposed mode of communication follows QoS1, since it is two ways of authentication (explained in QoS), as shown
in Figure 6 a.

PUBACK PUBLISH QoS1 PUBACK PUBLISH QoS1

Areal

Area 1

——
Area 7
- - —

Area 6
Area 2
- Gateway/ Broker/ Central
System

-m‘ -md

Area 3 Ama 3

Gateway/ Broker/ Central
System

2

i i
\ ]
g

Fig 6. a- QoS2 - exactly once b- QoS 2 - exactly once

2.1.2 Ping for Destination Node Finalize
Considering a condition where the Node B requires information contained in the different zone and it needs to communicate
with the node present in the intended area. The process of communication is,

1. Node B will publish the message with the request of information related to the intended zone area.
2. Gateway analyses the request and provides the zone area presence of which node
3. Node B - Gateway - zone is Node communication continues

The above process of A & B ping happens in the Wireless communication to save time and secure mode communication as
shown in Figure 6 b.

Node B requests Gateway regarding the right selection of information node by passing the PUBLISH QoS]1, in this case,
gateway is having all information of the presence of nodes in the information areas.
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3 Results and Discussion

Simulation results of our proposed Gateway response protocol in the Wireless Sensor Network using Hive swarm, MQT T-spy
and other MQT'T Simulator are presented. Along the comprehensive experiment, we demonstrate the properties and measure
the network performance in regards to the throughput, Packet delivery ratio, Network Overhead and packet loss. The proposed
Gateway response protocol extends the other technology standards like AODV and QOD protocol through inclusion of network
density measures, data compression and data securing mechanism. In the Simulation, the set-up of the network is depicted in
the following table set of nodes and central/gateway, as shown in Table 1.

Table 1. Simulation parameter to build protocol

Simulation Software MQTT-spy and Hivemq swarm
Gateway/Central system/Broker Local host

Ports used 8080 and 1883

Software development Python

Node Activity MQTT-spy or MQTT-fx and MQT Tlens
Number of nodes Restricted to 25

Estimation of n nodes Gateway/Broker strength

The bit rate and size of data can be measured while the communication is established between Node and Gateway either,
which is directly measured by the broker software upon calculation of start, stop and data bits.

Total byte = Start byte + Stop byte 4+ Data bytes (1)

= (2+2+ 2 byte to 230MB) @)

In this simulation, we have observed the HiveMQ Swarm, which provides the successful distributed simulation environment to
test millions of MQT'T clients/nodes, millions of MQTT messages and hundreds of thousands MQT'T topic addresses as shown
in Figure 7 a. Finally, a tool to check the performance, scalability and reliability of your IoT solution before it is deployed into
production.

€ 5 0 (|0 e aeowDmcn L]

Dashboard

P I Total Inbound Publish Messages Total Inbound Volume

11% (2 cores) 1 38248

Connections per Chuster Node stached) Nethcations
VM Memory I Tetal Outbound Publish Messages Total Outbound Volume
89.93 MB /498.00 MB 18 189K8

Dok Space Il Haveblq Version Inbound Network Traffic

3B2GB /584268 460 0B/s

Running Since Hostname

202140513 08:28.39 12505510402

Fig 7. a- HiveMQ simulation software local host, b- Data transmission statistics

Data transmission rate statistics in Figure 7 b is continuously displayed in local host
The Source node is selected in stochastic manner for the transmitting the data of size as cited in the above statistic per cluster
Node. The Gateway and one of the node connections is as in the below Figure 8 a.
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File Configuration Connections Window Help File Configuration Connections  Window  Help

Control panel | matt-spy@localhost Control panel | NODE@localhost
¥ Publish message

¥ Publish message

— = @ Publish | » Topic | Broker/matt -
Data B © Py
Data A
¥ Scripted publications

» Scripted publications
Script name Source Repeat Status Meszages Last published

- and received messag
Mo scripts found - edit your connection settings or use the context menu to set script directory.

New Al |Broker
¥ Subscriptions and received messages Message 1 /10 W Showlatens M B & g @ Search 45 Tools -
Mew | An [Tostl) Toplc | Broker Time 2021/0816 17:32:02-677
1149 W Shewistest | B 4B & W @ Search A Tooks - Cats | Node Ainares A
Ter
* Recoived Messages summary [search tapics | i1 topic, 49 messages, load: 0.0/0.0/0.0)
¥ Received messages summary [search topics: 1 {1 topic, 10 messages, load: 0.2/0.0/0.0)
Topic Content Browse Messages Last receive
Test1 Value received is B v 49 2021/08/13 17:08 Topic Content Browse Messages Last receive
Broker Node A in area A v 0 2021/05015 17:32

Fig 8. a- Node side: Publish and response with respect to test case respect to test case, b- Node asking Gateway by publishing a message A
and response from the Broker script

MQTT-spy is initialized to forward area request packet to base station or intermediate past every 10seconds at the topic
address Broker/MQTT and the response comes at the subscribed topic Test1 and path of network has to be chosen with assigned
to the intermediate node against the node density and energy levels of the nodes. Node traffic is considered with constant bit
rate (CBR). The information packet length is calculated by moss calculation of data transmission, as per the test result cases

Size of Outbound data = Outbound Volume / Total outbound publish messages (3)
=2.89KB/ 118
= 24 Bytes
Size of Inbound data = Inbound volume / Total inbound publish messages 4)
=3.82KB /129
= 29 Bytes

One can question, why the difference between inbound and outbound message difference, this is because of wrong enquiry
to the broker or node in battery dead mode.

Approximating the data size will come around 26 bytes, in the vicinity of WSN, the size of data traffic is very negligible,
shown in Figure 8 b.

A manual simulation of transfer of data is achieved by using the MQTT-spy, when the operation is performing, one can
see the broker receive and transmit of the information by simple deployment of python script. The python script is running
continually at the server/ broker machine for the analysis purpose, which can be seen in below Figure 9 a & b.

In Figure 10 a, by default, the MQTT-spy provides the operation of data transfer to the broker is estimated with respect to
the time stamp of 10 seconds, 30 seconds and 5 minutes. The graph which determines the messages are popping in particular
broker topics.

Figure 10 b shows the energy efliciency comparison in conventional and proposed technique. There are four different
techniques of wireless sensor network are considered. In this paper, we have considered node centric, data centric, source
initiated and destination initiated techniques are considered. From Figure 10 b, it is cleared that in proposed technique energy
efficiency is improved compared to conventional technique. The conventional technique is based on centralised network
system. In centralised IoT based wireless sensor network, energy efficiency is degraded '), In proposed distributed IoT based
wireless sensor network energy efficiency is improved. The conventional centralised system is failed when there is a fault in the
central CPU unit, while in proposed distributed system network load is divided among the number of subsection. The energy
consumption in centralised system is also increased which leads to the decreased in the energy efficiency® . In proposed
distributed system, energy consumption is decreased due to the load of the network is divided among different subsection
which leads to the increase in the energy efficiency of the proposed technique.
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m ENERGY EFFICIENCY IN
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Fig 11. Energy Efficiency Comparison in conventional and proposed technique

4 Conclusion

We designed and simulated the Distributed IoT based wireless network system to analyses the information of nodes roaming
in a vicinity of zone area. The framework using moving nodes which will continuously give the information of their presence
in open area. We analyse the traffic with respect to 5 seconds, 30 seconds and 5 minutes. We have compared the different
protocols of wireless sensor network with respect to the energy efficiency. In proposed technique energy efficiency is increased
compared to the conventional algorithm. In node centric routing protocol, energy efficiency is increased from 55% to 68%.
In data centric routing protocol, energy efficiency is increased from 65% to 75%. In source initiated routing protocol, energy
efficiency is increased from 68% to 80%. In destination initiated routing protocol, energy efficiency is increased from 72% to
85%. The performance parameters like average throughput, average end-to-end delay and packet delivery ratio is also improved
in proposed algorithm compared to conventional algorithm. The data transmission and capacity of the complete system purely
depends on the central system CPU and its performance.
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