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Abstract

Objectives: To build a bridge to provide a solution by developing a lightweight
ECDSA method that is not only lower in computational aspect but also is
more secure than the Zhong's ECDSA. Methods: The proposed research
work performs cryptanalysis of Zhong's ECDSA and demonstrates that the
method fails to withstand MITM attacks. The proposed ECDSA uses only 1
elliptic curve point multiplication ECPM operation, 1 Modular multiplication
operation and zero Modular Inverse operations making it lightweight in terms
of computational time. Zero inverse operations save computational time as
the process involves scalar mathematics which is time-consuming. Findings:
Zhong's ECDSA is not secure. Additionally, the technique takes 13.28% less time
to sign data than the suggested ECDSA method. Through proofs, it is shown
by comparison of the proposed ECDSA and Zhong's ECDSA and cryptanalysis
that the proposed ECDSA is more applicable in real time. Although Zhong's
Method for Signature verification at the Receiver end takes 8.2% more time,
the recommended technique stands out in comparison to Zhong's ECDSA
w.r.t security. Novelty: The work is a detailed expression of the provably-
secure attack-resistant light-weight digital signature based on elliptical curve
for resource constrained applications. Advancing, the novelty of the work lies
in the comparison of the two techniques w.r.t their performance parameters
like number of keys generated, time taken to generate keys, number of keys
verified, time taken for key verification, time taken for Signature generation
and time taken for Signature verification.

Keywords: Digital signature; MITM; ECDSA; Replay attacks; Forgery attacks

1 Introduction

Today, strong cryptographic operations that are a component of cryptosystems are
crucial to information security (?), big data security® and wireless networks.
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Advanced study® requires the ECDSA toughening with the incorporation of advance secrecy where even if the Signer’s
enigmatic key is found today, digital signatures can secure previously marked messages. The toughened ECDSA should be
able to withstand security threats like man-in-the-middle attacks, replay attacks and forgery attacks. The ECDSA algorithm is
appropriately used in WSN ®), RFID (), smart card ”), adhoc networks ® and IoT ©-! implementations due to its performance
and security. ECDSA digital signatures are more effective than DSA and RSA one’s in constrained-resource devices as they work
on lower key sizes. Numerous writers have suggested utilizing ECDSA in resource-constrained situations (memory, energy,
and CPU capability). To avoid manipulation with ECDSA signatures, security measures are proposed. Many techniques are
devised to withstand attacks and thereby improve the security issues in networks '), However, in terms of time, storage, and
sophisticated computations, these defenses are too expensive. By developing novel digital signature schemes based on elliptic
curves, security targets can be met, such as confidentiality, legitimacy, and non-revocation. When creating an ECDSA scheme,
the computational time is the main worry, and it also depends on the number of ECC and inverse operations. Researchers now
face a challenge as they work to update ECDSA while maintaining security and computation time as their top priorities. Thus,
maintaining the need of a low, computationally inexpensive ECDSA based scheme which is also secured is the objective of each
researcher today. This has been a major topic of concern in spite of much work done in the direction of ECDSA enhancements.

Hong Zhong’s ') ECDSA is a work in the same direction to reduce the computational expense required during the process
of creating and verifying signatures, by making an effort to achieve strength by omitting the inverse standard operations. The
challenge of computational time and speed are considered by Zhong’s scheme but the void is security for which the research
article proposes a novel technique which is further validated for attacks. The research article presents the Zhong’s ECDSA
method, performs cryptanalysis over Zhong’s method and also evaluates its performance. Further the work also proposes an
Improved ECDSA method which is lightweight in terms of the ECC operations and zero inverse computations. The improved
ECDSA is proved to be more secure than its predecessor. The performance parameters of Zhong’s ECDSA and proposed ECDSA
are compared using NIST ECDSA standards.

2 Methodology
2.1 Zhong's ECDSA Scheme

The middleman or intrusive party can rapidly change or replace the message that the recipient cannot understand by changing
the hash value. Zhong’s scheme !> aims to improve efficiency by reducing the reserve standard inverse operations, but it is
insecure because it does not satisfy the security requirements for a digital signature scheme since it is vulnerable to a hacker
completely changing the message and replacing the current message hash value with a different hash value. The notations used
are as follows:

G: Basepoint of elliptic curve

d: Private key of Alice

m: message

e: hash value of message m

2.1.1 Signature Generation Phase
When Alice sends the message to Bob, and so obtains a digital signature r, s which is generated by the following steps:
Step 1: Select a random k in the range of [1, n - 1]
Step 2: Compute a curve point k* G = (x1, y1)
Step 3: Compute value of r = x1 mod n. If r = 0, then go back to step 1
Step 4: Compute the value of e = SHA -1(m)
Step 5: Compute the value of s = (e +k + r d) mod n. If s = 0, then return to stepl
Step 6: Send the message m and computed digital signature (r, s)

2.1.2 Signature Verification Phase

Following these steps, Bob validates the digital signature:
Step 1: Confirm that r and s are integers in [1, n-1]. If not, the signature is Invalid
Step 2: Calculate e = SHA -1(m)
Step 3: Calculate w = (s - €) mod n
Step 4: Ascertaina curve X=w* G -r* Q = (x1, yl)
Step 5: On the off chance that If X=0, the digital signature is invalid else ascertain
v=xI modn.

https://www.indjst.org/ 1206
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Step 6: Bob will acknowledge the digital signature if and only if v=r

2.2 Cryptanalysis of Zhong's ECDSA scheme

By simply adding the hash value, the Middle Man or intruder can easily change or supersede the message that the receiver
cannot interpret. Let m1 be the message of the middle man, which is modified or replaced by the original message m, whose
hash values el and e respectively. The following is a full discussion of the cryptanalysis of Zhong’s scheme, which demonstrates
how Zhong’s strategy favors man-in-the-middle attacks.

The following is an account of the attack:

1. Compute hash value e of the message m

2. Compute signature for messagem,s=e+k+rd

3. New/modified message m1

4. Compute hash value el of the message m1

5. Compute signature for new message m1, sl=s - e + el

6. (s1, x1) is the signature for the message m1.

7. Substitute the value of s from step 2 in step 5 we get,

sl=e+k+d-e+el

where s1 is Middle Man’s signature element.

Hence, a hacker can change the message’s hash value and add new data without knowing the Sender’s or the Receiver’s private
or public keys. Security is at risk because the receiver cannot recognize this alteration. One of the most significant weaknesses
in the Man in the Middle assault is revealed as the security of Hong Zhong’s strategy is investigated. The system aims to increase
effectiveness by decreasing reserve standard inverse operations, however it falls short of security due to the possibility of message
modification and failure to meet the security requirements of a digital signature scheme.

2.3 Proposed Certificateless, Provably- Secure ECDSA

2.3.1 Stage of Key Generation

Using generating point G and random integer number r the public key K is computed as follows:
1. Choose a random integer number r in the interval [0, n-1].
2.Compute K=r*G
3. The key-pair combination is (r, K) where r is the Private Key and K is the public key.

2.3.2 Stage of Signature Generation
The Signer makes the following advances to sign message m using the domain parameter and private key:

Usingl < p < n —1 Select a random integer p (secret key)

The value of z = H(m) is ascertained

f=((z+p) @ (p +1)), where @ is Ex-OR operation is ascertained
d = x-coordinator (f * G) is ascertained

Determine s = (z * r) + f mod n. If s = 0 then return to step 1

AN A o

Signature for the message m is (d, s)

2.3.3 Stage of Signature Verification
At the Receiver side, the message m ought to be validated with the following steps:
1. Firstly, confirm that s is an integer in the range [1, n —1]
2. Compute the hash value z of the message/document m
3.W=(x1Lyl)=s*G-z*K
4. v = x-coordinate(W), finally, authenticate the signature by checking whether the equivalence v = d holds.

https://www.indjst.org/ 1207
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2.4 Security Proof of Proposed Certificateless, Provably- Secure ECDSA

2.4.1 MITM Attack
If the signature for the message m is (d, s) and was generated by the authorized Sender, then s = (z * r) + f mod n is true. The
following proof can be used to determine whether the algorithm is correct:

W=sxG—zxK=(z*xr)+f)«G—2zxK
=zxr+xG+ fxG—z7xK
=zxK+fxG—-zxK ey
= f * Gx— coordinate (W)
= x—coordinate (f * G)

As aresult, v = d as a reason, the suggested technique by Hong Zhong et al, lacks to prevent the Man in the Middle attack
Sender: Bob Signature Generation

s = [(zxr) + fmod n] (2)
Receiver: Alice Signature Verification
W=(xl,yl) =s+«G—2zxK (3)
Intruder: Darth MITM Attack
sl=[(z*7r)+ fmodn] —z + zl (4)

Darth tries to modify s1 from s but fails to achieve s1. Thus, Signature sl fails on verification at Receiver Alice’s end

2.4.1.1 Signature verification. At the Receiver side the message m ought to be validated with the following steps:

1. Firstly, confirm that s is an integer in the interim [1, n —1]

2. Compute the hash value z of the message/document m

3.W=(x1,yl)=s*G-2z*K

W= {[(z*1) + fmod n] -z +z1} * G - z * K Substitute Equation (4) in Equation (3)

=z r*G+f*G-z2*G+z1*G-z*K

=z*K+f*G-z2*G+2z1*G-z*K

=f*G-z2*G+z1*G

Since z # 71,

x-coordinate (W) # x-coordinate (f* G)

v#d

And Signature Verification fails

4. v = x-coordinate(W), finally, authenticate the signature by checking whether the equivalence v = d holds.

S=(z*r)+fmodn in an instance when the signature for the message m is (d, s) and was actually created by the authorized
Sender. The aforementioned demonstration thus establishes that the ECDSA approach is effective in fending off the man-in-
the-middle attack.

2.4.2 Replay Attacks
To avoid replay attacks, both the sender and the recipient should create a completely random session key, which is a type of
code that is only valid for one transaction and cannot be reused. Another safeguard against this kind of assault is the use of
timestamps in all messages. This limits the window of opportunity for an attacker to eavesdrop, syphon out the message, and
resent it by prohibiting hackers from resending communications transmitted after a particular period of time.

Sender: Bob Signature Generation

d = x—coordinate (f * G)

s = [(z*r) + fmodn] + Na )

Where Na is the Timestamp/Nonce added for the Signature Generation Session at the Sender Side. It is a random number for
that session only

https://www.indjst.org/ 1208
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Receiver: Alice Signature Verification
W= (xl,yl) =s+G—zxK (6)

Intruder: Darth Replay Attack
W=[((z*r)+f) + Na)[*G-z*K
Substitute Equation (5) in Equation (6)
Na’ is time stamp created for this session and Na’ # Na
V = x-coordinate (W)
x-coordinate (W) # x-coordinate (f * G)
Hence,v#d
As Na’ # Na, doesn’t match the time created at the Signature Verification session

2.4.3 The validation of the algorithm can be tested using the following proof for Replay Attack
The following proof can be used to determine whether the algorithm is correct:
Replay Attack at the Signature Verification Side:

2.4.3.1 Signature Generation Phase. 1. d = x-co-ordinate (f* G)

2.s=[(z*r) + fmod n] + Na

Where Na is the Timestamp/Nonce added for the Signature Generation Session at the Sender Side. It is a random number
for that session only

2.4.3.2 Signature Verification Phase. W =(x1,y1)=s*G-z*K

Substitute Equation (5) in Equation (6)
=[((z*r)+f)+Na)]*G-z*K
=[z*r+f+Na]G-z*K

=[z*n)*G+(f*G)+Na*G-z*K
=z*K+f*G+Na*G-z*K
=f*G+Na * G

=(f+Na)*G

V = x-coordinate (W)

x-coordinate (W) # x-coordinate (f* G)

Hence, v # d

As Na # Na, does not match the time created at the Signature Verification session

2.5 Digital Forgery Attack

Digital signature forgery is the ability to create a message and a signature that are both valid but have never been created by
the legitimate Signer. The Proposed Certificateless, Provably- Secure ECDSA method forbids the creation of counterfeit digital
signatures.

Sender: Bob Signature Generation

(d, s) is the signature for the message m

s = [(zxr) + fmod n] (7)

Intruder: Darth Forgery Attack
s'= fake signature

sSs=E )+ [(+p)e (p)+ 7)) modn (8)

Even though Darth avoids solving p; forging is impossible due to random r’
The correctness of the algorithm can be tested using the following proof for Forgery Attack:
d: Private key of Sender
m: message
z: hash value of message m
r: random integer number in interval [0, n-1].

https://www.indjst.org/ 1209
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p = random integer p (secret key of Sender) with 1<p <n —1.
s = signature generated by Sender

@ = Ex-OR operation

f=((z+p) & (p+1)

s1= fake signature

Signature for the message m is (d, s)

2.5.1 Fake Signature Generation
Despite being unable to obtain the Signer’s private key, if an attacker can get the Signature for the message m, it is (d, s).
The attacker then wants to forge the Signature.

os = [(zxr) + fmodn]

esi= (x5 1) + (e + p1) & (pl + r1))] mod n ®)

The attacker even though avoids solving p1, however because of randomness r1, forgery is out of question.

3 Results and Discussions
3.1 Input Specifications for ECDSA

The Weirstrass ECC curves are used for the experiment. The notations of the ECC curve are briefed below:

E: The elliptic curve under consideration, which is defined over the field GF(p) where p is a large prime and consisting of
the point at infinity and the points (x, y) satisfying the equation

E:y?> =x® + ax + b (mod p) where a and b are constants and 4a® + 27b? # 0 (mod p).

p: A large prime which specifies the field over which the elliptic curve is defined, GF(p).

a and b: Constant curve parameters

x and y: The x and y coordinates of an affine point on the curve.

G: A point on the curve with order n, referred to as the basepoint and forming part of the domain parameters.

P, Q and R: Points on the curve.

#E(GF(p)) or n: The number of points on the curve, also known as the order of the curve.

n: The large prime order of the group of elliptic curve pointsc: A value such that n = #E(GF(p)) =c - n.

d: The private key of a user of the curve such thatd € [1,n — 1].

W: The public key of a user of the curve. W is found using the equation W = [d]G.

r € R S: ris randomly chosen from the set S.

The NIST standards for ECC at official the website https://csrc.nist.gov are used for experiment analysis. The performance
metrics of the Proposed Certificateless, Provably- Secure ECDSA are described by the standards at www.ietf.org. The parameters
are represented in figurel to figure 6.

1. keygen: Time taken to generate key pairs

keygen

M Proposed ECDSA Zhong's ECDSA

nerate Key

0.35408B882 13331

Time taken to Ge

(sec)

0.1602@4ERPE 74466

MIST 224 MIST 256 MIST 384 NIST 521

ECC NIST STANDARDS

Fig 1. keygen for Proposed ECDSA and Zhong’s ECDSA

The results in Figure 1 depict that the key generation time of the Proposed ECDSA using the standard NIST standards is
0.564 % less than Zhong’s Method. The resultant values are an average of 10 cycles of execution with the standard NIST input
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parameters.
2. keygen/s: How many keys per second can be generated

keygen/S

M Proposed ECDSA Zhong's ECOSA

3 s 0qp 15.302 o
14.228 12 g45 13.81
10.4
I l I B

np 11.355
NIST 152 MIST 224 NIST 256 MIST 384 NIST 521

GEMWERATED/SECOND

ECC NIST STANDARDS
Fig 2. keygen/s for Proposed ECDSA and Zhong’s ECDSA

The results in Figure 2 depict the number of keys generated/second by the Proposed ECDSA and Zhong’s Method using
the standard NIST standards. The Proposed method generates 1.1% lesser number of keys than Zhong’s Method which is not a
matter of concern for our scope as we are focused more on the time factor in real time applications. The resultant values are an
average of 10 cycles of execution with the same input parameters.

3. sign: Time taken to sign data

sign
M Proposed ECDSA Zhong's ECDSA

ec)

0.355255604

Time taken to Sign(se

0.082162619
0.013332 108 0024538 188
—

NIST 256 MNIST 384 NIST 521

ECC NIST STANDARDS

Fig 3. sign for Proposed ECDSA and Zhong’s ECDSA

The results in Figure 3 depict that the time taken to sign data by the Proposed ECDSA using the standard NIST standards is
considerably less than Zhong’s Method. The Zhong’s Method takes 13.28% more time to sign data than the Proposed ECDSA
Method making our method more applicable in real time. This is a critical requirement of applications where communication
is time critical. The resultant values are an average of 10 cycles of execution with the same input parameters.

4. sign/s: How many signatures can be made per second

The results in Figure 4 depict the number of signatures generated/second by the Proposed ECDSA and Zhong’s Method
using the standard NIST standards. The Proposed ECDSA method generates 47.15 % more number of signatures than Zhong’s
Method making it stand out in wider application areas. The resultant values are an average of 10 cycles of execution with the
same input parameters.

5. verify: Time taken to verify signature

The results in Figure 5 depict the time taken to verify signature at the Receiver end by the Proposed ECDSA and Zhong’s
Method using the standard NIST standards. The resultant values are an average of 10 cycles of execution with the same input
parameters. The Proposed ECDSA method takes 8.2% less time than Zhong’s Method for Signature verification at the Receiver
end making it stand out in wider application areas where computation time is of concern.

6. verify/s: How many signatures can be verified per second

The results in Figure 6 depict the number of signatures verified/second at the Receiver end by the Proposed ECDSA and
Zhong’s Method using the standard NIST standards. The resultant values are an average of 10 cycles of execution with the same
input parameters. The Proposed method verifies 0.62% greater number of signatures than Zhong’s Method.

Due to the wide range of applications in critical sectors, security is essential to the success of every internet application.
Researchers have been using a variety of techniques for decades to create reliable digital signature systems that can withstand
security flaws. By reducing the amount of elliptic curve mathematical operations, they are also attempting to lower the associated
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sign/s

M Proposed ECDSA M Zhong's ECDSA

81.071284985

T72.002746687

64.439521271

40751863043

23.369350954

NOLUT JIENELUTES CTedaueu) seconu

05702755 B
BE875633 70285012
88240815

14874669

NIST 192 MIST 224 NIST 256 MIST 384 NIST 521
ECCNIST STANDARDS

Fig 4. sign/s for Proposed ECDSA and Zhong’s ECDSA

verify
M Proposed ECDSA M Zhong's ECDSA

1.608942436

i 1.460094;
i
P
]
1 E
e
ig
C 3
P 0.493131161
H 0.360113
P 0.0860809E3 20523 0-1360884F139965 0 12350608872137
m | -
NIST 182 NIST 224 NIST 256 NIST 384 NIST521

ECC NIST Standard

Fig 5. verify for Proposed ECDSA and Zhong’s ECDSA

VERIFY/S
=

10.4898Q.40754

12
10
7.29936 RITEED o363
2.77691
02784
H“S 63445

NIST 192 MIST 224 MIST 256 MIST 384 NIST 521

No. of Signatures
verified/second

(=R R ]

ECC NIST Standard

Fig 6. verify/s for Proposed ECDSA and Zhong’s ECDSA

processing expenses. The systematic examination of several versions is evaluated for computing effort and security in terms of
thwarting attacks.

3.2 Comparison of ECDSA Schemes w. r. t Resistance to Attacks

The Proposed Certificateless, Provably- Secure ECDSA Method is resistant to Replay attacks, MITM and forgery attacks as
compared to Zhong’s ECDSA Method which could sustain only replay attacks. Thus, the Proposed Certificateless, Provably-
Secure ECDSA scheme without adding any overheads to computations or any need of any Certificate scheme to generate keys
is sturdier. The Table 1 summarizes the resistance of the schemes to the attacks.
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Table 1. Comparison of Proposed ECDSA & Zhong’s ECDSA wrt Resistance to Attacks
SCHEME Resistant to Attacks
Hong Zhong et al 1) Replay Attack
Proposed Certificateless, Provably- Secure ECDSA Replay, MITM Forgery

4 Conclusion

To determine the most significant Man in the Middle attack weakness, the security of Hong Zhong’s plan is examined, and
cryptanalysis is carried out. The cryptanalysis of Hong Zhong scheme attempts to achieve potency by decreasing the reserve
standard inverse operations, but it fails to achieve security because an attacker can easily change the message and replace the
current message’s hash value with a different hash value, negating the scheme’s attempts to meet the security requirements
for a digital signature. The flaw in its peer Zhong’s scheme is fixed by the suggested enhanced ECDSA scheme. The proposed
Certificateless, Provably- Secure ECDSA outperforms Zhongs ECDSA as it is resistant to digital fabrication and attacks.

For key generation pairs, Zhong’s Method requires 0.564% longer time than the proposed elliptical curve digital signature.
The number of keys produced by the proposed ECDSA technique is 1.1% fewer than those produced by Zhong’s method,
however this is not relevant to our work because we are more concerned with the time factor in real-time applications. Our
method is more relevant in real time since the Zhong’s Method takes 13.28% less time to sign data than the suggested ECDSA
method. The suggested technique stands out in broader application areas where calculation time is a concern since it requires
8.2% less time than Zhong’s Method for Signature verification at the Receiver end.
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