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Abstract
Background/Objectives: Among the powerful techniques against the protected hash functions (SHA) the method of fault
injection attacks. For obtain the confidential information, the method consist to inject this attacks during the process of
the hash algorithm. In literature, they proposed a many methods of countermeasures to secure the SHA implementation
against these attacks. Methods/Statistical Analysis: In this paper, we proposed a new scheme of fault detection;
this scheme is based on the combines of two redundancies named hybrid redundancy for the hash algorithm. The
weaknesses and the strengths of our proposed method against the fault attacks are discussed. Findings: our schemes
proposed reaches 99.999% fault coverage. Moreover, we are implemented our proposed scheme on Xilinx Virtex-5
and Virtex-II Pro FPGA. Its area overhead fault coverage, frequency and throughput degradation have been compared
and it is shown that our proposed scheme allows a trade-off between the security of the SHA and hardware overhead.
Application/Improvements: Compared to other work, our fault detection scheme has the important performances in
terms of frequency, occupied slices, fault coverage and throughput.
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1. Introduction

Hash functions pertain public cryptographic functions.
The principle of this algorithm is to obtain a fixed size
from a message of variable size. The fixed size is used
as the authenticator. Hash functions are used in many
applications such as stocking the password, digital
signature crypto processor, and verification. For ensuring
a high security protocols, the hash functions are used for
message integrity objective and entity identification.
In a cryptographic hash algorithm, first, an arbitrary
length message of is padded. Second, it’s the initial message
is divided into n blocks, in order to obtain the message
digest you must convert the input to output fixed length1.
The padding output are calculated iteratively by a hash
unite (compression function); the results are the message
digest. The cryptographic hash function is actually
implementation in very large of applications. Same, to
secure the Secure Hash Algorithm (SHA) architecture
against the fault injection attacks, such as the Simple
Fault Analysis (SFA) and the Differential Fault Analysis
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(DFA). The idea is consist to pull out the secret key by
the method of injection of faults into a crypto processor.
After, we are analyzing the results from the fault presence
of the system.
To describe the attacks by faults three essential phases
are presented.
• First phase: Fault models vary in various aspects
including the attack position, e.g., a memory or a
register position, setting, or resetting, the attack time
point, the number of attacked bits, and the kind of
bit manipulation such as bit flipping, the duration of
the fault.
• Second phase: we are defined the fault model
previously which makes to inject the according
errors. For this, various techniques can be used such
as applying power supply peaks2-10, magnetic fields11,
optical signals12, temporary clock drifts13-14, and high
temperature15.
• Third phase: to extract the secret-key of crypto
processor the results is estimated in the light.
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In the literature a large number of fault detection
schemes are proposed, also, different types of faults are
presented such as permanent or transient.
In this work, we describe our proposed scheme for
the implementations of hash functions. This paper is
organized as follows. The related background knowledge
is described in section 2. The error analysis simulations are
presented in Section 3we are described and classified the
hash functions implementations a according to the sort
of the redundancies scheme in section 4. The proposed
are compared in terms of capabilities implementation
cost and fault detection. In section 5, the proposed fault
detection scheme for the SHA implementation is existed
in section 6. Its experimental synthesis results and
performances are discussed and compared in terms of
frequency, fault coverage, throughput, and area in section
7. Section 8 concludes the paper.

For i =1 to N
{
Initialize registers a, b, c, d, e, f, g, h with the (i-1)st intermediate hash value.
SHA-256
For t= 0 to 63:
{
T = h + Σ1256 (e) +
Ch(e, f, g) + K{256}
+ Wj
j

SHA-512
For t= 0 to 79:
{
T = h + Σ1256 (e) +
Ch(e, f, g) + K{256}
+ Wj
j

T2 = + Σ0256 (a) +
MAJ (a, b, c)

T2 = + Σ0256 (a) +
MAJ (a, b, c)

0

0

2. Background

h = g

h = g

The NIST was first published the Secure Hash Standard
(SHA) in 19931617. A new hash function SHA-2 was
proposed in 2001. These new hash families SHA-2, use
larger digest messages, making them more resistant to
possible attacks and allowing them to be used with larger
blocks of data, up to 2128 bits.
The SHA-2 hash function is composed by the SHA
(256/224, SHA/512) hash algorithm, the differences
between the versions are in the size of the final digest
message the initialization vectors, and the size of the
operands, All descriptions of SHA-256, SHA-384 and
SHA-512 algorithms can be found in the official NIST
standard18. Table 1 show a comparative study in terms of
function characteristics of four hash algorithms19–21.

g = f

g = f

f

f

Table 1. Functional characteristics of three
hash functions
Hash function
Size of hash value (n)
Complexity of the best attack
Message size
Message block size (m)
Word size
Numbers of Words
Digest rounds Number
Constants Kt Number

2

The SHA-256 and SHA-512 algorithms are very
similar. A pseudo code for this algorithm is given in
listing 1:
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256
256
2 128
<264
512
32
8
64
64

384
384
2 192
<2128
1024
64
8
80
80

512
512
2 256
<2128
1024
64
8
80
80

= e

= e

e = d + T1

e = d + T1

d = c

d = c

c = b

c = b

b = a

b = a

a = T1 + T2

a = T1 + T2

}

}

3. Countermeasure
The countermeasures are based on some types of
redundancies: temporal, information and hardware
redundancies. In hardware redundancy, we duplicate a
copy of the hardware are implemented to make the same
calculate on the same information we duplicate a copy of
the hardware implementation. This method offered 100%
fault coverage and it can be detect transient fault and
permanent fault. Yet, this technique is not appropriate for
many applications because it has at least 100% resource
overhead.
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The method of the time redundancy, we are used the
same input information for repeat the same calculation in
the same hardware. This method uses minimum hardware
overhead, and is appropriate for detecting transient faults
and it has a 100% timing overhead.
In the information redundancy the implementation
cost varies depending on security level detect all faults.
These methods use some supplementary information
such as parity bits and other fault detection codes to
detect errors in a system. This type of countermeasure
allows a trade-off between the security of the SHA and
the implementation cost.
In21, Bahramali et al proposed a novel time-redundancybased fault diagnostic scheme for the implementation of
SHA-1 and SHA-512 round computations.
Abdulhadi et al presented22 a fault model is based
on flipping two bits to decreases the tour number of the
SHA-512 function. To detect and prevent the attacks,
countermeasures have been proposed. An FPGA
implementation used for evaluated the attacks and the
countermeasure.
Imtiaz et al proposed in23 detailed analysis of the
propagation of errors to the output in the hardware
implementation of SHA-512. This analysis includes the
single, transient as well as permanent faults that may
appear at any stage of the hash value computation. They
proposed an error detection scheme based on parity
codes and hardware redundancy.

4. Error Analysis
In this section, we discussed the robustness of the
unprotected SHA (256/512) against single and multiple

faults. The purpose of the error analysis is to comprise
the impact of a fault inserted in the SHA operations. We
considered the faults are transient as well as permanent
and their effect on the hash process is analyzed.
Experiments faults analysis consist to injected one faulty
bit in the operation input and determinate the faulty bit
number in the output of the same operations. Those faults
were injected randomly in each operation.
The addition operation is based on the CSA2425
architecture. A faulty bit in any one of the input addition
results a faulty output. Table 2 presents the effect of fault
attacks on the addition operation. This fault attacks
consist to introduce one error in one of the 3 inputs of the
addition operation.
As presented in Table 2, if a fault is injected in the input
of the addition operation, it results an erroneous pseudosum and erroneous pseudo-carry in 100% and 50% of the
case respectively. This means that the fault masking takes
place in addition operation.
The Σ0 function and the function Σ1 are based on
the rotate operations and a faulty one bit in the Σ input
generates only one faulty output bit. The faulty bit position
in the output is modified due to rotation process.
Figure 3 presents the effect of one bit injected in the
input Wj-2 of σ1 operation. The σ1 operation performs the
[SHR 7(x)] function where the message data is shifted 7
bits to the right. This means that the last seven bits in the
message data is ignored which explain that the output
results is zero error in 2.76% of the fault attack cases.
The CH operation is composed of three input, one
of them had be selected or the injection of a fault. The
operation Ch( x, y, z ) = ( x ∧ y ) ⊕ (¬x ∧ z ) is such
that the fault in the output is undetected due to fault
masking caused by the carry output of CSA.

Table 2. Propagation of error in CSA
x

y

z

0
0
0
0
1
1
1
1

0
0
1
1
0
0
1
1

0
1
0
1
0
1
0
1

Vol 10 (19) | May 2017 | www.indjst.org

Correct outputs
Pseudo-carry
Pseudo-sum
carry xy + xz + yz
x⊕ y⊕ z
0
1
1
0
1
0
0
1

0
0
0
1
0
1
1
1

Erroneous outputs (error in z)
Pseudo-sum
Pseudo-carry
carry xy + xz + yz
x⊕ y⊕ z
1
0
0
1
0
1
1
0

0
0
1
0
1
0
1
1
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4.1 Error Analysis of a Digest Round

we conduct a multiple faults attacks where two input bits
of CH have been chosen for the injection of an error. The
attacks results are shown in Figure 1(b). The results are
zero error output in 22,44%, one error output in 54,75%
and two bit error output in 22,8% of fault attacks cases.
The
MAJ
function
is
computed
as
MAJ ( x, y, z ) = ( x ∧ y ) ⊕ ( x ∧ z ) ⊕ ( y ∧ z ) . The singlebit error attacks effect against the MAJ function is
presented in Figure 2(a). The result show zero error
output in 65.89%, one error output in 34.11% of fault
attacks cases. The multiple fault attacks results against the
MAJ function are shown in Figure 2(b)., and it shown that
and two bit error output in 11.56% of fault attacks cases.
Figure 3 shows the single-bit error attacks result
against the σ function. In 72% of fault attacks cases, one
bit of σ output was in error.

The fault attacks were performed against the Wj using
single error. The data message length is 1024 bits and 512
bits for SHA-512 and SHA-256 respectively. To simulate
the robustness of the digest round, only one bit of the data
message injected.

4.2 Error Analysis of a Block Round

The used message consists of 20 data blocks where
the output of each blocks is 1024-bit. The number of
erroneous bits is 3200-bit.
The CH function consists of three inputs where only
one input (input x) is affected with a single errors. The
single-bit error attacks effect against the CH function is
presented in Figure 1(a). The results show that the error
masking taking place in 65% of fault attacks cases. Then
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Figure 1. (a)ERROR : 1-bit is injected in 'x'.
(b) ERROR : 2-bit are injected in 'x' and 'z'.
Figure 1. Distribution of output faults in CH function.
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Figure 2. (a)ERROR : 1-bit is injected in 'x'.
(b) ERROR : 2-bit are injected in 'x' and 'z'.
Figure 2. Distribution of output faults in MAJ function.
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Figure 3. Distribution of output faults in SEGMA function.

256 and SHA-512, the most important operation is the
addition. Figure 4(a) presents a normal time redundancy
for this operation.
The C(t1) is the results of adding, at time t1, the two
operands A and B while the C(t2) is the results of adding,
at time t2, the two operands A and B. Then, the addition
compares the two outputs (C(t1) and C(t2)) to detect only
the transient faults attacks.
To contain this problem, we use the method shown in
Figure 4(b) where A and B are added at time t1, i.e., C(t1)
= A(t1) + B(t1). Then at t2 the input B(t2) is subtracted
from C(t2). Then, a comparison is performed between
A(t1) to detect all the faults in the adder.

5. A
 Fault Detection Scheme for
SHA-256 and SHA-512 Round
Computations
The SHA fault detection scheme is implemented to improve
the protection of SHA function against the fault attacks.
To improve the robustness of SHA implementation, a
few fault detection schemes have been proposed. To
propose a fault detection scheme that realizes a trade-off
between the security of the SHA and their performances,
we study some previous proposed methods to secure the
SHA. The performances of those methods are studied and
compared in terms of detection capabilities percentage
and the hardware cost. Until now, the proposed solutions
in literature are based on three types; hardware, temporal
and information redundancies.
The SHA-256 hash function takes an arbitrarylength input message and generates a 256-bit output.
The arbitrary-length input message is divided into a data
blocks of 512-bit where each block expansion generates
64 × 32-bit. The SHA-2 round computation comprises of
addition, logical rotation and these functions ∑0, ∑1, CH
and MAJ. The final hash value is obtained by add the last
round output to the other blocks outputs. For the SHA512, it generates a hash output of 512-bit data length
where the data blocks length is 1024-bit. The SHA-512
round function consists CH, MAJ, σ0 and σ1 functions,
the addition operations and the logical rotation. For the
SHA-256 is performed consists of 64 round computations
where the SHA-512 is realized in 80 round computations.
In this section, in order to protect the SHA-256 and
SHA-512 against the transient fault attacks, we proposed
time redundancy fault detection scheme. In the SHAVol 10 (19) | May 2017 | www.indjst.org

Figure 4(a). Normal time redundancy.

Figure 4(b). The proposed time redundancy.
Figure 4. Time redundancy in an adder.

5.1 Protection of Σ System

This work present a fault detection scheme to protect the
Σ functions against the fault attacks which based on the
(n+1,n) Cyclic Redundancy Check (CRC). The variable n
is the number of byte in the encryption data. All detection
operations are performed over GF(28), while the generator
polynomial of degree (n-1) is:
g (x)= x + 1 					(1)
The SHA implementation consists of two sum function
Σ0 and Σ1 which based rotates operations. If a faulty bit
Indian Journal of Science and Technology
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is injected in the Σ function, a single erroneous bit will
be produced in the output. The erroneous bit position is
determinate due to rotate operation. The sum Σ0 consists of
three rotations: ROR28, ROR34 and ROR39. If an erroneous
bit is injected in the Σ0 function, three erroneous bits
will be produced in the output. In the functions Σ0, the
rotations transformation can be expressed as:
(2)
RORi28 = ROR028 ⊕ ROR128 ⊕ ROR228 ⊕ ... ⊕ ROR728

faults have been introduced in all possible location: every
byte, every transformation and at every round.

RORi34 = ROR034 ⊕ ROR134 ⊕ ROR234 ⊕ ... ⊕ ROR734
RORi39 = ROR039 ⊕ ROR139 ⊕ ROR239 ⊕ ... ⊕ ROR239

Once we obtain different rotation equations, we
calculate Σ0 from the equation below:
3
3
3
3
(3)
28
34
39

=
∑∑

∑ ROR

0
=i 0=i 0

Σ0.

(i ) ⊕ ∑ ROR (i ) ⊕ ∑ ROR (i )

=i 0

=i 0

Figure 5 has shown our proposed detected scheme for

Figure 6. Simulation model for single faults.

As presented in Table 3, our detection scheme, for the
hash implementation, can detect all even-bit and oddbit faults. The undetectable faults percentage reaches 0%
against single faults attacks. This means that the detection
capability percentage achieves 100%. Thus, we conclude
that our scheme for the SHA ensures sufficient security
against the single fault attacks.
Table 3. Detection capability of the proposed fault
detection scheme: single fault attacks

Figure 5. Proposed solution for sum Σ0.

6. Error Detection
To evaluate of the proposed scheme for the hash
implementation, we have considered two types of faults:
single faults and multiple faults.

6.1 Single Fault Attacks

In the first fault attacks, we considered the single faults
where only one byte of the message data is affected. For
this propose, we proposed the simulation model described
in Figure 6.
The generated faults using the proposed model are
different in terms of erroneous bits in one data byte. Those

6
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Fault multiplicity
1
2
3
4
5
6
7
8
Average

Number of
injected faults
5120
17920
35840
44800
35840
17920
5120
640
-

Number and percentage of
the detected faults
100%
100%
100%
100%
100%
100%
100%
100%
100%

6.2 Multiple Fault Attacks

In the second experiments, we considered the multiple
faults where more than 2 bits in 2 different bytes of the
message data is affected. For this propose, we proposed
the simulation model described in Figure 7. The number
of erroneous bits varied from 1 to 20.
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As for as, the percentage of undetected errors up to
1,19% when the multiplicity is 2 when the multiplicity is
8, the percentage up to 0,0150%. For the last test named
random, the percentage is 0,001%. Thus, we conclude that
our scheme for the SHA ensures sufficient security against
multiple fault attacks.

7. Implementation of the
Proposed Fault Detection
Scheme
Figure 7. Simulation model for multiple faults.

The proposed solution for SHA is simulated by 21
tests different in terms of erroneous bits in the 512-bit
message data. The protected solution is simulated using
2.000.000 random faults in every test. These faults have
been injected in all possible location: every byte, every
transformation and at every round. The multiple fault
attacks results are presented in Figure 8.
As seen in the Figure 8, all injected faults with odd
erroneous bit were detected. The detection capability
percentage is always 100%. Figure 8 show also that the
undetectable faults percentage decreased dramatically
when erroneous bit number increased.

Figure 8. Percentage of the undetected multiple faults
injected in the hash implementation.

In this section, we present the FPGA implementation
results of the protected SHA and a comparison with the
unprotected SHA. The two implementations have been
modeled using VHDL, simulated and synthesized using
by ModelSim 6.6 and Xilinx ISE 10.1.03 respectively.
The FPGA platform used is the Xilinx Virtex-5. Table 4
presents the implementation results.
As seen in Table 4, the unprotected SHA requires
922 slices for 151,88 MHz maximal Frequency while the
protected SHA necessitates 11,93 % more slices than the
unprotected SHA. The FPGA implementation results
show, also, that our fault detection scheme does not
affect the working frequency of the SHA function which
means the proposed detection scheme ensures high
implementation performances.
Table 5 presents comparison between the proposed fault
detection schemes with other work. Since, the most of the
previous works are presented an FPGA implementation
on VIRTEXII Pro, we implemented the proposed fault
detection scheme on this device. FPGA implementation
resultants show our proposed method occupies 33,52%
less slices and the frequency augments about 45% than
the work presented in21. Table 5 show, also that our
proposed design results about 314, 39% throughput
overhead than21. At security level, the proposed detection
scheme achieves 99,999% detection capability while the
scheme in21 achieves 99% fault coverage. Therefore, our

Table 4. FPGA implementation of the proposed fault detection scheme: results
SHA-512
Without fault detection
With fault detection
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Area (Slice)
(overhead)
922
1032 (11,931%)

Frequency (MHz)
(degradation)
151,883
151,883 (»0%)

Throughput (Mbps)
(degradation)
1829,743
1829,743 (»0%)

Efficiency
(Mbps/slice)
1,985
1,773
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Table 5. FPGA implementation of the proposed fault detection scheme: results and comparison
SHA-512
[21]
Proposed

Fault coverage %
99%
99,999%

Area (Slice)
(degradation)
2062
2692 (33,52%)

Frequency (MHz)
(overhead)
76
117,155 (45,15%)

fault detection scheme has the highest performances in
terms of fault coverage, throughput, frequency and area.

8. Conclusion
This work presents a new SHA countermeasure against
faults attacks based on the hybrid redundancy. We analyze
the weaknesses and the strengths of this countermeasure
against the single and multiple fault attacks. The SHA
countermeasure performances in terms of frequency
degradation and area overhead for the module have been
extracted and compared. The fault attacks results show
that our SHA countermeasure has 100% fault coverage
against the single fault attacks and 99,999% fault coverage
against the random faults. FPGA implementation results
present that the frequency and throughput degradation
for the hash process are 45,15% and 314,39% respectively.
Hence, our fault detection scheme has the highest
performances in terms of fault coverage, throughput,
frequency and area.
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