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Abstract
Objectives: In this paper, an approach to online banking authorization using one-time passwords has been illustrated.
Methods/Statistical Analysis: The algorithm presented in this paper provides an infinite as well as forward One-TimePassword (OTP) generation mechanism employing two Secure Hash Algorithms viz. SHA3 and SHA2, followed by dynamic
truncation to produce human-readable OTP. An inimitable authentication scheme has been presented in which a unique
initial seed is used for generating a series of OTPs on the user’s handheld gadget (i.e. a mobile phone). Findings: The
proposed scheme demonstrated better results than the previous schemes of authorization after a security analysis was
conducted on it. This is attributed to the eradication of cellular network within the authorization process. A high level of
performance and efficiency in authentication and authorization was evident from the results that are vital for transacting
online. Applications/Improvements: In the proposed system, the inherent features of the user’s device (mobile phone)
are utilized to form the initial seed. The application of hash functions to that seed eliminates the necessity to send one
time passwords to the users via Short Message Service and decreases the limitations posed by out-of-band systems, thus
making it suitable to be employed in online banking and other financial organizations.
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1. Introduction
The Internet has altogether transformed the daily lives of
people since it is the standard medium chosen for all sorts
of communication with online services and internet business. People make use of the internet for doing all kinds of
jobs, such as sharing their private and personal information in various social networks. They conduct transactions
online for online shopping, ticket booking, fund transfer,
etc1. Consequently, privacy, as well as security, becomes
the chief issue in such transactions. This is because there is
every apprehension that an adversary may attempt to obtain
the private information of some user by eavesdropping or
actively corrupting the confidential data or information or
rendering the system unavailable for the intended users2.
The effect of growing technology has increased the
reliance of organizations on information systems. Though
*Author for correspondence

the applications based on the web can provide efficiency
and convenience, a range of new security threats may,
however, pose severe security challenges to the IT infrastructure of organizations if mishandled. For about tens
of years, organizations have been relying on the security
policies offered on the network boundary for protecting
their IT infrastructure3. Nevertheless, the conventional
security technologies and policies may not be able to
secure the web applications from emerging threats due to
the targeting of security flaws in web application designs
by the attackers4. Thus, new security policies – administrative as well as technical – must be implemented together
with web application development. Also, the common
vulnerabilities in web applications have to be understood
for tackling the threats to new application services5.
As per Internet Trends Report by Kleiner Perkins
Caufield and Byers (KPCB)6 published in 2013, mobile
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devices contribute more than 15 percent of the traffic
on the internet. This depicts that a large population of
Internet users make use of resource-constrained mobile
phones to perform the various jobs online including
banking transactions as well. Nevertheless, such users are
still vulnerable to phishing attacks just like other users7.
People are now getting more and more cautious about
the appropriate use of information, specifically personal
data. Besides, the assaults conducted by terrorists and
criminals on the information systems are growing in
number day by day. These assaults bring to light the inadequacies of safety efforts of multifactor authentication
and secure socket layer protocol that numerous financial organizations have embraced. These safety efforts are
constrained on the grounds that they just require that
the bank and client believe each other and don’t give the
additional necessary confirmations to defeat Man-In-TheMiddle (MITM) or related plans. It follows that the most
common requirement of people all through the world is
information security. Cryptography plays a major role in
information security. Different cryptographic algorithms
are used to make the data secured in web8. Cryptographic
algorithms provide security to the web by maintaining
data integrity. Encryption techniques, attack recognition,
access control list, network security architecture, vulnerability and protocol analysis are present in cryptography9.
A wide variety of cryptographic algorithms are employed
to safeguard networks and researches on newer algorithms are being conducted on a regular basis to evolve
enhanced techniques for securing communication5,10. In
the following, we shall analyze different mechanisms used
for authentication and authorization on the web.

1.1. Available Methods of Authentication
and Authorization
Today, everyone is concerned that their identity should
not be stolen or used by other people and therefore such
security systems should be set up that prevent unauthorized data access. In particular, individuals working
in organizations that require access to confidential and
sensitive data need an authentication mechanism that
is the strongest of all and that can only be provided by
stand-alone OTP solution. Various methods are available
for authorizing the users into any system. Besides the traditionally used combination of username/password, user
authenticity can be verified using some additional methods as well. The username/password combination can be
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employed while authentication is performed before-hand
while other modes are also available that monitor a user
while the system is being used11.
Authenticating transactions needs additional data in
comparison to the users’ actions at that instant and may
lead to the generation of false positives. This method is utilized by banks for tracking transactions, e.g., if the credit
card of an individual is used at some remote location
other than the place of his residence, those transactions
shall be monitored by the bank, and the card owner shall
be contacted to ensure there is no misuse of card8,11.
Biometric authentication involves the usage of retina
scans, face recognition, fingerprints and voice recognition for authenticating users. Voice recognition is the
simplest method that provisions the user to be authenticated remotely with no requirement of any additional
hardware though it has the limitation to be counterfeited
if a recorded voice is used and may suffer due to the poor
quality of phone line11.
Tokens are devices that can be used for authentication
in combination with username/password or by themselves. They are mostly used in buildings for allowing
people into areas with restricted access. They may even
be electronic devices, like OTP generators. An example
of a simple token includes the keys to one’s car or house11.
Multi-factor authentication involves combining
more than one authentication techniques. Generally,
such combinations lead to enhanced security. The various categories included in multi-factor authentication are
something known to the user (i.e., PIN, password, etc.),
something possessed by the user (i.e., token, smart card,
etc.) and something inherent to the user (i.e., fingerprint,
iris, face, etc.)11.
In out-of-band authentication, an entirely different
system is employed for authenticating the user, such as
the transmission of verification SMS or call to the user
while being logged in using the internet11,12.
The different critical issues related to authentication,
authorization and security of private and profoundly
classified data have been analyzed by numerous specialists. Research work presented here features various
procedures that have been taken up in the past to alleviate
different sorts of assaults on the system of authentication
and authorization of the client and takes care of issues
related to securing entities. During the time spent investigating different methods taken up in the past and even
in the present-day framework, it was discovered that the
use of OTP appears to ensure enhanced security in access
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management in private as well as public system13. OTP
is legal for just a single try of access while attempting to
make a unit of exchanges. One of the undeniable focal
points of utilizing OTP is its profound security towards
replay assault14 which implies that unique password once
produced will never be rehashed for the second time, and
henceforth if the secret key is in control of the attacker, it
will be of no utilization. In this manner, usage of OTP has
been examined to consider a superior likelihood of making further upgrades in authentication of the clients15,16.
Numerous authentication schemes have been put
forward by researchers, but those based on OTPs have
been found to be the strongest among all. A mobile/webbased authentication scheme for improving multi-factor
authentication has been given17 which is compatible and
secure. OTP keys have been generated using Ping Pong
128 stream ciphers that behave just like one-time code.
The dual communication channel, i.e., Global System for
Mobile (GSM) and TCP/ IP are used in this authentication
scheme which is burdensome. A fuzzy vault scheme has
been used by researchers18 for securing biometric data. A
biometric authentication system based on speech recognition has been demonstrated in the paper19, but used of
a single biometric can be compromised by pre-recording
the authenticated user’s voice. An easy-to-implement
framework for up-gradation of two-factor authentication
to three-factor authentication is proposed20. The system
makes use of three factors for user authentication, i.e.,
password, smart card and facial recognition. However,
the system employs GSM besides being vulnerable to
man-in-middle and imitation attacks. The security vulnerabilities of two-factor authentication in ATM system
have been explored in a research21, and a three-factor
authentication scheme is proposed for providing effective
security to ATM banking transactions. However, the system uses a single biometric, i.e., fingerprint information
in addition to user PIN and smart-card. Different OTP
innovations17,22 are additionally observed to be patented,
yet standardization of the OTP procedure is still considered to be a testing venture because of its various forms of
utilization and architecture proposed by numerous past
scientists and protocol producers.
Currently, OTPs based on SMS are generally used
for authenticating and authorizing users for a wide variety of applications. However, it has been observed that
SMS based OTPs are under massive attack, particularly
in smartphones23. Recently, the National Institute of
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Standards and Technology (NIST) has denounced the use
of two-factor authentication based on SMS or phone and
shall not be considered advisable or secure in future12,24.
The remaining paper is organized as follows: Section
2 presents various cryptographic hash functions and our
proposed authorization protocol. In section 3, the results
have been discussed, and section 4 concludes the paper.

2.Research Method
The goal of this study is to devise an authorization system
for online transactions that is devoid of the vulnerabilities of out-of-band authorization systems. In spite of
the fact that the use of OTP guarantees security in client validation yet the process of OTP generation from a
server that is based on GSM in the present-day mobile
based confirmation framework is liable to the danger of
being compromised. Accordingly, a proper financially
savvy convention and a secure authorization mechanism
which caters the much-needed convenience of customers
without compromising on security aspect are required.
To overcome all the shortfalls, device details based twoway authentication mechanism needs to be developed;
further improvements need to be achieved employing
Secure Hash 'Algorithms - SHA3' and SHA2 in place of
SHA1 and MD5 and facilitating human ease of short data
entries as opposed to large length data. The reasons for
not opting other cryptographic algorithms have also been
explained in this section.
The proposed work makes use of SHA3 and
SHA2 as standard algorithms for generation of OneTime-Passwords (OTPs) from an initial germ with
no dependence on GSM network. The hardware profiles (International Mobile Equipment Identity-IMEI,
International Mobile Subscriber Identity-IMSI and
device OS timestamp) and software profile (index number) form the initial seed. Two random numbers ‘N’ and
‘M’ are generated which specify the number of SHA3 and
SHA2 iterations respectively. RIPEMD128 results in 128bit data which is later collapsed into a 64-bit result. The
64-bit key may be converted into six words in a user readable format using FRC 1751.
The proposed system is much more secure than the
before mentioned approaches since it provides security
and supports the performance with continued existence.
The proposed system is cost-effective and ensures privacy,
confidentiality, and non-repudiation as it employs secure
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hash algorithms (SHA3 and SHA2) that has the capability
of generating One Time Passwords on Android environment and thus ensures enhanced security with respect to
the security of passwords required for authorizing a user.

2.1. The Concept of Cryptographic Hash
Functions
A hash function is a function that generates fixed length
output mapped from a variable length input. Thus, the output of hash function shall represent the fingerprint of the
data that is input to it25. Cryptographic hash functions are
found to play an important role in message integrity, user
authentication, digital signatures, password protection
and generating pseudo-random numbers. Authentication
protocols like Kerberos make use of hash functions. It
provides authentication, the integrity of data and eavesdropping prevention in client-server architecture. Hash
functions also offer secure communication protocols like
Secure Socket Layer (SSL) and Internet Protocol Security
(IPSec)26. In SSL, the handshaking protocol employs a
hash function for creating a message authentication code.
To ensure the integrity of e-mail messages in Secure/
Multipurpose Internet Mail Extensions (S/MIME) and
Pretty Good Privacy (PGP), hash functions are widely
used2.
In mathematical notation, a hash function can be
defined as MD = HF(M), HF being a hash function and
MD being the message digest27. An ideal cryptographic
hash function is characterized by the following chief features7:
i. Feasible computationally to generate a hash value for a
given message.
ii. Infeasible to obtain a message from a given hash.
iii. Infeasible to change a message unless the hash is
changed.
iv. Infeasible to have two distinct messages with identical
hash values.
The best-known algorithms2 to generate message
digest are SHA3, SHA2, SHA1, SHA0, MD5, MD4 and
MD2. A brief description of these has been presented
below:
MD2 is a hash function that produces a 128-bit
message digest in 18 rounds of compression function27.
Researchers28 demonstrated that the compression function of MD2 is vulnerable to collisions.
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MD4 is a fast hash function that produces a 128bit message digest with the compression function of 48
rounds. In the research29, the cryptanalysis of MD4 has
been demonstrated by finding a collision within a minute.
MD5 generates a message digest of 128-bit output
with 64 rounds of its compression function. The research30
presented the cryptanalysis of the MD5 compression
function.
SHA0 generates 160-bit message digest by taking 80
rounds. The demonstration of collision attacks to SHA0
in 1995 was given in the study31.
SHA1 is the most commonly used hash algorithm for
integrity which generates a 160-bit message digest with 80
rounds. A research32 demonstrated how to produce collisions on SHA1.
SHA2: NIST has published different secure hash functions SHA224, 256, 384 and 512 between 2001 and 2004.
These are generally more robust than SHA1 but not time
efficient than SHA127.
SHA3: In 2012, Keccak was declared the winner
among a multitude of public entries in a competition conducted by NIST. It generates similar hash lengths as that
of SHA2, but it differs in its internal structure from the
remaining SHA family. SHA3 is an efficient hash function
in hardware but not time efficient which takes a quarter
of the time to run in hardware and comparing with SHA2
takes double the time to run in software2.
NIST has listed specific algorithms which should not or
should be used, how frequently the keys should be altered,
their relative strengths based on their key size and other
relevant information33. Furthermore, European Union
Agency for Network and Information Security (ENISA)
has also presented similar recommendations regarding
the use of key sizes and cryptographic algorithms. In a
report given in 2014, SHA2 family was recommended for
use in the future but only till 256-bit version is employed.
Since SHA224 lacks the minimum 128 bits recommended
for security, this version is not suggested34. Other algorithms suggested include Whirlpool and SHA3 (with a
minimum of 256 bits)12,34.

2.2. Implementing the Authorization
Protocol
In this section, the implementation details of the proposed
authorization protocol have been highlighted including
the installations. The Android Software Development Kit
(SDK) includes all APIs and tools required for writing
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Android applications. So, before delving into the depths
of Android application development, all that is necessary
to be done is setting everything up correctly. The primary
requirements for Android development include Android
SDK, an Integrated Development Environment (IDE) or
an Editor and the Java Development Kit (JDK). IDE like
Eclipse can be used for making the development comfortable and easier. Besides, a plug-in for Eclipse, Android
Development Tools (ADT) is also required for adding
support to Android development. Furthermore, the list
of One-Time-Passwords has been computed before-hand
to enhance the efficiency and performance. This is done
using SQLyog as the database management tool owing to
the ease of use and automaticity it provides.
The process of authorization of the user (as shown in
Figure 1) has been explained below in a stepwise manner:

2.2.3.User Login Page

2.2.1.Employee Login
At the server (bank) site, the employee who is privileged
can log in to the system. The employees and their details,
i.e. employee id and passkey are stored on the server. It is
only the registered employee who can manage the customers/users who want to avail the online transaction
services. After logging in successfully, the employee can
open an account for the user or can credit amount.
2. Offline generation of a One
Time Password
OTP
Generator

or

OTP

text

the IMEI (International Mobile Equipment Identity),
the IMSI (International Mobile Subscriber Identity), the
Device OS Timestamp and the software profile comprises
of the Index number that uniquely identifies the user’s
application. These details are taken from the user’s device
and are placed under System Info. Even if the application
is uninstalled on the device, the index number remains
there with the server. It shall be flushed only if the user
removes the application file (.apk) from his/her device.
In that case, the user will have to request for the application from the server (bank) again and re-register his/
her details manually. After registering, the user is provided with an account number to be used for accessing
the online services. The details of all the users registered
are stored at the server side.

ID

User

OTP

4ep7z9

LOG IN

4ep7z9
1. Launch of OTP generation app from
a registered device

When provided with an account by the server (bank),
a new user submits his/her login id and password to
account for the first layer of authentication. The user
has to activate his/her account by logging in to his/her
account at first.
The server (bank) stores the login details of the users
which comprises of the user id and the password. It is
worth mentioning that it is the hash value of the password that is stored rather than the password itself. This
protects the system from various attacks such as stolenverifier attack where it may be possible that the intruder
gets access to the password file stored on the server.

3. Copy of the One-Time-Password

Server-generated
challenge

7
Hardware profile
User
registration

1

LOG IN SUCCESSFUL!

Software profile
Random hexadecimal
string

SHA-3 (Niterations)

Smart
phone

4ep7z9 ?

Welcome User!

Generate 256-bit OTP
SHA-2 (Miterations)

User
5. Congratulations !
Log in successful !

or

4. OTP generation app back-end
verification

Figure 1. Methodology

Transmit SECURE
status

11

2
Server

6

8

3

9

User-generated challenge

4

12

Dynamic truncation
Grant Access
Human readable form

2.2.2.Open new Account for User
Only the registered employees can add the user’s account
after obtaining the hardware/software profiles and other
details of the user. The authentication details of the user
have to be submitted manually by the users to the server
(bank) which is considered as the most secure form of
passing on the details. The hardware profiles constitute
Vol 11 (5) | February 2018 | www.indjst.org
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Figure 2. User authorization process

2.2.4.Sending Current OTP to Server
As soon as the user is logged in, the server prompts the
user (shown in Figure 2) for the current OTP, the coordinate N (number of iterations of SHA3) and the coordinate
Indian Journal of Science and Technology
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M (number of iterations of SHA2). The current OTP and
the values of M, N are generated at the user device. The
OTP generated after dynamic truncation comprises of
6 human-readable words which provide increased user
convenience.

2.2.5.Server Challenge
The next step in the authentication process consists of
a challenge sent by the server to the user to validate the
user by his/her response. In the challenge, the server
sends the coordinates M and N to the user and asks it to
generate the final OTP on his/her handheld device. When
the server receives the OTP from the client, it matches
this OTP with the one produced on the server side. Only
when the two matches, the server grants access privileges
to the user, i.e. only when the user shall be allowed to
transact from his account.
The user, when authenticated, is allowed to access his/
her transaction services online. A user may transfer funds,
view his/her account summary or change his/her password very conveniently. The account summary includes
the date and time of transactions made from and to the
user account. The server keeps a record of the transaction
details of all the customers in its database.

3. Results and Analysis
The authorization mechanism implemented makes use of
OTP which is valid only for a single session and is gen-

erated with the help of strong mechanism implementing
concatenated cryptographic functions (SHA3 and SHA2),
which results in a system impossible to break until the
quantum computing comes in picture. In the proposed
system, the initial seed is formed by the concatenation of
IMEI, IMSI, device OS timestamp and index number. The
values of SHA3 from 0-99 are pre-calculated to enhance
efficiency. In this way, strong, efficient and stochastic
One-Time-Passwords are generated without the use of an
out-of-band system which has been shown in Figure 3.
The proposed scheme has been observed to ward off
off-line guessing attack since it employs strong passwords
obtained from strong nested hash functions. The generated OTP proved beneficial in avoiding identity theft.
In addition, it can protect the online transactions from
shoulder surfing attacks, key-loggers, replay attacks, etc.
Furthermore, it restricts replay of reusable passwords
since passwords are encoded such that they can be used
only once. The results from the security analysis have
been given below:
i. Our proposal allows the service provider as well as the
user to utilize the challenge-response mechanism to
cater pre-play attacks. This is because the next challenge is not predictable. Furthermore, the produced
OTPs cannot help the intruder to calculate further
OTPs or to get current or initial seeds because the
intruder will be faced with the necessity of breaking
two hash functions and counter dynamic truncation.

Figure 3. List of generated OTPs

6

Vol 11 (5) | February 2018 | www.indjst.org

Indian Journal of Science and Technology

Sabahat Hussain, Burhan Ul Islam Khan, Farhat Anwar and Rashidah Funke Olanrewaju

ii. To mount a forgery attack on the proposed scheme,
an adversary must generate an OTP corresponding to
a given challenge which is impossible to generate as
the system makes use of strong concatenated cryptographic functions SHA3, and SHA2 and which results
in a system impossible to break.
iii. The replay attack is a specific category of MITM attack
which is absolutely intentional. This is warded off by
making both parties exchange random number (M
and N) and use it for all transactions between them.
iv. Since the challenge-response mechanism implemented
by the system leaves the intruder crippled as the
intruder won’t be able to generate an acceptable challenge for the user so that authentication takes place,
thus it also prevents phishing attacks.
v. The countermeasure to shoulder-surfing attack is that
the proposed system implements OTP which changes
every time the user makes a transaction.
vi. In the proposed system, brute force attack fails as the
system employs OTP (valid for short time generated)
from the strong combination of two cryptographic
hash functions which can’t be reversed until quantum
computing is introduced.
vii. Key-logger captures the keystrokes of the user for
stealing passwords. But the proposed algorithm counters it by simple OTP usage. OTP generated in the
system caters this problem as every time a new OTP
is generated.

usage, and quicker than expected, thus no optimization
was required for the OTP generation in general.

4. Conclusion
Nowadays, authentication and authorization mechanisms based on a single factor such as a password is no
more secure for banking and transactions made online.
Automatic collection of passwords using some software
is ubiquitous to retrieve passwords that are easy to guess
like age, name, etc. In order to meet the requirement of
providing robust authorization mechanism to the users,
two-factor authentication was introduced. Most often,
hardware tokens are supplied to users for their accounts.
But the cost of maintenance and manufacturing of these
tokens becomes a burden for the client as well as the
organization. Moreover, the existing authentication and
authorization mechanisms employ the services of GSM
network for transmitting the one-time verification code
which has been found to be vulnerable. Thus, a new password authorization mechanism is proposed where the
OTPs are generated on the user’s gadget (in this case,
mobile phone) using the hardware and software profiles
of the device. For OTP generation, two hash functions,
i.e. SHA3 and SHA2 are used which are concatenated
with each other. Then, the final OTP is generated by
dynamic truncation that results in human readable one
time password easy and convenient to be used by the
user. However, the major limitation associated with the
proposed scheme is that mobile phone used for authenticating the user becomes the only point of failure. In
future, the proposed algorithm may be extended to be
used with Windows, Palm and Blackberry phones.
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