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Abstract
Objectives: The paper presents a comprehensive system design and implementation of a prototype for secure data 
acquisition of water quality parameters in a real time basis using Wireless Sensor Network. Methods/Analysis: The design 
is based upon under-water sensors for measuring water parameters, interfaced to a Data Acquisition Board attached 
with a WSN mote. Layered architecture comprising of Mote Tier, Server Tier and a Client Tier has been employed. The 
system has been developed on TinyOS using TinyECC library and Matlab. Security service to provide data authentication 
employs a light-weight-key-generation scheme using ECC. A web based application facilitates visualization of sensor data. 
Findings: Following simulation in Tossim, the data acquisition application was ported to the WSN hardware with security 
primitives for data authentication.  Field trials were carried out at World famous Dal Lake in Srinagar and data related to 
pH, Conductivity, ORP/Redox, Temperature, Turbidity and Oxidation was accessed remotely through the web application. 
For the purpose of recording the field location (Longitude and Latitude), a GPS sensor was also integrated to the WSN 
set-up. The water quality parameters acquired through the Data Acquisition System were correlated with the water 
quality test reports of standard labs.  Energy and computational calculations were carried and benchmarked to ascertain 
the suitability of the system design considering the resource constraint nature of WSN. The product has the potential of 
becoming an important constituent of smart water applications as a requirement of smart city. Novelty/Improvement: 
The field deployable prototype serves as  a generic model for  monitoring the water quality of any water body like river 
,lake , reservoir etc on a real time basis with the novel feature of employing sensor data authentication as a  security service. 
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1.  Introduction

Researchers have hitherto published numerous papers 
on environmental monitoring systems based upon WSN. 
However, complete system development and implementation 
details are obscured for one reason or the other. Moreover, 
Environmental sensing and monitoring applications based 
upon WSN have been developed without employing any 
basic security primitive in the overall system design. This 
could be attributed to resource constraint nature of WSN 
and the sensitivity of WSN applications, both of which have 
undergone a paradigm shift. 

In this paper a comprehensive design for developing 
a secured prototype for data acquisition of water quality 
parameters using wireless sensor network, which 
can become an important constituent of Smart City 
applications is presented. Draft Policy on Internet of 
Things brought out by DeitY envisions the resolve of 
the Govt. of India to develop 100 smart cities for which 
an expenditure of Rs 7,060 crores has been earmarked.  
This will Leverage developing smart environment, smart 
water1, smart health, smart agriculture etc. thus leading to 
improved quality of life2.

Lack of proper water quality monitoring system 
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prohibits a large populace to know about the quality of 
their drinking water. Technology intervention is required 
to provide appropriate solutions. In this case, WSN 
based water quality monitoring system shall be the most 
appropriate solution as it would leverage the advantages 
associated with WSN technology.

1.1 Related Work
Traditional methods of monitoring the water quality can 
be categorized into following:
•	 Manually collect the water samples and undertake 

subsequent lab analysis.
•	 Usage of hand held Instruments at the Site.

Both the methods have the disadvantage of being 
time consuming, Labour intensive and subject to 
Human error. A more sophisticated method involving 
use of remote sensing technology namely detecting the 
spectrum specifics of electromagnetic wave in a non-
contacting method can also be used. However it provides 
low accuracy and not generally suitable for undertaking 
real time monitoring3. WSN based solutions are most 
appropriate in designing applications for monitoring 
of water quality parameters on real time basis in terms 
of ease of deployment/redeployment, wide coverage, 
accuracy, Scalablity etc.

Numbers of schemes are available on water quality 
monitoring system based on WSN. To the best of our 
knowledge none of the schemes implement any security 
primitive in their solutions. Moreover the number 
of sensors interfaced for monitoring water quality is 
generally restricted to 2 or 3. In4, the water quality 
monitoring system based on WSN has been designed for 
environmental protection using zigbee (CC2430) wireless 
transmission and TCP/IP for transmission of sensed 
data. In5, an integrated online water quality monitoring 
system has been designed for the measurement of pH 
parameters and dissolved oxygen. In6,7, describes real 
time monitoring system for water environments based on 
WSN. Typical real time water environment monitoring 
systems are EMNET (by Heliosware-USA) FLECK (by 
CISRO Australia), Lakenet (by Notre Dame University, 
USA) and Smart Coast (Researchers from Ireland)8-12

1.2 Motivation 
Security aspects of WSN based water acquisition systems 
concerning human life can no longer be ignored. 

Therefore data needs to be accepted after exercising 
some basic security checks if not all. This was ignored 
previously primarily due to two reasons. One, the 
nature of the applications developed did not warrant 
any security safeguards with the exception of military 
and reconnaissance and the other, the issues involved in 
porting of the resource intensive security protocols into 
the resource constraint network that WSN was. Now 
with the technological advancements in MEMS, MIMO, 
MISO, SIMO13, Zigbee devices14 along with development 
of light weight security solutions based upon ECC, the 
security aspects may be embedded into the system design 
itself.

1.3 Challenge 
It is more challenging to secure a WSN in comparison 
to conventional networks like WLAN, WPAN, mobile, 
adhoc networks (MANNET) and cellular networks due 
to inherent characteristics like energy constraints, small 
memory sizes, less computational power and small 
bandwidth15,16. Most of the energy expended by sensor 
node is due to radio communication rather than data 
processing. Each bit transmitted in WSN consumes 
energy equivalent to executing about 1000 instructions17. 
With the stated constraints associated with WSN, the 
challenge is how to design and build WSN based robust 
and secure systems for example for smart cities. For 
example incorporating solar based energy management 
system for sensor nodes can drastically improve lifespan 
of WSN18.

2.  System Development

2.1 Design Goals
The goal is to design a prototype which can serve as 
a generic secure data acquisition system for real time 
monitoring of water quality of any water body19. The 
overall system architecture is depicted in [Figure 1]. The 
system should be portable, mobile and secure besides 
having low power consumption, ease of deployment/re-
deployment along with supporting secure connectivity 
with the remote client location. The system can be used as 
one of the important sub-systems of building smart cities 
to track water quality of various water bodies including 
lakes, rivers reservoir etc.
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Figure 1.    Overall System Architecture.

2.2 Design Methodology
A generic data acquisition system has different sensors 
interfaced via a signal conditioning unit to A/D converters. 
A communication unit integrated to the data sensing and 
processing unit transmits and receives the data emanating 
from the system or directed towards it. A generic block 
diagram is given in [Figure 2]. The design is based upon 
under-water sensors of Global Waters for measuring 
pH, Conductivity, ORP/Redox, Temperature, Turbidity, 
Oxidation levels20. These sensors, which give current 
output proportional to the physical quantity which 
they sense, have been interfaced to Data Acquisition 
Board MDA300 of Memsic21. The board supports both 
analog and digital channels. The system architecture  is  
organized in 3 Tiers. Applications have been developed in 
TinyOS22, an open source operating system for embedded 
systems and by making use of TinyECC library23. Data 
sensing and communication application is capable of data 
packetization and routing it to the base station. Online 
and offline Sensor data can be accessed remotely through 
a web interface. A MATLAB based application has been 
developed for data analysis.

Figure 2.    Block diagram of data acquisition system.

2.3 Architecture of Data Acquisition System
The layered architecture of Data Acquisition System 
as shown in [Figure 3] has been built on three-tier 
architecture comprising of Data Acquisition Tier, Server 
Tier and Client Tier. The Data Acquisition tier consists of 
cloud of sensor nodes formed by interfacing under water 
sensors to data acquisition board (MDA 300) attached 
with MicaZ mote24. The server tier is an always-on facility 
that handles sensor data calibration and database logging. 
Client tier connects to the server tier for user visualization 
of sensed data.

Figure 3.    Layered Architecture of DAS.

2.4 Hardware implementation
Data Acquisition Tier has been built around host of 
underwater sensors sensing physical parameters like 
temperature, pH value, conductivity, dissolved oxygen to 
determine the water quality of a water body25.

Hardware Devices Used in the System Design includes:
•	 Sensors (pH, Conductivity, Temperature, Turbidity, 
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Dissolved Oxygen, ORP/Redox)
•	 Data Acquisition Board (MDA300)
•	 Gateway (MIB 600/520)
•	 PC’s
•	 Motes (MicaZ)

The platform has been developed around MDA300 data 
acquisition board with 8 single ended analog channels, 8 
digital channels, counter channel, external sensor excitations, 
LEDs and power supply (VCC). Signals with dynamic range 
of 0 V to 2.5 V can be plugged to these channels.

2.4.1 Sensor Interface Circuit
The analog to digital converter has 12-bit resolution (N). 
The LSB value is given as below.
The LSB value = Full Scale Voltage range / (2N-1) = 2.5 / 
(212-1) = 0.61mv         (1)

Where N is the no. of ADC bits. The sensor generates 
the current output of 4 to 19 mA corresponding to the 
value of physical quantity being measured. The output of 
ADC can be converted to voltage (v) equivalent to: 
V= 2.5 * (ADC_reading /4095)         (2)

Scaling Resistors need to be added to properly scale 
the voltage levels of external analog sensors so that 
maximum voltage is clamped to 2.5 V DC at 19ma of 
sensor output current. A resistor value approximated to 
125 Ohms (2.5v/19ma) was chosen while calibrating the 
signal conditioning circuit26. The interfacing of two wire 
sensor with the data acquisition board is shown in [Figure 
4]. Likewise three wire sensors have also been interfaced 
to the data acquisition board.

Figure 4.    Two wire sensor interfacing with MDA 320.

2.4.2 Calibration of Sensors
The Sensors used for measuring pH(WQ201), 
Temperature(WQ101),ORP/Redox(WQ600), 

Conductivity (WQ-Cond), Turbidity(WQ730), Dissolved 
Oxygen(WQ401) were calibrated to obtain the correct 
values. The pH sensor (WQ-201) gives  an output of 3.97 
mA at 0pH  and 19.01 mA at 14 pH. The conversion 
factor specified is 1.0743 mA/pH. Therefore the current 
output generated by X pH value solution is calculated as:
X pH value = X* 1.0743 + 3.97  mA         (3)
e.g 4pH = 4 *1.0743 + .397 = 8.20 mA .Similarly other sensors 
were also calibrated as per the equations given in the.

Table 1.    Calibration Equations
Sensor Equation (Iout is in mA)
Dissolved Oxygen

ORP/Redox

Temperature 

2.4.3 Power Supply Circuit
The sensors are powered by 12 volt Lead acid battery 
delivering 10 volt regulated dc bus to different sensors. 
An excitation voltage of 5 volts is derived from the dc-
dc converter (boost converter) within MDA. This can be 
programmed to control the duty cycle of sensor supply 
voltage to prolong the battery life. Sensor power control 
circuit is built around two MOSFET switches and a 
regulator. The battery voltage along with the regulated 
output voltage after appropriate scaling, can be sensed 
remotely through VBATT_SENS and VREG_SENS pins 
respectively, that are available at MDA300. A3 second 
warm up time period is observed before the sampling 
is undertaken by MDA. The excitation voltage enable 
schematics for sensors is shown in.

Figure 5.    Excitation schematics for enabling 
supply voltage to sensors.
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2.5 Software Implementation
The system comprises of the following set of applications 
as shown in the [Figure 6]:
1. Data Acquisition Tier Applications
2. Server Tier Application
3. Client Tier Applications

Figure 6.    Software Representation of the System.

2.5.1 Data Acquisition Tier Applications
The motes in Data Acquisition Tier are programmed by 
two types of applications:
•	 Data sensing & transmitting application 
•	 Gateway application

Data sensing & transmitting application is a NesC 
program capable of sampling the data in the data 
acquisition board and transmitting it over the network. 
The program samples the channels when the timer 
event occurs. The timer duration can be programmed as 
desired. For transmission and reception of radio packets, 
generic TinyOS messaging stack is used. Data sensing and 
transmitting application is enabled with Tiny ECC library 
for implementing security primitives like key exchange 
and authentication. The gateway application is primarily 
a generic TinyOS Base application with its configuration 
modified to enable TinyECC. The base application is 
also capable of data exchange on a serial link to the 
server through UART component.The wiring diagram 
of MDA300 is shown in the [Figure 7]. The SamplerC 
and TimerC module is utilized for sampling various 
analog and digital channels of MDA300 at fixed interval 

controlled by TimerC module. The GenericComm 
module is used for transmitting and receiving generic 
TinyOS messages. NN.nc defines the interface NN, 
which provides big natural number operations. NNM.nc 
implements this interface. ECC.nc defines the interface 
ECC, which provides the basic and enhanced elliptic 
curve operations based on sliding window method and 
projective coordinate system. ECCM.nc implements this 
interface. The application has been wired with secp160r1 
curve standard Similarly Base has also been programmed 
including framer and UART components used for relaying 
the packets received to the serial forwarder.

Figure 7.    Wiring Diagram of NesC Program Fused in 
MDA300.

1.1.2 Server Tier Application
It is an application written in C for providing high level 
services like sensor data calibration and database logging. 
The application is capable of receiving packets over LAN 
or Serial Port depending upon the gateway being used. It 
provides features for displaying the received sensor data  
in raw, parsed and calibrated form. Raw option allows the 
packet to be seen in the stream of hex-decimal numbers 
which form the packet. Parsed option extracts the relevant 
data from the packet but displays it in the un-calibrated 
form. The database logging is handled by the application 
by inserting the data in the archival as well as live data 
tables created in a PostgreSQL database. The insertion 
operation in the tables is handled using database triggers.

1.1.1 Client Tier Application
The sensor data at client tier can be visualized either 
using a web based application or MATLAB. A web based 
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application has been developed for visualizing the offline 
and online sensor data. A MATLAB based application has 
also been developed for performing data interpretation 
of the received sensor data. The Matlab application can 
be connected with the server tier over VPN connection. 
[Figure 8] shows live data reading being collected from 
2 sensor nodes. The Figure 10 shows the part of the 
environmental Data Packet. TinyOS supports a packet 
size of 54 bytes by default. This is inclusive of 7 bytes 
reserved for Generic Active Message Fields and rest 
for the payload. The packet payload structure has been 
customized as per the application and is shown in [Figure 
9].

Figure 8.    Client interface for data viewing.

Figure 9.    Part of Environmental Data Packet.

3.  System Security

Environmental data is generally meant for public viewing 
hence there is no need for any confidentiality. In security 
parlance, it implies that sensor data need not to be 
encrypted. However the risk of injecting false packets 
(Sybil Attack)27 by an adversary into the network would 
exist. This can result in disruption of environmental 
monitoring by raising false alarms or subverting a genuine 
alarm. Hence it makes a strong case for employing proper 
authentication and data integrity checks on sensor data 
before it is accepted.

Key Generation and exchange is the bed rock of all 
security primitives. For WSN based application, ECDH 
protocol is regarded as an effective protocol for symmetric 
key generation and distribution but is prone to man-

in-the-middle attack. This is because of the lack of any 
registration or authentication mechanism of the nodes 
prior to the key generation and distribution process28,29. 
Thus before key generation and distribution, we run node 
initialization and registration protocols based upon ECC. 

Base station generates an elliptical curve with the 
following sextuple domain parameters over Fp

Params = {p,a,b,G,n,h}         (4)
Where integer p specifying the finite field Fp, two 

elements a,b∈Fp specifying an elliptical curve E(Fp) 
defined by the equation: 

E: y2º  x3 + ax + b (mod p)      (5)
E is the elliptical curve, G is the generator point of E, 

a prime n which  is the order of G and integer h which 
is the cofactor, h =#E( Fp /n). The notations used are 
tabulated in [Table 2].

Table 2.    Symbol Table
Symbol Notation
BS Base Station
Fp Prime Field
Sb Random Number Chosen by BS
Pb Public Key of BS
Id Node ID
Sa Random Number Chosen by Node
Pa Public Key of Node

3.1 System initialization
(i) Base station (BS), chooses random number Sb ε Fp 
where Fp is the prime field of elliptic curve.
(ii) BS Computes Pb = Sb.G, as its public key and 
broadcasts it.
(iii) BS Computes and stores hash of each node Id, 
Hash(Id), which is in the network, 
(iv) Data Acquisition Node (DAN) chooses a random 
number Sa ε Fp where Fp is the prime field of elliptic curve. 
It Computes Pa = Sa-1 G, as its  public key

3.2 Node Registration
The node registration process involving 3 steps are shown 
in [Table 3]. After three exchanges if 

X = (Hash(Id).Sa-1.Pb computed by the Node is equal 
to the Y = (Hash(Id).Pa.Sb) computed by the Base then 
the Node is registered by the BS. Hash(Id) is broadcasted  
by BS using its public certificate over a secured channel 
in the following manner: {(Hash(Id).SG), Hash(Id)}.Each 
receiving node can multiply Hash(Id) by public certificate 
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of base station to verify the broadcast and then register 
the node30.

Table 3.    Node registration
Step Node Base Station (BS)
1 Compute Pa= Sa-1.G and 

send it to BS
2 Compute Sb.Pa and Send 

it to Node
3 Verify  Sb.Pa.Sa=Sb.

Sa-1.G.Sa= Sb.G= Pb
(Pb is the public Certif-
icate of BS ,Hence BS is 
authenticated by Node )

4 Compute  X =(Hash(Id).
Sa-1.Pb ) and send it to BS

5 Compute Y= (Hash(Id).
Pa.Sb )and  verify if  
X==Y, Node is Registered 
with BS.

3.3 Key Generation using Hidden generator
The key exchange algorithm developed to overcome 
MIM attack, performs a sequence of steps as shown 
in [Table 4] to establish a shared key point Ga between 
Data Acquisition Node (DAN) and Base. By leveraging 
the strength of ECDLP the shared point is communicated 
to Base through a 3 exchange process31. DAN chooses a 
random numbers x and performs a scalar multiplication 
x.Ga .DAN embeds the x.Ga into the TinyOS message 
payload and sends it to the Base. Base receives x.Ga and 
performs a scalar multiplication of x.Ga with y where y  
is  the  random  number   chosen   by Base. (x.Ga) .y is 
transmitted back to DAN. By applying the sequence of 
multiplicative inverse operations, Ga is established as a 
shared point between base station and the node.

Table 4.    Hidden Generator Key Exchange.
Step Data Acquisition Node Base
1 Generate a Random Num-

ber X
Generate a Random 

Number Y
2 Generate a Shared Key 

Point Ga

3 Compute X. Ga  and send it 
to Base

4 Compute  Y.( X. Ga ) and 
send it to DAN

5 Compute  (X-1. (Y.( X. Ga 

))=Y. Ga and send it to Base
6 Compute  Y -1. Y. Ga =Ga

3.4 Symmetric Key Generation
Ga(x,y) being a point on the curve will have x and y 
coordinates. Depending upon the curve chosen, the size 
of these coordinates can be 120, 160 , 192 bits   etc. x being 
a scalar number can act as a symmetric key between two 
parties, which can be used as a session’s key for various 
purposes including distribution of public keys or for 
encrypting a session. 

3.5 Sensor Data Authetication
Message Authentication Code (MAC)32 which is key 
dependent, has been  be generated using x co-ordinate of 
the common generated point Ga. The shared key (x) shall 
be used for generating key based MAC to authenticate 
the sensor data packet. DAN shall apply a MAC function, 
which is key dependent, to the Sensor data (P) which 
forms the payload of the packet and generates a  Message 
digest (T) also known as MAC. DAN attaches the MAC 
authentication code (T)  to the packet and transmits it to 
the Base Station. 
T = MACx(P) 

The base station applies the same MAC function while  
using the same key (x) to compute MAC of the received 
packet (T*). On verification if T=T*, the sensor data packet 
is accepted by the base station.

3.6 Security Analysis
The proposed Scheme provides a safeguard against MIM 
attack due to the factors listed as below.
•	 Node Registration is done in an authenticated way 

prior to the key generation.
•	 This method thwarts the man–in–middle attack 

as the intruder would not have any access to the 
generator point as it is not made public. This is unlike 
other ECC based key generation methods where the 
generator point is made public within the network. 
Moreover, the algorithm leverages the hardness of 
ECDLP as extracting Generator point from the scalar 
multiplicative terms during exchanges becomes a 
discrete logarithmic problem which has exponential 
time complexity.

3.7 Perytons Protocol Analyzer
TinyOS packet size by default is 54 bytes. A custom 
packet structure has been created for key exchange. The 
key exchange messages have been customized to active 
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message AM type of 0x01. The payload structure has been 
modified so as to accommodate shared generator point 
G(x,y) where in x and y coordinates occupy 42 bytes i.e. 
21 bytes each. The Node ID and Packet ID occupy 1 byte 
each thus creating an overall packet size of 44 bytes. The 
packet structure is shown in the [Figure 10].

Figure 10.    Key exchange packet structure.

The Perytons Protocol Analyzer33 is a professional 
suite for capturing and analyzing IEEE 802.15.4, ZigBee, 
6LoWPAN, RF4CE, Thread, Bluetooth Smart, PLC-
PRIME, G3-PLC and other wireless and wire-line traffic. 
The Traffic capured by Perytons Protocol Analyzer at 
MAC layer during key generation between MDA300 and 
Base is  shown in the [Table 5] which validates the key 

generation and  exchange between Base and MDA300.

3.8 Performance Benchmarking
The performance benchmarking of the key exchange 
protocol involving hidden generator points would be 
based on the following parameters:
1. Energy Consumption
2. Memory Consumption
3. Computational Time

Energy Calculations would primarily depend on 
computational time taken for core ECC operations like 
Point Addition, Scalar Multiplication in addition to the 
voltage and current requirements. The number of ECC 
operations required to be performed have been indicated 
in [Table 6]. For calculation of energy we use E= V*i*t 
(joules) where V and i stand for voltage and current 
drawn respectively, t is the execution time for each 
operation. MicaZ node using Atmel AT Mega 128 L is 
powered by 02 AA batteries.  With a voltage of 3 V for 02 

Table 5.    Traffic captured using Peryton Analyzer
Packed 
id

Source Destination Operation Payload

01 MDA300
(id=0C)

BASE
(id=00)

X.Ga

02 BASE
(id=00)

MDA300
(id=0C)

X.Y.Ga

03 MDA300
(id=0C)

BASE
(id=00)

Y.Ga

04 Test Broadcast  of Shared 
Generator from BASE

Ga

05 Test Broadcast  of Shared 
Generator from MDA300

Ga

AA batteries, and a maximum load current of 19.7 mA, 
the energy calculations for each operation are indicated in 
the [Table 7]. For the purpose of capturing computational 
time of various key ECC operations like Point addition, 
Scalar Multiplication a basic setup was established using 
MicaZ, MIB520(programming board). A nesC program 
was developed for sending the time message to a TinyOS 

Serial Forwarder. These packets were sent on serial port 
through a MIB 520 programming board. The packets 
captured by the serial forwarder were transported to a 
java application. From [Table 6] it can be inferred that the 
proposed protocol offers protection against man-in-the- 
middle attack with energy consumption and execution 
time comparable to ECDH.
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4.  Results

The prototype developed has 6 sensors to monitor the 
water quality. The range and accuracy of measurement 
of different sensors is indicated in [Table 8]. The field 
trials were conducted at the world famous Dal lake. The 
measurements were taken at different depths in the Dal 
lake owing to the flexibility in adjusting the length of 
marine grade cables. The prototype and the results of field 
trials are shown in the [Figure 11] and [Table 9].

Figure 11.    Prototype design.structure.

Table 6.    Comparative analysis
Protocol No of 

Exchanges
Scalar 

Multiplication
Point 

Addition
Inverse 

Operation
ROM RAM Defense 

against 
MIM

1-hidden Generator Point 3 4 - 2 15482Bytes 1337Bytes Yes
ECDH 02 4 - - 1487Bytes 1208bytes No

Table 7.    Energy Calculations
Operations Avg Time Taken 

(Seconds)
1-hidden 

Generator Point
Energy Consumption 
(1-Hidden Generator)

(milli Joules)

ECDH Energy 
Consumption(ECDH)

milli Joules
Scalar Multiplication 1.78 4*1.78= 7.14 secs 422.38 4*1.78= 7.14 secs 422.38

Inverse Operation 0.11 2*0.11=0.23 secs 14.06 Nil Nil
Point Addition 1.787 NIL nil Nil Nil

TOTAL 7.37 secs 436.44 7.14secs 422.38

Table 8.    Range and Accuracy of Sensors
Sensor Model Range Accuracy
pH WQ201 0-14 pH 2 % Full scale
Temperature WQ101 -50° to +50°C ±0.2°F or ±0.1°C
ORP/Redox WQ600 -500 to +500 mV 2% full scale
Conductivity WQ-COND 0 to 200 µS/cm +0.5% of reading
Turbidity WQ730 0-50 NTU +/- 1% of full scale
Dissolved Oxygen WQ401  0 to 8 ppm ±0.5% full scale

Table 9.    Field Trails  conducted at Dal Lake Srinagar, J & K
Date Time Depth PH Temperature0C ORP (mv) DO (%age)
2014-11-19 16:14:57.795 2 feet 7.8850 12.3409 249.3333 29.8888
2014-11-19 16:16:46.029 4 feet 7.7667 11.7843 249.6587 29.8237
2014-11-19 16:25:12.889 5 feet 7.4436 11.1350 251.9360 31.3528
Latitude: 34.55 Longitude: 74.52Location: Near SKICC  immediate turning after SKICC Jetty No. 6

5.  Conclusion

In this paper, a complete system design and implementation 
of a WSN based Data Acquisition System for real time 

monitoring of water quality is presented. A generic field 
deployable prototype has been developed and field tested 
at Dal Lake Srinagar for monitoring of water quality 
parameters which include pH, Conductivity, Turbidity, 
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Temperature, ORP and Dissolved Oxygen. Security 
primitives related to authentication of sensor data has 
been in cooperated in the system design. Key generation 
has been achieved using a  light weight protocol based 
upon ECC and hidden generator concept. The protocol is 
comparable to ECDH in terms of computational time and 
energy consumption; however it offers protection against 
MIM.A web based application facilitates the visualization 
of sensor data remotely.  Future work shall be planned 
to improve upon the existing  system design so as  to 
enhance the utility of the product keeping in mind the 
requirements of WSN based  Smart Environment  systems 
for Smart Cities.
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