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Abstract

Availability, integrity and confidentiality are the key concepts of cyber security. Distributed denial of service attacks
affecting the availability of information sources. This type of attack when be successful which led to the non-availability
to the information sources. The success and impact of service denial attacks will be identified based on the victims and
the risk level, threat and consequences of this attack, according to each case is different. The aim of this study is DDOS
attack detection with differential evolutionary algorithm combination method and the fuzzy neural network ANFIS. For
this purpose will pay to simulate and evaluate the proposed approach. In order to simulate in this research which is
used MATLAB 2013b software which is a programming language and environment for scientific computing. The result
of comparison showed that the ANFIS combination algorithm and differential evolution than to the ANFIS algorithm has

more accuracy.
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1. Introduction

Distributed Denial of Service! attacks (DDoS) are the one
of the most important attacks to avoid the uninterrupted
performance of Internet service considered'. DDoS attack
simply means pouring the more demands on a server
(victim computer or target) and overuse of resources
(CPU, database, bandwidth, memory and etc. as normal
serving to the users due to the high volume of processing
or the so-called overload operation of server, impaired or
unavailable®. In the attacks with nature of service denial
numbers of packages through (DoS) or more (DDoS) car
to disable the computing power and network resources or
enable target car set. DDoS attacks are more powerful and
diagnosis and deal with them is more difficult from DoS
attacks. Because in these attacks, several machines can
be integrated in order to set the small flow of traffic into
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the target machine which manage of the total traffics for
the target machine is difficult®. In an attack DDoS, a large
number of compromised nodes attack to a similar target
that will be led to denial of target system service. In fact,
this kind of attacks founded by using botnet? of infected
machines that unfortunately by increasing the number of
hosts at risk, do not need to detect attack traffic from any
source of DDoS attack as individually to create a powerful
attack®’.

Since that surely cannot be say any high volume
application did not consider a DDoS attack, in this paper
based on fuzzy neural network a method to diagnosis
deal with these attacks will be detected. To this end, we
plan to educate and to determine the optimal parameters
use the differential evolution algorithm.

Differential evolution is a possible search methods
based on the population in 1995 year by Setoren and Price
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was invented. Evolutionary difference while similarities
with other evolutionary algorithms but use of the distance
information and direction from the current population
to carry out search operations, it is distinct from other
evolutionary algorithms. Adaptive neural fuzzy inference
systems approach (fuzzy neural network ANFIS)®” is a
method that uses a multi-layer recursive network and
neural network learning algorithms and fuzzy logic to
design nonlinear mapping between the input space and
output deals.

2. Research Empirical
Background

The first investigation was carried out in order to detect
DDosS attacks on the basis of some characteristics of
specific disorders such as traffic sudden changes or Time
To Live (TTL) was weird*. These methods usually have
two problems: First, the diversion of traffic characteristics
might see too small especially in monitors that are close
to sources of attack.

Second, the accuracy and correctness of diagnosis
limited to a variety of DDoS attacks because a property
cannot cover all types of DDoS attacks. For example, the
rate of packets SYN, to the packages RST cannot be used
to detect SYN. To fix the problem, some of the works®’ the
use of multiple traffic characteristics offered in the DDoS
detection.

In 2013 year Raj Kumar and Selva Kumar in'® used
classifiers combination for detection of DDoS attacks.
They proposed algorithm called NFBoost in terms of
weight update distribution strategy, minimize the cost of
errors and results combination method, the output of the
has differ with other available methods.

Vysrz and others in'' in response to a new type of
vulnerability emerged called the application layer denial of
service attacks that target Web services, attack productive
tool to test and confirm the reported vulnerability
introduced. Their results showed that, attacks devastating
impact on the availability of Web services even when the
absolute minimum of attack resources used. Because this
type of attack is very simple to set up, it is clear that given
the growth of cloud and web services, it is necessary to
defend against them. This article smart system, fast and
adaptive to layer attacks detect, the program has proposed
XML and HTTP. The system they designed can be added
in a cloud environment.
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Aspydvrvpvlvs and others'?, the method of game
theory which already in the field of network security in
order to explore the interaction between attacker and
defender was used during the scenario of distributed
denial of service attack, (DDoS) used. In this paper,
combined with previous work with this model create
a richer set of available options to attackers. Writers
multiple permutations in term of the cost to carry out an
attack, the number of nodes being attacked, probability
distributions of malicious traffic and their parameters
discussed and they showed that a unique optimal strategy
available to the defendant. By adopting this strategy, the
upper border defense, chooses to deal with a real attack.

Zhou and his colleagues®, a new method suggested
to detect DDoS attacks of application layer or AL-DDoS.
Their work differentiated itself with previous methods
according to attack detection AL-DDoS in backbone
heavy traffic. Authors provided a modular architecture
for defense that consists of manual end sensor, a detection
module and traffic filter. Their proposed method to build
a Realtime Frequency Vector (RFV) and traffic real-time
specification as a set of models developed. This model can
be used to diagnose AL-DDoS attacks.

3. Hypotheses

o Detecting DDoS attacks needs to adaptive learning
and increase classifier.

o Detecting DDoS attacks needs to lower computation-
al complexity and make smarter decisions from un-
certain information.

4. Methodology

The aim of this study was to detect DDOS attacks with the
combination method of differential evolution algorithm
and the fuzzy neural network ANFIS. Here we will pay to
the simulations and evaluate the proposed approach. In
order to simulation was used MATLAB 2013b software.

4.1 Used Algorithms

4.1.1 Adaptive Neural-Fuzzy Inference System
(ANFIS)

Adaptive Neural-Fuzzy Inference System method is a
method that uses by a multi-layered recursive network
and neural network learning algorithms and fuzzy logic
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to design nonlinear mapping between the input space and
output deals. Figure 1, the structure of a simple ANFIS
network with two inputs variable x and y shows. The
network is composed by 5 layers that each inputs variable
have two fuzzy subset. As Figure 1 shows proceed; and are
subset of x and are subset of y.

Figure 1. The structure of adaptive network based on fuzzy
inference systems'?.

The structure of this network including nodes and
orientation arc communicate the relationship between
the nodes. As the name of network inferred and part of
nodes or all of them have capable of adaptation. It means
that the node output dependent on the parameters related
with node. How and rate of change in the parameters, in
order to reduce error defined by the rules of learning.

Fuzzy inference system of this network is type of
Takagi-Sogono and its structure has 5-layer. The first
hidden layer, input variables such as relative to the
membership functions. The nodes of this layer are
adaptive and output of this layer based on a formula (1)
is calculated.

0] = fy; (%) 1)

x input of node i, Ai is fuzzy subset of the input
variable x, O output from the i-th node from the first
layer and p,, (x) Membership function related to fuzzy
subset of input variable x with value maximum of 1 and
the value minimum of 0.

Fixed nodes in the second layer, the threshold rate
for each rule calculated by multiplying the input values
and consider as output. The function of each node in
this layer, finding the weight (w) for the fuzzy rules by
using membership functions are. To achieve this amount
through formula (2) may be calculated.

W, = fy (X)X g (), i =1,2,... (2)

Obtained weights from the second layer by nodes of
third layer and through formula (3) are normal.
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W, =1 (3)
w,+w,

Node i-th in the fourth layer, the share of the i-th
law in the final output through the node function (4)
calculated. Wi is output of the third layer, {pi, qi, ri}
parameters collection called parameters of consequences.
This layer shows part of law result in the ANFIS model.

Of =wify=w(px+qy+r) @

Only node of the fifth layer, the final output through
the calculation of input signals outcome and acquired by

using the formula (5),"
— Wil
O/ = overall output = » “w,f, = % J (5)
i Wi

4.1.2 Differential Evolution Algorithm

This algorithm is a method of calculating the real

functions (Real value) using evolutionary strategies.

Evolution process in this algorithm based on a
gradual and continuous improvement in the initial guess
(candidate response) and accordance the principles of all
evolutionary class algorithms need to a fitness function
(Fitness function) for compare the response.

The strength point of the algorithm DE compared with
methods of solving other real equations (such as Newton’s
method), it does not need the gradient or function slope.
As a result using this algorithm without any information
about the type of the function can compute a relatively
optimal response for a variety of continuous/non-
continuous multi-dimensional functions, time-variable
and irregular hoped.

Differential Evolution algorithm steps are as
follows'*'>:

o Production of the initial population from candidate
responses. Each candidate response is a vector of real
numbers to the number of issue dimensions (un-
known parameters) is.

o For each candidate response X, distinguished three
responses a, b, ¢ of the population have selected.

o Determine the random parameter R in the range of 1
and the dimensions of the issue.

o Calculate improved response Y so that for each di-
mension X (i) from X, if R equality with i and or es-
timate the combined probability p (i), the estimate
formulaY (i) =a (i) + F* (b (i) - ¢ (1)), to calculate the
y (i). And otherwise, the X (i) intoY (i) is assigned.

o Accept the new response Y, if the fitness is greater
than X.
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o Repeat steps 2 to 5 until the realization of the termi-
nation condition.
The evaluation procedure in this paper presented is in
Table 1.

Table 1. The evaluation criteria used in this study

MSE (mean squared of predic- 3 (o)

tion error) MSE = ":’; -

RMSE —
RMSE = 2)

n

MEAN (average of prediction

error) ns
STD (standard deviation of 1 —
prediction error) STD= ;Z(J’i *J’,-)

y and ¥ indicate actual value and predicted variables are at time t.

CR parameter is composition probability (such as
genetics) and p (i) the chance of combination realize for
each dimension of the response. F value is also an integer
value and constant which is selected according to the type
of problem. (The appropriate value selection method for
F has story)

4.2 The Proposed Approach

In the proposed method in this research, to train ANFIS

fuzzy neural network and optimizing the parameters of

differential evolution algorithm is used and in the related

data to distributed denial attack use.
The proposed algorithm in this study as follows:

o Pre-Processing.

o Get training data.

o Create a base phase system.

o Set the parameters of base phase system according to
modeling error by differential evolution algorithm.

o Restore of phase system have best parameter values
as the final result (the best parameters, those have the
least amount of errors).

4.3 Pre-Processing Data

In pre-processing step in order to achieve better results
values for each feature for all patients normalized
between 0 to 1, then the matrix rows of data randomly
displacement until the data arrangement out of from the
collected initial state. Normalization, for achieve higher
accuracy. If A is the amount of features into a column
A, . the value maximum of the property and A , value
minimum of the property and A consider normal value,
the following formula is used to normalize the data:
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A — Amin

A=A
Amax - Amin

(6)

4.4 Fuzzy Neural Network Combination
of ANFIS and Differential Evolution
Algorithm

The combination of differential evolution algorithm
and fuzzy neural network of ANFIS do in this case that
training fuzzy neural system ANFIS and determining its
parameters optimized value to be done using differential
evolution algorithm. To do this, the training of fuzzy
nervous system has turned into an optimization problem
and we solve it using differential evolution algorithm. First,
we must have a fuzzy system. Here, fuzzy systems used
the type of Sugeno fuzzy. Using ANFIS, generated fuzzy
systems teach. In ANFIS for training two methods of back
propagation and hybrid used. In this combination, we
intend used differential evolution algorithm for training
and we achieved better results, used for optimization of the
system error criteria. By differential evolution algorithm
by changing the parameters this error is less and more
and can be achieved optimal values of the parameters.

By using optimal amounts which by differential
evolution algorithm is proposed, better results can be
achieved and we have better diagnosis.

5. Finding

5.1 Evaluation Criteria

To assess compliance of a forecast with a data pattern was
used measure criteria of forecast error. In this study, the
assessment indicators MSE, RMSE, Mean and STD have
used.

5.2 Data Set

Group ISI from the Laboratory of MIT L Iincoln under
the DARPA and AFRL/SNHS the first standard data for
review and evaluation of intrusion detection systems,
were collected. This information, during a few weeks in a
simulation used for DARPA intrusion detection systems
testing. This data set, based on years of information
collecting (1998-1999) classified.

Data collection in 1999 year that to try and by
monitoring Lee and collected during his doctoral project
in the third international contest of knowledge discovery
and data mining, KDD CPU 99" and at the Fifth
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Conference it was placed in use. This database includes
standard connection records that series of attacks and
intrusions simulated in a military network is included.

There are 4 categories of attack in this data set.

n DOS: In this attack, system resources excessive use
is embedded and causes normal request, to provide the
resources, be rejected.

n R2L: in the attack type of R2L, attacker with
intrusion from far away to the victim machine, began to
abuse the legal user of the account and attempts to send
packets on the network.

n U2R: This type of attack run successfully at the
victim machine and roots provided.

n Probing: In this type of computer attacks to collected
information or to find known vulnerability potential to be
scanned.

Four categories in the data sets KDD CPU 99 and its
subsets in Table 2 are displayed.

Table 2.  Existing categories in the data collection KDD
CPU 99

DOS (Denial R2L (User- U2R Probing
Of Service) to-Root)  (Remote-to-

Local)
Pingflood Dictionary  Perl IPsweep
SYNflood FTP write Fdformat_  Saint
Mailbomb Sendmail Loadmodule Satan
DDoS Eject
5.3 Analysis of Data

Here we intend to set parameter values and with using
differential evolution algorithm, to obtain optimal
response. To this end, consider the following relationship:

P =x,xP’

1

Where P, optimum value of parameter i and P#’ is the
corresponding parameter value in the initial basis fuzzy
system. x, Value will determine the differential evolution
algorithm. For x, can be determined number within the
range of positive or negative of a specified amount.

The used cost function for the differential evolution
algorithm is the error:

2 @)

n

RMSE =
ei=ti_yi

n is the number of data total, t is target value and y is
output value of model.

Vol 8 (28) | October 2015 | www.indjst.org

In this study, the number of generation is 100 and
number of early population considered 20.

In this study, the criteria of mean square error (RMSE),
Root of Mean Square Error (MSE), mean error (Mean)
and standard deviation of errors (STD) we use.

First evaluate the predictive power of fuzzy neural
network than neural network in identify.

In this test, we consider the MSE criterion to compare the
results of ANFIS and neural network.

First, the data sets are normalized to fall between 0
and 1.

If A is the amount of features into a column A the
value maximum of the property and A value minimum
of the property A Ra value is considered normal and A
consider normalize value, following formula is used to
the data normalize:

A — Amin

~ Dmin_ (7)
Amax - Amin

A=

Then the data set split into two parts of training and
testing. To this end, 70% of the data to training, 30%
assign to the testing.

In the next step applied the ANFIS algorithm on the
pre-processed data.

For comparison with standard neural will consider
network MSE.

Here, for the training data set, the MSE value obtained
0.006.

For running the data on the neural network use neural
network nf tool tools available in MATLAB. 70 percent
of data as a training set and from between thirty percent
remaining 15 percent as a validation dataset and 15%
consider as a testing data set.

Results are as Figure 2.

Results

& Samples (=) mMsE
W Training: 345815 538018e-2
@ Validation: 74103 4.68620e-3
v Testing: 74103 6.22254e-2

Figure 2. The results of the implementation of the neural
network on the study data collection.

As can be seen, MSE values in ANFIS fuzzy neural
network has been lower than the neural network
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Table 3. Compares the algorithm used in this study and ANFIS algorithm

Method Data set MSE RMSE Mean STD
The combination method of differential evolution algorithm  Training 0.0015597 0.039493  0.0054167  0.0393395
and ANFIS test 0.0029806 0.054595  0.017419 0.052597
ANFIS fuzzy neural network Training 0.0066653 0.081641  0.023472 0.078743
test 0.082323 0.090732  0.047742 0.078431

In the case of ANFIS fuzzy neural network for training
data set, the error average value equal to 0.023472, the
standard deviation value equal to 0.078743, the error
value of MSE equal to 0.0066653 and the error value of
RMSE obtained are equal to 0.081641. For the training
data set, the average value of error equal to 0.047742,
the standard deviation value equal to 0.078431, the error
value of MSE equal to 0.0082323 and error value of RMSE
obtained 0.090732.

In the next step, the differential evolution combination
algorithm and ANFIS applied on the pre-processing data.
The following results were obtained.

For training data collection, the errors mean value
equal to 0.0054167, the standard deviation value equal to
0.039395, the MSE error value equal to 0.0015597a nd the
RMSE error value, equal to 0.039493 obtained.

Result of running the differential
combination algorithm and ANFIS on the testing data
set this means that the mean value of errors equal to
0.017419, the standard deviation value of error equal to
0.052597. As for the test data set with the implementation
of differential evolution algorithm and ANFIS, the MSE
error value equal to 0.0029806 and the error value of
RMSE equal to 0.054595.

Table 3 display compares between the usage
combination algorithm in this study and ANFIS.

evolution

In this study, using the program at first the data
normalizing data, the order of records commix and then
training dataset equal to 70% of the data set means the 73
record and the test data collection equal to the remaining
30% consider and implement the programs. As in Table
3 can be seen, from the point of view of search criteria,
the performance of differential evolution combination
method and ANFIS is better than ANFIS.

6. Conclusion

Nowadays, security and its branch in the web space have
become critical and epidemics especially for owners of
sites and more importantly for Web server administrators
because vulnerabilities and security weaknesses as an
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inhibitors factor in the path of progress and development
goals on the web. In this study pay to the diagnosis of
distributed denial attacks to providing the combination
method of fuzzy neural network ANFIS and differential
evolution. To evaluate the results, at first fuzzy neural
network compared with the neural network. To compare
these two algorithms, the Mean Square Error criteria
(MSE) were used. The results show the MSE error of
less were in the ANFIS and this indicates that, fuzzy
neural network than the neural network has higher
efficiency. Then, with the goal of increasing the accuracy
of diagnosis to train ANFIS fuzzy neural network use
the differential evolution algorithm and the obtained
results of this method were compared with ANFIS fuzzy
neural network. The criteria used in this study to compare
ANFIS and ANFIS combination algorithm and Genetics,
MSE, RMSE and standard deviation of error and the
mean errors. Results of comparison according to these
criteria showed that a combination algorithm ANFIS and
differential evolution compared to the ANFIS algorithm
has higher accuracy. One of the limitations of this study,
the volume of related data collection and lack of single
data to apply for research students and researchers.
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