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Abstract
Objective : The numerous protocols and products in the existing network architecture not just complicates the network,
but also require that the administrators master the intricacies of configuring the hardware and software, setting the rules,
and monitoring and creating reports. In this paper, we present a component that can control the communication between
devices from a single point. Methods: In this paper, we present a component developed using Python and OpenFlow
protocol over POX controller. This is a layer 3-layer 4 component that converts all the switches in a software defined
network to filtering devices thus functioning as a communication blocker or packet filter between machines in the
network. Findings: Our test results show that this component is distributive and topology independent and functions
without degrading the performance of the controller. Improvement: To the best of our knowledge, our component is one
of the first for POX controller since it is topology independent, restrictive, and functions on the basis of IP addresses and
not by blocking of MAC addresses.
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1. Introduction

The traditional network architecture is inundated with
numerous components and protocols. To introduce a
change within a network, all the embedded software in
the components needs to be configured individually. With
cloud and virtualization being the trend in the industry,
this scenario lacks flexibility and adaptability. The lack of
global view results in an enormous amount of time to plan
changes or to troubleshoot a problem within the network.
The Software Defined Networking (SDN) paradigm
digresses from the traditional network architecture. It is
intended to solve the problems faced by the classical network, namely-poor scalability, vendor dependence and
complexity1. SDN provides the ability to orchestrate and
automate the networks thus providing greater control and
offers various deployment models that may reduce operational expenses2.
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In this paper, we explore how SDN can provide a global
mechanism for network management and configuration.
We have tried to demonstrate the simplicity and power
of SDN by providing the implementation details and test
results of a component that can be used to control bidirectional communication between hosts within a local area
network. With the component running along with the SDN
controller, we demonstrate how all the switches within the
entire network can be made to behave like packet filtering
devices and how they can be controlled from one point
rather than configuring them individually. Our component
in this study is developed for the POX3 controller. POX
has several components that enhance its functioning but a
packet filter cum communication blocker is absent. Some
previous studies4,5,6 have attempted to create similar components but they are either just functioning by blocking mac
addresses in layer 24 or have not shown test results with
multiple topologies5,6. In all these cases, the firewalls work
allowing all communication by default and blocking only

Leveraging the Power of Software Defined Paradigm to Control Communication in a Network

the hosts mentioned in the respective data structures.
Our component works in reverse –it blocks all hosts by
default and allows only those specified by the admin i.e. it
is restrictive in nature.
The rest of this paper is organized as follows. We
describe the SDN concept in section 2. In section 3 we
briefly focus on the OpenFlow protocol. In section 4, we
describe the security loophole in the traditional network
architecture. We describe the NetWatch component in section 5. In Section 6 we present the implementation details
and the test results. In Section 7 we evaluate the benefits
of our component and describe some scenarios where it
could be used. Finally, we conclude our paper in Section 8.

2. About SDN
The SDN paradigm7 attempts to separate the control
plane from the network devices and place it in a vantage
point thus providing it with a global view of the network.
Network services can be managed through abstractions
of devices’ low level functionalities.
The bottom layer in the architecture as depicted in figure 1, known as the data layer, constitutes of the hardware
components—switches, routers etc. These devices are
responsible for forwarding network packets. The middle
layer, where the Controller is positioned, termed as the
control plane, is the entity that encapsulates the networking
logic. The top layer, known as the application layer, has the
applications that interact with the Controller and perform
network related services. The aforementioned layers communicate with each other through well-defined APIs.

3. The OpenFlow Protocol
The control and forwarding planes of a software defined
network requires a communication interface—this role
is played by OpenFlow8, one of the most popular standards for SDN. The network devices, such as switches and
routers in the forwarding plane, can be accessed and programmed via the OpenFlow API9.
Traditionally, switches have been handling both forwarding and routing decisions. With OpenFlow enabled
switches10, the routing decisions are moved to the
Controller. An unknown packet, when received by the
Switch, is forwarded to the Controller. The Controller
decides on what to do with the packet. The communication between the switch and the Controller is via the
OpenFlow protocol.

4. Problem: Security Vulnerability
in the Traditional LAN
The private networks within organizations or campuses
are protected from the public networks by means of firewalls. But by default, all insiders are trusted-which means
that the internal traffic is not seen and cannot be filtered
by the traditional firewall. Moreover, the traditional firewall is proprietary, which means that each one comes at a
cost and has its own rules for configuring, thus requiring
individual effort.
In contrast, with the SDN paradigm, it becomes possible to control insider communication. Implementing
components such as firewalls and network monitoring

Figure 1: The Simplified SDN Architecture.
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services as controller based applications becomes easier
with this paradigm. For instance, in small scale networks,
if we can implement such services on the controller, the
cost of adding additional security layer can be significantly reduced.
Instead of relying on a hardware or software firewall, if
a component can empower the switches themselves with
packet filtering capabilities, not just external traffic but
internal traffic can also be controlled. Again, since it is
based on the software defined concept, the switches can
be managed from a single point rather than configuring
separately.

5. About NetWatch
Our component, NetWatch, is a restrictive firewall component for OpenFlow that empowers the switches for IP
or port blocking and packet filtering. Simply stated, when
the policy rules are specified, the controller reads them
and installs the corresponding flow entries in the switch
flow tables. The rules can optionally include the source IP
address, the source port, the destination IP address, the
destination port and the packet type.
NetWatch includes two types of functionalities:
• It allows only those IP addresses or ports specified in
the policy file to transmit packets
• It allows the transmission of only those packet types
mentioned in the rule.
NetWatch allows network administrators to restrict
communication between host machines within a network.
The application can be run directly on the controller for
small networks. The first case can be achieved by specifying the source/destination IP or port in the policy file. The
second case can be achieved by specifying the packet type
along with the IP or port. The keyword “any” can be used
in case the user wants to skip specifying any of the above.
NetWatch ensures internal security within a network. It
has the advantage of being able to filter packets without
requiring any significant hardware changes or software
modifications. The component can be run alongside the
controller framework (Figure 2) and tests show that this
does not add to the performance overhead.
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Figure 2 NetWatch.

6. Implementation and Test
Results
We have implemented NetWatch as a patch to the POX
controller. The application that reads the policy file,
installs rules and processes the incoming packets is
written as a Python program running as a POX module. The pseudo code for NetWatch is given below. The
algorithm is designed to work for multiple topologies,
ranging from the simplest topology of one switch and
multiple hosts, a tree topology with 15 or more switches
with varying fan-outs or a linear topology with multiple
switches and hosts.
In conducted stress tests using the iperf utility, we
did not observe any noticeable difference in the performance of the POX controller before or after adding the
NetWatch component. We used the Mininet11,12 environment to create various network topologies and evaluate
our component. For each topology, we defined some rules
in the format - source IP address, the source port, the destination IP address, the destination port, packet type - in
the config file and using iperf blasted packets from one
host to another. Some sample rules we used in the config
file were:
• 10.0.0.3 any 10.0.0.16 any any—allows traffic to and
from 10.0.0.3 to 10.0.0.16
• 10.0.0.1 any any any any—allows traffic from 10.0.0.1
to all hosts
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Algorithm:

Input: A set of policies P , set of Switches S
Output: A firewall that is equivalent to P
For every S Є S
Insert iICMP & ARP flow entries into the connected switches
For every policy P Є P
i
Insert flow table
entries into the connected switches
While(true)
If a new packet arrives
Check the existing flow entries in the flow table
If allowed = True

Controller inserts bi directional flow entry allowing transmission between
source and destination
else
Drop

End

Figure 3: Performance comparison of NetWatch with POX components.

• 10.0.0.3 any 10.0.0.4 5015 UDP—allows UDP traffic to
and from 10.0.0.3 to 10.0.0.4 via destination port 5015
• any any any any any—allows all traffic
The graph in Figure 3 shows the performance comparison
between our component and another stock component
called Learning Switch (LS) in POX with various topologies.
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7. Benefits and Applications
NetWatch is distributive in nature since it propagates the
policy rules from a central point to all the switches just
when the switches connect to the network. Unlike the
standard packet filtering software, there is no possibility
of a traffic bottleneck since the component itself does not
perform the check, instead it empowers the switches for
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filtering. As the test results show (Figure 3), it also does not
restrict itself to functioning only for a specify topology.
With the above benefits, following are some possible applications of NetWatch envisioned by us for a local area network:

7.1 C
 ontent Control for Home or School
Network
The component could be used to allow contents only from
preferred sites for host machines in a home/school network. This would be particularly suitable if children are
using the systems for academic or entertainment purposes.

7.2 Segregation of Networks
NetWatch could be used to segregate one part of the network from another—for instance, a production network
and non-production network or the campus lab from the
administration network. This would prevent the much
needed protection from any probable malicious activity
happening within the network.

7.3 Communication Blocker
The component could be used to restrict any form of
communication between specific systems within a network. The simple policy specification makes it possible
to do so with only the IP address of the source or target
systems. If at all a complete stoppage of any kind of communication between all the systems within the network
is required, all one has to do is to maintain an empty config file. On the other hand a single rule with the keyword
“any” in the config file will allow access between all the
systems.

8. Conclusion
In this paper, we have explored the structure of and benefits
that could be gained from SDN/OpenFlow network. We
have also highlighted a security issue prevalent in the existing networks. To demonstrate simplicity and ease of use
of an SDN, we proposed and implemented a novel component that could ensure the internal security of devices
within the network. The simulation results show that the
security component can effectively convert the switches to
filtering devices without affecting the performance of the
network. To conclude, our experimental module shows
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that the SDN paradigm, if implemented in local area networks can prove to be asset in configuring and controlling
the network as a whole from a single vantage point.
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