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Abstract
Background/Objectives: With ever increasing number and variety of security threats looming large that continually cause
hassles to companies and governments, it is vital to ensure that the software applications are free from such vulnerabilities.
The objective is to remove such vulnerabilities in applications coded in C/C++ programming languages conforming to ISO/
IEC standards, through static analysis and make the applications secure. Methods: Collected insecure coding constructs
in C/C++ programming languages from authentic sources and created a repository of the same. Built a static analysis tool
named “Vulnerability Reporter” to flag insecure coding constructs in the applications. The insecure coding constructs are
identified by referring to the repository of vulnerabilities in C/C++ languages, prewritten to the tool. Findings: The tool
parses the code and identifies and provides a report containing the vulnerable code in the given application along with
their locations. It also provides suggestions for improvement of each potential vulnerability identified by the tool. The tool
is scalable. Implementation/Application: The tool developed will find immense use in the academia and industry and
will thereby enhance the security of application.
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1. Introduction

Cyber-attacks have become pervasive causing hardship to
the internet users - individuals and organizations, both government owned or private. A study carried out in China1
reveals that software developed by start-up companies has
more serious security issues than other organizations, government and educational institutes have attracted more
attention from the attackers. It has been found that most
of them are due to vulnerabilities of the code. Avoiding
insecure coding practices in the initial stages of Software
Development Life Cycle (SDLC) can minimize the time
and effort spent on finding and fixing them in later stages,
as well as the losses to humanity on this account. According
to the 2014 report by the Ponemon Institute2, the mean
annualized cost of a cybercrime for 257 benchmarked organizations was $7.6 million per year, with average of 31 days
to contain a cyber-attack. Another survey3 relies on information in research articles and manuals and includes the
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types of defects checked for (such as memory management,
arithmetic, security vulnerabilities), soundness, value and
aliasing analyses and IDE integration. This survey is complemented by practical experiences from evaluations at
the Ericsson telecom company. Knowledge about the presence of security vulnerabilities in a programming language
does not solve the issue completely, unless the developer
remains security conscious during all the phases of software developement4.
C and C++ programming languages are preferred
when it comes to performance and efficiency. Security vulnerabilities in C and C++ programming languages can be
classified as follows:
1.
2.
3.
4.

Integer vulnerability
Buffer overflow
String vulnerability
Pointer subterfuge
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5. Dynamic memory management
6. Race conditions
There are two ways of detecting security vulnerabilities in a program.

1.1 Static Analysis
Static Analysis is carried out statically without executing
the code. In this method the tool inspects input program
code for possible security vulnerabilities and alerts the
user.

1.2 Dynamic Analysis
Dynamic Analysis is carried during the execution of a
program. Dynamic analyser monitors system memory,
functional behaviour, response time and overall performance of the program to find security vulnerabilities.
5
Proposes dynamic taint propagation techniques
which facilitate finding input validation errors using func-

tional tests. It has been found that static analysis is more
suitable6 in finding vulnerabilities. Static analysis tools
are designed to detect security vulnerabilities in software
code that, if not corrected, might lead to exploitable security vulnerabilities. The tools built for static analysis can
be used to find runtime errors as well as resource leaks
and security vulnerabilities statically, i.e. without executing the code.
7
Presents a game to educate the users in various computer security concepts in which participants are given set
of questions to solve.
8
Reports that there is still a need for improvement in
the static analysis tools. This paper proposes a method
and a tool which statically analyses programs coded in C
and C++ to find security vulnerabilities and suggest alternative secure coding constructs for the same.
9
Identifies different security issues and different type
of attacks in cloud based e-learning system and mitigation strategies for same.
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Figure 1. System architecture design.
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2. Proposed Solution
Proposed method is intended to let user upload the input
program file to be inspected for security vulnerabilities.
It inspects the uploaded input source code program file
and alerts the user about presence of vulnerabilities if any.
The developed tool maintains a dynamically updatable list (master list) of insecure coding constructs10,11
which may lead to security vulnerability in any program
written in C and C++ languages, along with the corresponding alternative secure coding constructs12. As the
tool inspects the input program, it checks for the presence
of insecure code or functions or keywords from the master list, if found a report is generated listing the insecure
coding constructs present in the input program and also

providing alternate secure coding constructs that can be
used13. The tool is developed to overlook vulnerabilities
if present in commented section to avoid false positives,
thus avoiding false negatives. The architecture of the tool
“Vulnerability Reporter” developed by our team is given
in Figure 1.
The source code is given as input to the tool as illustrated in Figure 1. The tool may be given the code after
clean compilation.
Screenshot in Figure 2 shows the sample output of
tool “Vulnerability Reporter” developed by our team:
The tool14 flags errors when functions which do not
carry out input validations such as memcpy() , strcpy()
are used in the program.

Figure 2. Sample output.
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3. Conclusions
In this paper we highlight the problems of insecure coding in software applications and briefly present features
of a tool developed by us that analyses the given C and
C++ code for security vulnerabilities and generate a
report of the vulnerabilities present along with suggestions for improving the same. The tool was put to use
extensively and the results confirm that there is a significant improvement over manual code review. Since a
large number of security incidents occur of late because
of insecure applications, the work presented here has profound implications for the future and may be used in peer
reviews of software applications.
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