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Abstract
Background/Objectives: IoT has dynamic characteristics that the devices are freely joined or leave the networks. In this 
paper, we propose an expected response time model in a dynamic IoT environment. Methods/Statistical Analysis: We 
analyze the expected response time of an IoT query for star, tree, and mesh topologies. We evaluate the proposed model by 
comparing how it affects to response time according to the network topology and the bounce rate. Findings: We found that 
the impact of churn rates shows significantly different results under various topologies. Thus, churn rate is an important 
consideration in dynamic device replacement procedure that replaces a faulty device with a relatively healthy device. 
Improvements: Our analytical tool can be used for a decision mechanism of the IoT node that will operate most effective 
for time-critical IoT applications.

1. Introduction
The Internet of Things (IoT) have been rapidly developed 
recently and its basic idea is the pervasive presence around 
us of a variety of things including sensors, actuators, mobile 
phones, and so on which can interact with each other 
autonomously and cooperate with their neighbors to reach 
common goals for users1. In IoT technology interaction 
and communication among machines are emerged, which 
extends from the previous technology focused on inter-
acting and communicating among users or between users 
and machines. To do this, most devices are equipped with 
a data processor, a wire/wireless communication module, 
data storage, and etc. The development of this technology 
immediately affects users’ dally lives and enlarges its appli-
cation area to various fields including U-health, E-learning, 
object monitoring, and so on. For instance, we can mini-
mize the energy consumption at home by integrating the 
Internet of Things with home energy monitoring system 

because this home energy monitoring system supplies 
power at right time, in right place based on analyzing con-
tinuous real-time measurement2.

One of the key issues of the application based on IoT 
is extracting the analysis result from huge amount of col-
lected sensing data and recognizing user’s context from 
recent incoming sensing data to provide customized real-
time service3. Therefore, the response time is one of the 
most important criteria of user satisfaction on IoT ser-
vice. We also consider dynamical change of IoT devices 
which comes from their resource constraint and mobility, 
as a result some devices leave from the network and some 
device join to the network for replacing broken-down or 
left devices4. In this paper, we design a network infrastruc-
ture suitable for providing real-time application services 
and propose a model for predicting the response time of 
user queries considering leaving and joining devices to the 
network. 
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Th e topology that is the way nodes in the network are 
arranged and connected to each other is one of impor-
tant issue in designing IoT applications. It is diffi  cult to 
have a coherent and stable view of the topology because 
the wireless media- and mobility-related parameters are 
changed dynamically in IoT network5.

Th e topology of IoT is typically categorized to three 
types; star, tree, and mesh as shown Figure 16. In a star 
topology, all the nodes are connected to one central node, 
which is typically also used as the gateway to the Internet. 
It means that the nodes are normally located at only one 
hop distance from the central node so redundant data 
can be collected from diff erent sensors. Th e central node 
is in charge of post-processing such information. In a 
mesh network, every node can connect to multiple other 
nodes. One or more nodes in the network serve as an 
Internet gateway. Th e benefi t of a mesh topology is that 
it can extend the range of the network through multiple 
hops, while maintaining low radio transmission power. 
Th ey can also achieve better reliability by enabling more 
than one path to relay a message through the network. 
A tree topology connects one star network to other star 
networks. A simple computer set up on a network using 
the star topology, connected to another network using 
the star topology. In both mesh and tree topologies multi-
hops communications take place7.

Th ere are many studies on the performance analysis 
as the changing of topological structure in terms of the 
throughput or the energy consumption. In8, the authors 
analyzed the performance of smart home network as 
changing the topology. Th ey found that varied topol-
ogy should be depended on the diff erent nodes scale and 
loads from simulation results. In9, the authors proposed 
a new constructing approach for a weighted topology to 

keep balance on the energy consumption of the entire 
network of the IoT and to avoid energy holes. In10, the 
authors showed simulation results on the network perfor-
mance considering the topological structure. Th ey found 
out the relationship between the topological structure 
and the delay time, and the loss tolerance. Th e diff erence 
between our approach and existing studies is that our 
model focuses on the response time and churn rate.

2. Response Time Estimation 
Model Considering Churn Rate
In this section, we analyze the expected response time 
of an IoT query for star, tree, and mesh topologies and 
then, we compare the results with diff erent parameters. 
We assume that the measured round trip time between 
IoT server and coordinator is a constant in the high-speed 
networks. If bandwidth of the channel is B, one-to-one 
transmission time is 1/B. We also investigate the churn-
rate impact on response time by deriving the expected 
response time of an IoT query for each topology.

IoT applications have a signifi cant problem with an 
unexpected delay of the query caused by IoT nodes’ leav-
ing and joining the network. Th e unexpected delay can 
be mitigated by a dynamic device replacement proce-
dure that replaces a faulty device with a relatively healthy 
device. We investigate the unexpected delay under star, 
tree, mesh topologies in terms of response time while tak-
ing into specifi c consideration the churn rates11,12.

2.1 Star Topology
A star topology consists of one coordinator node, to which 
all other IoT devices are linked. Normally, IoT nodes are 

Figure 1. Network topologies for IoT applications.
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located at one-hop distances from the coordinator. This 
coordinator acts as a gateway for all other nodes. An 
example of this topology is the Wi-Fi network hub. If an 
IoT query is sent to any node in the star topology without 
any failure, the response time is identical to transmis-
sion time  between coordinator and the IoT node. 
However, if a failure occurs due to the topology changes, 
the recovery time r for dynamic device replacement pro-
cedure is issued in the coordinator, and has to re-send 
repeatedly its query. In this case,  can be given 
by three distinct terms: x, r, and  recursively. 
To be precise, let X be a random variable denoting the 
time to failure transmission time, which is exponentially 
distributed with parameter λ (λ > 0), and let  
be the probability density function (pdf) of X. The condi-
tional response time can be written as:

By the law of total expectation,

<Half of the equation is missing kindly check>

We assume that IoT nodes join and leave at the rate λ, 
which follows the Poisson distribution. Because the IoT 
node is a neighbor of coordinator under the star topol-
ogy, the probability of the link to be available within the 
time interval t can be given as . By substituting 

for , where , 
we obtain,

2.2 Tree Topology
A tree topology is consists of a dedicated coordinator as 
a root, sub-coordinators, and leaf nodes. The sub-coordi-
nator connects to the coordinator through a high-speed, 

wide bandwidth network. Typically, the IoT nodes are 
leaf nodes that transmit data to sub coordinator on a 
demand basis. Hence, IoT nodes are multi-hop count to 
the coordinator. This type is an extension of star topology 
to support scalability and flexibility. If there are no errors, 
the response time between coordinator and a IoT node is 

+ assuming that most of the IoT queries can be 
transmitted to sub-coordinators in constant time . 
The conditional response time with tree topology can be 
written as equation (4)

Substituting for in equation (3), 
where  , the expected response time for 
tree topology can be simplified to equation (5).

2.3 Mesh Topology
In mesh topology, it enables a multi-hop communication 
in which IoT nodes also serve as relay for other nodes. 
The intermediate nodes must provide multi-hop routing 
services to communicate with one another. Therefore, 
the average path length between coordinator and IoT 
nodes is a more important measure under the mesh 
topology. Without errors, the response time between 
coordinator and IoT nodes is for a path with 

.

The path availability is also the product of the indi-
vidual link availabilities of the  hops. Thus, the 
probability density function for hop path can be 
simplified to

The expected response time can be represented by
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3. Evaluation of the Model
In this section, we describe the change of the expected 
response time based on equation (3) as the bounce rate. 
Figure 2 shows the comparison result for three different 
network environments when the recovery time is equal 
to one (r=1). This plot shows the expected response time 
of star, tree, and mesh topologies according to the churn 
rates for one hop transmission time τ = 0.1. In this figure, 
we can see that the expected response time for star topol-
ogy performs best among evaluated topologies under 
same environment. Meanwhile, the expected response 
time for mesh topology increases exponentially as the 
churn rate increases due to the data retransmission.

Figure 2. The expected response time according to churn-
rate for one hop transmission timeτ= 0.1.

Figure 3 shows the plot of the expected response time 
under different churn-rates. The one hop transmission 
time τ of star, tree, and mesh topology is 0.5, 0.1, and 0.05, 
respectively. When churn rate is low, the mesh topology 
can be more effective compared to both the star and tree 
topologies. However, the difference of expected response 
time between star topology and tree topology remains 
more or less constant regardless of the churn rate.

Figure 3. The comparison of expected response time under 
different churn-rates. The one hoptransmission timeτof star, 
tree, and mesh topology is 0.5, 0.1, and 0.05, respectively.

Figure 4. The expected response time in the mesh topology 
according to number of hops.

Figure 4 shows a different response time according to 
the number of hops under the mesh topology when one 
hop transmission time τ is 0.05 and 0.1, respectively. 

However, the transmission speed in one-to-one affects 
the expected response time, which worsens as number of 
hops increases meaning that systems under low band-
width are more sensitive to multi-hop mesh topology. 
Note that the change in τ = 0.05 was not as severe as that 
in τ = 0.1

Therefore, we should use the proposed response time 
estimation model considering the churn rates during 
dynamic IoT node management process to obtain a more 
accurate expected response time and improve the user 
satisfaction in terms of the response time. The analyti-
cal tool can be used for a decision mechanism of the IoT 
node that will operate most effective for time-critical IoT 
applications.

4. Conclusions
For IoT services, a dynamic device replacement proce-
dure is executed to replace a faulty device with healthier 
one and to send queries successfully. Since IoT services 
have various operational characteristics under different 
topologies, the impact of churn rates shows significantly 
different results under varying network dynamics.

We presented an expected response time model con-
sidering churn rate. Our analysis can be used to decide 
alternate IoT nodes that will mitigate the latency during 
the device replacement procedure, taking into account 
their traffic condition.
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